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SUMMARY
We propose an asymmetric fragile watermarking technique that uses a number theoretic transform (NTT). Signature data is extracted from a watermarked image by determining correlation functions
that are computed using the NTT. The eﬀectiveness of the proposed method
is evaluated by simulated detection of altering.
key words: number theoretic transform, asymmetric watermarking, fragile
watermarking, image authentication

1.

Introduction

Since digital data, such as images, can be easily modified,
it is necessary to guarantee its originality when using it as
an oﬃcial document or evidence. Therefore, fragile watermarking techniques are researched for meeting this need.
Digital images are divided into small blocks, and fragile watermarks are embedded into each block. Altered blocks are
detected by searching for destroyed watermarks.
Conventional techniques for fragile watermarking were
mainly categorized as spatial-domain methods based on a
hashing function. We have proposed a diﬀerent technique
based on the fact that NTTs have no round-oﬀ error [1].
This is categorized as a transform-domain method. Compared to spatial-domain methods, transform-domain ones
oﬀer greater security [1]. However, [1] is a secret key
scheme, so an attacker can update the signature data after
altering images if the secret key is known. Therefore, this
method is more cumbersome because the secret key must
be sent through a secure channel. Also, only the user who
possesses the secret key can carry out the extraction procedure [2]. In this paper, we propose an asymmetric fragile
watermarking technique using the NTT. This technique can
release a public key, which cannot be used to update the watermarking [3]. A simulation experiment was conducted to
examine the eﬀectiveness of the proposed method.
2.

x(n) =

N−1
1 
X(k)α−kn
N k=0

(mod P),

(2)

where X(k) is the spectrum of a signal x(n), P and α are integers, and N is the smallest nonzero integer for which αN = 1
(mod P). N is the transformation length referred to as the
order, while α is the kernel of the transforms referred to as
the root of N. Since all NTT calculations are performed in
a Galois field, no round-oﬀ errors are observed. The NTT
supports convolution, and has been used for filtering, calculating the correlation function, and cryptography [4], [5].
3.

Proposed Method

The procedure for our embedding process is shown in
Fig. 1(a). First, we determine the block size N and modulus P, which are the NTT parameters. Note that P = aN + 1
is a prime number and larger than the highest pixel value of
the original image, where a is a nonzero integer [1].
The original image of size IN×JN pixels is divided into
blocks of N ×N pixels, and we denote the value of pixel(x, y)
in block(i, j) as fi, j (x, y), where 0 ≤ i ≤ I − 1, 0 ≤ j ≤ J − 1,
and 0 ≤ x, y ≤ N − 1. Let ri, j (x, y) be a pseudo-random
integer sequence, and gi, j (x, y) be the value of pixel(x, y) in
watermarked block(i, j). gi, j (x, y) is computed by
gi, j (x, y) = fi, j (x, y) + ri, j (x, y).

(3)

Note that the seed for ri, j (x, y) is generated using fi, j (x, y)
and signi, j (x, y) which is the embedded signature bit in
block(i, j). Also, ri, j (x, y) which is the (x, y)-th secret key in
block(i, j) should be composed of very small absolute values
compared to the pixel value.

Number Theoretic Transform

The transform pairs of the NTT are as follows:
X(k) =

N−1


x(n)αkn

(mod P),

(1)

n=0
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Fig. 1

Proposed method: (a) embedding and (b) extraction procedure.
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Let Fi, j (u, v) and Gi, j (u, v) be the NTT of fi, j (x, y) and
gi, j (x, y), respectively, where 0 ≤ u, v ≤ N − 1, and S i, j (u, v)
be
S i, j (u, v) = Fi,−1j (u, v)Gi, j (u, v),

(4)

4.

where Fi,−1j (u, v) is the inverse of Fi, j (u, v), i.e.,
Fi, j (u, v)Fi,−1j (u, v) = 1 (mod P).

(5)

Note that S i, j (u, v) is the product of each element of Fi,−1j (u, v)
and Gi, j (u, v). Let Ki, j (u, v) be the (u, v)-th public key in
block(i, j). Ki, j (u, v) is generated as follows:
 ∗
Fi, j (u, v)S i,−1j (u, v) if signi, j = 1,
(6)
Ki, j (u, v) =
F ∗s i, j (u, v)S i,−1j (u, v) if signi, j = 0,
where F si, j (u, v) is the NTT of f s i, j (x, y), which is obtained
by exchanging the parts of fi, j (x, y) between quadrant I and
IV and between II and III, as shown in Fig. 2. F ∗ i, j (u, v) and
F ∗s i, j (u, v) are the conjugate of Fi, j (u, v) and F si, j (u, v), which
are denoted as
F ∗ i, j (u, v) = Fi, j (−u, −v),
F ∗s i, j (u, v) = F si, j (−u, −v),

No computational errors occur in this embedding and extraction process because the NTT has no round-oﬀ error.
Therefore, the block(i, j) is considered to be altered when
signi, j in Eq. (10) is neither 0 nor 1.

(7)
(8)

Experimental Results

We preformed simulations in which a watermarked image was altered artificially. The target image, shown in
Fig. 3(a), was an 8-bit gray-scale image of size 256 ×
256 pixels. The original signature image, as shown in
Fig. 3(b), was a binary image of size 32 × 32 pixels. P =
16, 337, 592, 495, 324, 680, 449, N = 8, and ri, j (x, y) was
uniformly distributed in {−1, 1}.
The watermarked image, as shown in Fig. 3(c), had a
peak signal-to-noise ratio (PSNR) of 50.2 (dB), and the extracted signature image from Fig. 3(c) is shown in Fig. 3(d).
The original signature image was exactly extracted thanks
to the features of the NTT.
Figure 3(c) was altered by a copy-and-paste attack as
shown in Fig. 3(e), and the extracted signature image from
Fig. 3(e) is shown in Fig. 3(f). We can detect the altered area
visually.

respectively, and S i,−1j (u, v) is the inverse of S i, j (u, v).
The extraction procedure is shown in Fig. 1(b). The
received image of size IN × JN pixels is divided into blocks
of N × N pixels, which are denoted as gi, j (x, y). Let Ci, j (u, v)
be the product of each element of Gi, j (u, v) and Ki, j (u, v), i.e.,
the convolution between Gi, j (u, v) and Ki, j (u, v) (Eqs. (4) and
(6)), which is expressed as

Fi, j (u, v)F ∗ i, j (u, v) if signi, j = 1,
(9)
Ci, j (u, v) =
Fi, j (u, v)F ∗s i, j (u, v) if signi, j = 0,
if gi, j (x, y) has not been altered.
Let ci, j (x, y) be the inverse NTT (INTT) of Ci, j (u, v).
If signi, j = 1, ci, j (x, y) is the autocorrelation function
of fi, j (x, y). Also, if signi, j = 0, ci, j (x, y) is the crosscorrelation function between fi, j (x, y) and f s i, j (x, y). Therefore, our extractor is

1 if max ci, j (x, y) = ci, j (N/2, N/2),
signi, j =
(10)
0 if max ci, j (x, y) = ci, j (0, 0).

Fig. 2
f s i, j (x, y) is obtained by exchanging the parts of fi, j (x, y) between
quadrant I and IV and between II and III.

Fig. 3 Experimental results: (a) original image (256 × 256 × 8 bits), (b)
signature image(32 × 32 × 1 bits), (c) embedded image, (d) extracted signature image from (c), (e) altered image, and (f) extracted signature image
from (e).
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5.

Conclusion

In this paper, we have presented an asymmetric fragile watermarking technique based on a NTT. In the future, we will
apply this method to JPEG images and consider the security
issues of this method. Furthermore, it is possible that the
safety of the proposed technique decreases when the public key is altered. Therefore, it is necessary to consider the
operational infrastructure of the public key.
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