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1. &

a5 oS E <, A & b5 Hido

AN BT & Zhii 2 TR IR 25 S A
T CERE XA EEZOMEEZT S, fEEAD
B2 B lbnTnib L, 4 ThMbhT
W50, G.-]. Caesar HHDOFIcX 3 4
Y 7ikEd) (52 B.C) IZid &M T3 Caesar
EE T, FORIn—<=FE2F) Ly rFicE
TR DD 22]E -7, BICUHIPHEY
WAEDLHESTZET LT 7 Xy MEFERTHIHE
SHRWTIOX CF3) 2ECCET2THLT
(Y7 bLO) BT RELIE T 2R TRRICR >
Tnd, Hlzid,

Alea jacta est
(BT HNT)

ITAh =Y - 7 MES (U7 ME3) T,

DOHD MDFWD HVW

LB, LpLaiRsURFcd bRENEFH
T NI DIZR I TH B,

By N7 7 Xy MUF ISR 527 b
TRITFWTIER TS < DBEORITR Y, WS
b - DR B S, Ha— N (HFEOR 6

1) THHRZRET S IR SEAR (cryptography),
BEP L O EE . (steganography)
CRMEND D AR TIERIHEZR

2) RuRRY A4 (431 B.C.~ 404 B.C.) Tf#
bhTnizk Ok H 5,

z) ODEMMiERx e/ —Av 7 F % — (No-
menclator) RTHEFOBAVWSEN TN,
(2201213 /) — A v 7 Z & = DB &
e Pl Szl & LT, Mary Stuart JG A
Iy NIV REEEKILERATLED N v 7
fEd A. Babington & OREH DIXEZNZEITF B
TRY, HEPICATINGE - BEvHEEIN
T X & AR S 5 ke A3 it 5 ik i <
HrnTnd,

T N7 7y MRS IS FEAN T,
FRICBEE T, 777Xy M,

ETAONRISHDLFCMUGPYWBVKX]QZ

DIEIZ E VX 13%, T1X10.5%, Ai%81%, O
13£7.9%, - EWHRIEEID Z &z &LV fifi
RSN Z N4 <, KfEInic<n
55 D RATEMEA L R Yo AL REITIE L T & T,
1614t I 7 T > RO E T2 - Tz Blaise de
Vigenere (% T 2> TH OB TR >
7 h &Y IR L TWL Vigenere RS 2% L
7eo BIZIE THE) % white 1295 &,

Vigenere
1% Vigenere 55Tl
RPOXRAYM
b, BRITAREZLIFFEXLD 1 LFPHE

BSINDLFIIF—RORIE T O REERH ),
WS X DT N7 7 Xy s D 1 LFITHIRT
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DL DL TIEF —ROBE T O REER D v
L22d Z O IME—EHTRWO T, B
TRENRY, LW0WHTETHD. FEHE,
Vigenere 513 19 fitfd b dIZ 8B TR EHE O
DA FY AD C.Babbage & 7 v ¥ 7 D F.
Kasiski 1T & 2 it 3% % S5 1E#) 300 47
OMRGAREDOR L SN T& T,

T 20 HACHIUEHIZ AT&T @ G. Vernam X
W 552 D J. Mauborgne 13530 O ST H5 D
(LB EEZMES) 2o TR S ILT 2
Vernam 525 % - MR L7,

[Vernam W5 5 1382350 & 22 1 AU AN RE
ThHD]

Z N, EHWmBE oA DH O C. Shannon
[19]12 & » CHM SR TWVW5. LALRnb,
BEZXTHDE,

MR C#EZ S 22 513) L8> T2
IR TE 2 )

b b, FNFE L ORI B
I LD LB E D ITR> T 25
ThHbD. Lo T Vernam 5T T & A L%y
REMpEnsg [—RIRY OrE ] 1Tl 2 138580
1Kk B BT B H O S ALICHWS Z & 23
KDN T2 L 50 THETONT? ] LWV
IS, L ZAPRHOEMIZES, W.K.
Heisenberg @ A #f & ¥ Jf& Bl (Uncertainty
Principle), 2%V,
ANx - ANp ~h
WS NHEEMEBIRZFIE L TR OHRE) 7 W
i 101, T1] OfixEx %8 s TITEE
NS B HETEOIER A (D T L AHK
%MD T, Vernam BEPHORREINTHD O
[ESUISPIAN
ETAHTHUMTIHIROBEBIIKS L,

Vigenere W5 OffFe LA, FRICHEFHMIC
KR SR ERINTETRY, Fil 2 IFXHREE

o %e 54-3

KAV DZ=F < hERDEITHEHTHS.

TS THY, TTTER-K -
BMDAIZ v TF— LTI E—D3DD
BREEPBRoTNT, A7 72T F—I1E5
B (GBHEIX8H) 25 3KMFEIITEIIN S
TERIBHFIMENRIDND Z L, 1FHIC
AYZ 2T T —hElET 5 2 LEDRHAADY,
V7L 78 —TRFLTNWDEDTE=S <Ak
PHYIERE (AFicEInNsa—- N7y o
OPEE TSk S 2 vy =2 RN
%) B I 2T, WS ENREE S
FTH HIADITEL TS & 5 3 LIDEREAS
b5, 1TFHITHTPEDIWTIELEDFZAD
B, FHEAREOMEREZEAH L A, Turing ©
Ty FL—CTOT=r <, BICHEMNE
WL RBEDO T =7 < ZIZ b 2o 72 U R —

NEETOa— Ty 7B EDO RT<BF 0,
RSN E RE LS EL LEFTH D, [F
LN NTEEDNHARDER S (=7
V) bHEMARES TH D25, BEIZ 194049 A
KRGS TV E AbhTnd,

1952 4212 NSA (National Security Agency;
ERZAREER) A BRI S, LSRR
IEHR TGP AL BB O & iz L
TEel, WefiEbEEO—HERoTND,

itk O BRI S I3 HIRE 0 T2 < BUF
E-CEHOEF IR O REE 552 BN/ b
TX 7, NBS (National Bureau of Stand-
ard, 7 AV W EHABER) IS EEEL
TS, IBM OS2t LT 1977 4£ITHk
&N 7=b o) DES (Data Enscryption Stand-
ard) EELNBHOTHY, (LEEARIN
T2 H OO 20 FE b TS g nroTed
D& LU THERH 5.

DES O ff# 5t 12 4+ T NIST (National In-
stitute of Standards and Technology; 7 X
U AR E AN ) 1EIE S AL T
eh, REOEFEAEBBOBRIIANVTF—0 ]
Daemen & V.Rijmen T X » TIHE Iz
Rijndael % 2000 4 (THRH S e b D23 AES
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(Advanced Enscryption Standard) &\ 9
Fric i EEUERS 5 & U CHEFABUFICIER A S h
T3,

1976 412 W. Diffie and M. Hellman IZ & -
THED THagE) Ofrge) LiE-T, $#A
THSE L2 D 0idE B TRIFIEB bt
7, B THEELL 2d OITA TRITFNTE
FAETERY TAREE] GEfRE) o)
PRKI N, TOFED 1977 225 MIT
DFFIE T2 - Tz R. Rivest, A. Shamir, L. Adleman®
N THRNB O ROFTHEEME] 2R L
RSA W5IC X 5 ABSER 52 RL, i
B RES % P B R ICRI R S, Bl
HW b Tna, 1982 422 T. ElGamal 23
W. Diffie and M. Hellman ®#¥% x 7z T#E#c6
BB O REEME ] 2 Hv 5 ElGamal K5
L EDON D AFERE S 2 FRAEL T D,

—7J5, 1985 4£{Z N. Koblitz & V. Miller 3]
ARG P R - CREFO B RE 2 EN S Z &,
ZFnEHWT LY BRI < TE B Hhike
FEENDZ EERAL .

I P.W. Shor [20] itk > TEFarBa—
ZBEBIT T AR 5 23 m I S b Z
LR, BB, RRCETHEEINH
L e BRI RO LERRE > TE T
%. X Vernam M5 OFT THCTE 743, 1984
412 C.H. Bennet & G. Brassard 12 &> T BB
84 LITIIN A BHELE CERTIFE D ELIN
TWDH, FERIITITFREIC/R > TE TN,

AR TS OBREMBIL, B AEL0E
TR | O FARIT 72 B A BB 5 O hta & 725
RSA LH5HBE 5 2B L 2236, RikoqhE
REREMZTHERZW,

2. BSORK

FE RS HOBAE D IE R - THRIFI 2

3) %451 RSA K55 O FEWI T 2002 4= ACM Turing
HefbhIhTtns,

GRS 0% M
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£z BNIBDIEEETY, PR TRNVWEET
b, 1970 4EAB LB HBLL TE 5%
BARKS EERZRLTOHNTH S5,

BRI 5 13 Ll SRR 5 & A BRSERS = 1T KA T
x5,

WP T T 0y ZHS L A Y — AR
A E R

7'a vy 751X DES itfhE S b kT, F
X EEE (DES Tid 64 By b)) ficLsld
%5, DESTiZ64Ey & EM32EY hETF
Fr32 Yy MRV THRIRLARAHE Y ML
@ XOR (Hefthirzm B &; 2 M+ 2 &ox
IZR3) TR Z B Az R g3
WHZ LT, ZRITERIZR > THTHH
U8 CRLER 10 &2 e ¢ 5 Z L THS TE S
KERFHEERO,

DES 41989 4£0 E. Biham, A. Shamir i2X -
TEREINTR N T 20 RS T bALoORT
Lo TSNP o Teh, 1993 4Ei2=
FEBEOMIF THBFE R UMk k-
TR ESNDZ LiTkote,

1990 £ ITIZ v ¥ 2 — X Omdkic
Lo THDOEEIRRT HREIC > TETRY,
RSA Security #:F{# < [DES Challenge] &
MHEN B ME 27 A M b flEIbBrn D Z L
Llgotz,

Z O, RC5 EIRIEI B G A4 2 i 5
X, HATS BS-CS uk T 5 MULTI2
L, WHAH R ER THED IS KASUMI
(MISTY O EIR) ST ay 7S inEs
IhTnb,

K E B IE— R IS B e A BURFIRG 5 & LT
80 ¥'w h Dt &> SKIPJACK & XN 5 I
S5 Clipper Chip Ol % #5441
% Clipper #AH23H - 7278, NSA ko R 5

4) FEEM56 B v MTR o 2iREP NSA & OhifEf
IZOWTIE [13] IZEEL W,

5 XX EELYIZHLTX DY ZZ0HEDE
o,
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IZxt g ALK & HEFHRC (Key escrow®) %
BT BRI E TR 2 K FE D B E NI F] & 72
Mo fe Z LT EIRZE N,

AES OZEEIZER L T NIST 13 1997 4RiT, dt
T ey JHEE, FIAREBEF 4 OO T
NEFHR L, LM, a R b, BRSO
e, aAY VT4 - 7 ) —ORIPNEARL
7z 2000 4£12 AES ITIER$RH S N7z Rijndael
ey /K128 €y b, #ERIZ 128, 1927,
256 £ v b O#ERAREZR, 8 B v MNZERIDOAEL
W EoiEE (byte ) TEZE S LA
5 TH D,

TAYHDAES OAHBZB T, KM TIE
NESSIE (New European Schemes for Signatures,
Integrity, and Encryption) 71 ¥ = 7 b 255K
SN, 64 B MRS IZ MISTY, 128 B> b
512 Camellia, fliZ AES & &b CREHER S
ELTEDHNTRY, HATDHHALLELHEE
Wk (IPA) LIBfE - BOXHEHE (TAO) 24
M #% #® L 7z CRYPTREC (CRYPTography
Research & Evaluation Committee; 5 $%
Wi & Be (4IFFHE R RS ZER))
B3, 2002 FITEND AT 29 oK 5 &%
BOFHESERS S ) 2 b & UCTABIL, FRmFEEHE -
FABRIEHE DAERPFRAS - M 2fEf T LTS,

A MY — AW I EE LR R OV L 2
b4 %725, RC4A = SEAL & 03HIHN TN
b ODOFER EOWSETH S,

ZABRSEIRE 51T W. Diffie and M. Hellman
K B IERIFREERE S OE X HFEFHB LIb DT,
HRB R O FAHEE 2 -l T2 RSA L]
ik b oo BT O FH AR & D T i
M ElGamal R EFRIT/R > TE TN D,

RSA ® RC4 N—2 3 ¥ Z TCP 7 u b2

6) 7 AU BEANTIEG. Orwell ® 1984 (THiH»
N7z Big Brother T X % & Hth& Lol e S il
<HeHEhTz.

7) 192 ¥ v MR D AES %7 X U F BUFIZ ML
(TOP SECRET) SCHOZRITES & iE LT,

%

whoge

Jv TR RLE L 24 9)1T Netscape 7' F 7 YT
HlAAE NIz SSL (Secure Sockets Layer) &
WO HIRE TR S N[13], BTl % cR
RN b DRk IC 2 o 7z, SSL Tl X.509
FERHES 2 CA OREHE TR 5L Lz b 0B, fi
ZIEXT =V U RHFIEHE DY — bR H 0%
LIVTHIHAE 25 CA OABSTES L TEA
ERGET D TR & 2 mICIT 5. €Ok,
X.509 FERHENICEL S N e — O A BHEE 2
THRAEWMO T — & ZiE5LL, H—ilidz
Nt —NOEHE TESIL L TR 5 EERT
Z5,

ETHT& 7% CA (Certificate Authority;
FURIEARE) 1R T REIE DMEE TRV T & B AREE
THHDTHY, VeriSign HEH 4N,
WTIZHRIR OB FELRITHEINTEY, &
TBUFIZT T CA ML ORBFEEORME %5 2
bhood b,

— MR IR O I T BASEIN  13E0PiT
THEER ST REWEXITEL T, LA LR
5, RSA W5 THIEHT — X FENE L a2k
BT RIEIE AT 4 7 LTI D R e
T—=RIZRDM, TR WBERASHNT
Wb, Z2ZTRT 4 Y TIZEILEMNTT, &b
8 7 75 BB VE O I B IR SCBBR I b LA 7R
RSA-OAEP 23p%E S, ik PKCS#1 iT
PiclTEVIAEN TV D,

ZNBRBERE S HEHE 1T RSA Security thic ko T
PKCS (Public-Key Cryptography Standards)
LWV EHEAL (K1) BRENTND, PKCS
A Va2 —x oy P OEHEAL IETF (RFC2459
%) Ty AnbhTnd, K —ici
IEEE (IEEE P1363 %), ISO, ANSI TZh7Z
NOBLS 5 DAL R EN TN D,

54-3

8) Netscape @ SSL T4 #1iE7T A VU HEHNTIX 128
Ew b, BHATIZ40 By hofEdibh Ty
7o 3, 1995 4F 8 H it S, Holiximti b
128 ¥ v MR IZ72 - 7z, Internet Explorer i
HILAAEN TN D,
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GRS 0% M
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&1 PHBESEE (F2L#4BFH#VICEFNR)

Private-Key Information Syntax Standard

Personal Information Exchange Syntax Standard

PKCS # 1 : RSA Cryptography Standard

PKCS # 3 : Diffie-Hellman Kay Agreement Standard
PKCS # 5 : Password-Based Cryptography Standard
PKCS # 6 @ Extended-Certificate Syntax Standard
PKCS # 7 : Cryptographic Message Syntax Standard
PKCS #38:

PKCS #9 : Selected Attribute Types

PKCS #10: Certification Request Syntax Standard
PKCS #11: Cryptographic Token Interface Standard
PKCS #12:

PKCS #13: Elliptic Curve Cryptography Standard
PKCS #15:

Cryptography Token Information Format Standard

BRG] (EC) OIEEITIZ AR5 D
FIENRBELRRE ST L5315, FHE,
VISA International & Mastercard International
AP L, Microsoft, Netscape Communications,
IBM & & i THEHEIL S 7z SET  (Secure
Electric Transaction) & W5 #U& Tk, K5
b7 ¥ X VBT RSA (R DES) Zffibi
TW%, SET TIXHE 1M~ D FE 1B 1 it
L7 LTy MEHEE O SRR~ O P B
WMPBSHESNTRY, BIAETIX LYY
N —RFEBZND I ENTERY, FORE
TR B

RIS 2B Ui E A 2000 45 4 A
ICBREREEA, EHEHE, BUR~OFEEHEMIC,
BrEIEIHEERES (ECOM) MB¥E LT,
EWNTIE, 2003 F0FEEM (BtoB) kUH
FH - HEAR BtoC) WulZXZENZEN 77
4,320 fE1 (Bi4EEL 67.2%88m), 4 Yk 4,200 &
M (FiELE 64.8%850) & K Z &) T
WHEEDEFTH D,

FYUENBLITSSL THHTERR, &
BHO—FE TR 5 2/ S KFITE 58, Z
T T ABHSERT 5 34T 1T L > T b, &
TEATE TG OFITIE, BTEE RO
BT S L 0 2 28Bs TE S L TR
THDT, BHRFET — & 2 AR TR 5L L
TERTAEMBARERTESTT 50 LH#EORAN

BNHBHETH Y, ARBERSRENEWREIC
FTHZLIZHERLES, TAYBTIERSA D
RS VY, DSA AR D Z 4RI
o TWb, EANTH 2001 4E4 A»d B+
B R ORGE B IC BT Bk (BT B4
AT SIERHRII R SN TE T W5,

UNIX ® /827 — KX DES Z#%nlffi- <
Ny ¥ afbd B erypt 12 & o T Jete/passwd 12
FEHILENTRE > TVWBR, ZH %D telnet
LOBFET 7T LRSS THRNDT
IRV EEBRV., ELTRPORERAR DY
MBI S N BRI R, o T ssh
WIS, ARSI E T HIm 2 S UGRREL
R3S MBS ICY W B x DWE T e ST A
BRI N TV 5,

BT A— VOB SH&EICIE, PGPV
SIMIME & MEEI D Bk 3B LD D dH 5.,

A BUF I e-Japan ks T E R o Fl f# 4
] B TBGHEE Offi%L, W%, FEEELT
WEOBHEOM EZHIFL THEELES SN
b DTHY, KWAN, LGWAN DR
BRIEARER Yy bU—27 OBEITHEN, 2003

9) BH¥#H @ P.Zimmerman & 1993 4F 12 i & H
OBAETYRMLEEINRTWS, fnHiHE,
NSA & OO A & BUEZE,
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AEJE A B 2005 4EJE AR D 3 AEF T ST
WEHDTHD, TZTHETBEHPIEFICE
ETH DN, AR SRR E LB ERL
THEY, Bko PKI (Public Key Infrastructure)
#H1Z, GPKI = LGPKI %0 HAE 3 ME o
Db 5,

3. RSA 2D T

3.1 RSADOFRE

BRI [ 1 BUF O AR % 7 3 L BHER RS
FOREMK TH D RSA W5 R DRI 23RS,
RSA W5 13 578 R B0 it B o G S8 3 2 3K
B (£t logn) OLHAMMOT ALY X
LB BN TN & &ZIBH L TEL LK
FTH b,

DEBORDA

2ODRKRERFER P & g BZTBHEZMNT
FURDNITERALT, FOEN = pg R 5,
—%, e< (p—D(@—1D =¢(N) (¢(-) I
Euler ® ¢ BA%) H- ged(e,(p—1)(g—1))
=1%ifi7ederkDd, (e, N) AT
H5,

WEBEOKRDA
mod ¢ (N) IZAIF 5 e DL, R,
ed =1, mod (p—1)(¢g—1) (1)

Tl eI d 2RO D, dISHERLER D,

ESbELESE
SEXCm AT BI2iE, RO XS ITT B,
C =m’, mod N (2
5 C REBALTBI1TE, ROX 5T 5,
C =m", mod N 3

2FY, Alice'”’ Bob IZF3 m %% BT,
Bob 22 b A &S L AR (e, N) ZAWVWT L
FLORRITHE S 1L L THE S 3L C 23%f5 L, Bob
FFEEo TV SR d T LRt oRkicE 5L L

o %e 54-3

TYEXm #2155,
¥, BYFBHATREICKSILE C=m’
mod N, #H54t%Z C=m’, mod N TE®H 5,
RSA 513k O B2 & I SN T 5,

ERL1 Euler (18 fi#2) gcd(an) = 172513,
a’™ =1, modn (4)

N RTAC RS

[GEH] r=9¢(n) &L, b,....b, #ED 2D
H mod n T& R TAWw ged(b,n) =1,
i=lL.rdBHLETEH., T OHK,

ged(an) =1 ThH D25, gedlab,n) =1,
i=1..r&%%, #€o>THEAE (b,....0) &
£4 {abl,r... ,ab,} &?: mod 7 '?%Uz\o ko,

arﬂ b, = ﬂ ab; = H b;, mod n
wons
(ar—l)ﬁ b; =0, modn
LT o

a" =1, modn

Euler OEMN S,
Ol = g = gyl mods (V) m, mod N (& 1%
#TliX, C°=m™=m, modN) &%,
Euler &I n = p FEH) OzEEXS
Ld(p) =p—1L,%25BDT, 17T HEITHEERS
N7z Fermat O/NEBO LT > TNB Z
LITEEL X 5. Z okt @ BB
FONRY OFIEE DD RSA B 5 R O SE
Lo TEY, REO<X—1H)  BFHHEGEI
MED FIZK Yo TNAEZ LI R&EZ L
Th b

3.2 HEELOHEEME
ZNBRsE (e, N) DOMEX—d ZRDDB7D

10) [16] T Bob &#:iziiTL %, ERDHBME %
Carol, Dave & & L, fhic4E D% E D Eve
(B532, UE) ,Mallory (%5, #i9) .. %58
o cRHVWSNS,
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ik, N ZZNBOE LTp & g kDB
B D,

FRE A MEEOG HAEMEEE 2 D L,
“ves” IXFEBOEIV T, “no” IZHEEHE
OLERKM T LI XA (Bl 21X %ib o
AKS 73U XL) BHBODT,

[ERE R & NP N co—NPJ

LEAD. FEBITITFRRB i REIC b B
SR & WEARER R O 7 L T ) XA
nTnbd, LirLR25, PW.Shor [21] iX58
T ¥ o — & IR BRI I3 R B i )
OB A R 2 £ TR TR B 2 L &R
LTHY, NP EEMEEFHNT 5 RGO MEN
S R AR ST WZ & L P T EE
.

RSA TIFEEICIE p R ¢ 138E bit itk 5
Lotk s 0T, BIED RSA OfEFHiIE 10
EREIID 2 &b BREN R NITITETA
WHETH B [5].

HHOLIEXEFEHIE

RSA L EHEOBFKIZAR WA, 2002 48 H i
A Y NLRRZHAERB 2T 280 M
Agrawal ##% & N.Kayal, N. Saxena IZ & -
T “PRIMESinP” &) HEECHET VY
ARLDPFER S NI [2].

BT,

lged(a, n) = 1725613,
(z—a)" = (2"—a), mod n

12725 |
& Fermat O/NEHE %2 HABITHR L 7z,
LIANZOFEETIE (x—a)" OFMITFH
R P B E D, 22 TrZa EHNITHE,
Hon gl TH/NS 8 e L,

(r—a)"= (z"—a), mod(z'—1, n) (5)
B, nITEBER, a BEXRBLRNT
TSR T D Z LI L TELORET IV
FYVRLTH 5.

GRS 0% M

93 (339)

B2 Agrawal-Kayal-Saxena (2002)

ne v, s <nERETDH, Fhg r&

(i) glr—1, n"" Y9201 mod r, K
+s—1

(i) <q > > nz\/ﬂ

s
(i) n2s ZV/NSWRIE (> 1) ZFilc e,
iv (x—a)" = (z"—a), mod(z"—1, n)

ML T BEITRIZN TV D L IRET D, 2D
I, niZFHTH 5. 1

T (i) DA T T 2 1T,
q>s= ZLﬁjlogn
IVi#EAT,
o,(n) > 4log’n
BL, o,(n) = n, mod r DLLEL % i 7o 95/
Dr, ged(r, n) =1 L7852 ERnoTn5,

AKS 7T X L
ARs BHn > 1

1. n=a"(a,b>1 RbEn AL L
LCHeT,

2. 0,(n) >4log’n it $HND r 23K
»Hb,

3. Hiba<richlTarn ok
W n AR E LTRT,

4, n<rzbid, niZEHLLTRT,

5.a=1...120¢(r) lognlizxtL T,

(x+a)" # 2"+a, mod(a'—1, n)

RBIEEREELTKT,
% ¢(+) 1% Euler ® ¢ %L,
6. EikoZNTHRTIE n iFHEE

AKS 7 v 3V XA ORI, Sophie
Germain £ IZxF 2 ®H B KE DT T
0(log"™n), 295 TR EbLHETIR
O(log" “n) ERBZEMNRENTNS, o,
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ISEECHERME € P
ThHHI LR, HUREERANTRL, %
BR1Z co—RP & 72 Miller-Rabin /€ 55
ZHEICHNS 25, BERNEMIERE V. 705,
ARECHED Plzgd2 (EvH X0 ReIH»
5o TN5) B, EBRIZEREZ KD 5 %K
B REEIL T > L L W,

4. BABSCEOMOES

4.1 IEMER
O RIZw, w0y, € O, wy, w, F 02D,
L = {aw,tbw,lab € "}
WL /Lixay Ay N —= e b,
L %A &3 % Weierstrass OB,

1
9(z:1) = 2+0§thwy Zﬁ

LEFSND D,

© (z;L)" = 48(z;L)*—60a,8(z; L) —140a,,

Ay, Ag, &

LD OTHML 2R oMEO EH LB
39z L) & 9 (z; L) ORI L LTET,
ZIIRE BRI 72 .
KM iR E 3R Aoz vt cd v, &
HEIRIXIRDIBIZR D,
y'=r’taxr+b (6)
HL, 4a°+270° # 0
FE I dhfs 3R R 1 ol TH v,
D RTAC R

WD TEHIN

EH 3 (Siegel (1929)) Fi%k 1 DL E o A%
FIZ, A RE QLS L 2R I20, |

b (Rrb R, ARFABEED ofHMih
MRIR DIX IROEBLARAL S B

A (BI-ERPRI(1955) 5 Wiles DEH(1994))
o EOBHBEBIZT NTEY 27 —BEKT
b5, ]

o %e 54-3

EH 41X G. Frey % (C Fermat PHE~DIRE
PRI, AJ Wiles 12X > T 1995 4 2 H
IZ Fermat O KEH, Wi,

" +y" =2z", n=0,
il T x, y, 2z €1IFEELRY, OHEN
R DR IT AR - e EER R TH 5,

EC) OFfE&E AR OBRICED D, P L P,
Bl AT BT E Lo P L P, UANADR
Bz O OWTKIEELTCTEB 8% P, + P,
TED D, BICEC) OFMEOHMT (F
J6) O MRS TH 5.

E 5 (Mordell-Weil (1922)) #M o
HEADORT EC) FARERT — AT
»5, ]

AT EC) = "X (CHER) LRITEHZ
LERLTRY, B IZEMR» S ERS
NHE—ZBEK(s) =1Ds=1TORELD
MELELWE THINTWS (Birch-
Swinnerton-Dyer F#1).

AR GF(p) E (AIB%ES1E mod p TH
2%) THRM#RE 52 %,

LIAT, z, y € GF(p) OFBE (EHLN)
2 0 ZMA Ity ® E(F) ©%7. E(F) O
figk# E(F) iZkoEHTH 2 bh b,

R 6 MMM Lo E(F) ofis# E(F,)
i3,

pH1-2/p < HEWF) <p+1+2/p (7)
DOHPHIZH S, 1

BI1. GF(19) LM iR

y* = z°+2x+1, mod 19
i R
E(F) X ERZEH 2T D DI
{0,1, ©,18), 1,2), 1,17, 44, (4,15),
6,), 6,18), (7,4, (7,15, (84), (815),
9,8), (9,11), (11,9, (11,10), (12,9), (12,10,
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2004. 12 AU S 0% Wi

20

15

w0l /
sl /

0

51

10 +

sl

-20 1 L
-1 0 1 2 4 5 6 7

B1 #EAmE v =x’+2x+1
(13,1), (13,18), (15,9, @15,10), (16,5),

(16,14), (18,6), (18,13)}
b, Zo26 iz, MERES O ZIMxizd
DN EWF,,) TB5DT, MEIZH EF,)
=21Th%,
GF(p) LOFEMMAEZRDORRITED B,
OUMND2EP = (z, y), P,= (x5 y,)
LT, 2, =1, y,+y, = 0 mod p 72 5%
P+P,=0Th5 (MbEH LD 3 EofZ
OTHbB).
S bR,
B {(yzyl)(xle)l, mod p P, # P, @
(3zi+a)(2y,) ", mod p P, =P,
2, = N—2,—2,, mod p
Yy = A(x,—xy) —y, mod p
kv, P+P = (x; y;) TH5,

B2, flloET, P=(44) &L THRKMR
MEFHET 5L,

{P=(44), 2P=(18,13), 3P=(1,2), 4P=(61),
5P =(1614), 6P =(159), 7P =(911), 8P
=(11,9), 9 P =84, 10 P =(7,15), 11 P
=(13,1), 12 P =(0,1), 13 P =(129), 14 P
=(12,10), 15 P =(0,18), 16 P =(13,18), 17 P

=(74), 18 P =(815), 19 P =(11,10), 20 P
=(9,8), 21 P=(1510), 22 P =(16,5), 23 P
=(6,18), 24 P =(1,17), 25 P =(18,6), 26 P
=(4,15), 2T P=0}

ThHod. (0,1) OHEEBIZI2HFEEEZ D,

4. 2 #5M ElGamal 55

e oot £ R R 2 LR U 72 ElGamal b5 1346
iR Lo RO R T BEA RN L TR O
WM %2 Eih b,

DR, WEROKRDA

RKERFH P, GF(p) EOEMERMR E(F,)
Aot LC P € E(F,) %0, Zolif%
¢ L LT 1€ Z, RAERICRT,

P, = zP, 9

ZEHRT 5.

P = (E(F), P, P) "ABETHY, S
=z PHEH#TH D,

ek L ESE
¥1EH Alice 1X, re ., ZLEITEY, P
Xm iz LT,
m+r(P,) (10
THEIEL, FIRHT 7P, b3RD 2,
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m+r(P)—x(rP) =m (1)
o TESIET 5.

FEARRNTITA R b RO BT e Bt
# ¥k (index-calculus method) G ¥ 45 By
MMZ2R 2 ZEBMBENTHD RS, FEM kR
OFHE ORI ETIX EERB T LI Y X
ALDPEBELZINTHARVOT, #EZKIFIC
INELTE D (Lo ElGamal K5 D p 531024
vy NEMR, #5M ElGamal K55 @ p 1% 160 £ >
NREE) FRITK 225 5.

4.3 BIEAHKRIES
HRE F Lo g ofkEH il C(g = 1)
DEEHERIX ROV 5.

y'+h(x)y = f(x)

L, h(z) € Flz] @A g RDOLHEKN,
hiz) €EFlz] X 29+l RDOE=y 7 4IHAT
HYv, ClEMmATLTHEOLND 2yt+h(x) =0
LR ()y—f'(x) =0 %FKICHEZT (z, v)
€ FXF (55 3EnboLd5,

B AR C 13 g = 2 OIRFIZ, ROE
Bil1b NS YA RPN

BT (Mordell #H(1922) ; Faltings OxEH(1983))
FE%L 2 DL o ARBuinfRiE, BIRMEOH LA
Fite 7z, |

EH T IXREE 2 DL BB A ITBE L Tl Siegel
OFMRYER (EBL3) O—fFikici>TND
A3, FEINZ PO 60 FikiCR SN Z & ITHE
EmLXo,

11) —fgize >0, 0<t<1licky,
O(exp(c(log n)'(loglog n)' ™))
L R B FHAEHEEE % (log n ) HEREUIRFRT & W 5
RAIT ¢ = 1 TIXHREIER, ¢ = 0 TIXZLHAFE
fiz7e 5,

o %e 54-3

REMHRR OV I E LKL 2 i TREZN
LidltEa L, ZoRITETSE P D 2 51T
2%, HRME ETHFERICERTE, Zhon
BatdZ end, EEcHENESEEE 2 5N
TW5,

G PR IE & v SR & < BB o e
HIEOEITHBINTETNS,

. SHROAMEME

BRI 5 O FR & 3821 72 00 & B R 2
b, EHOAZWMNIZHETE RN v
SHERMLRAMNIZZAZ DR TW S,
Vernam K5 TH T E ki Tz igae &
RN LS BRI LAt 0 Ji 1R b RFITX
HBETHY, HRWHEPICKEN B TRSRZ
NEFREIZL TETWWD Z &IFERZEN, 2004
7 AIIEE 1l & HOR R4 EA 100km
D7 7 A4 N — DRk T 100kbps O & {5
TWE AR T D EAl 2 BrTE L Te & DFERDE -
Tz

B2, 2 T NPOIATH S5,
BTarta—&2TiaikEz,

[0y iy s Ggsennsi, =0, 1

ZHNWT,
1
o=l = ) 3y glinei)

Qyyeeeyiy, =0
CETnEy NTHRBRTAZENTE, 2=
VBRI XL > T ETBFIEEENL 2" A7y
TOREE 1 ATy T TRITTE, FERZBM
TEBRRICHFTE %, Shor [21] DER K
T A3 RAATIX ged(a, N) =1R55
LT a it LT,
a =1, modN

LB r RO DI ER A2 —&
ZHWNIL AR TEITES0T, 20
fth > 2 THAIRER O 43 & T L AR
TRETH D Z EHIRINTVD, mTara—
FITFERINTITREILSNADTBY, 731 R
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ORBUTHES T, BIEOBEE OS8R 21
LT HERF Y, BT o RN X 55
FOBLEEHHETETHA 5,

BWHEARHRIC L TlHA DT v 75 ATl %
Wik 322 L IXZNAREETH D, Ll
RS, BESORITEIEEAZR <MD
FHICHETDH A 5, Fakldh A FF ¥ R2AK
BEEDLNIENFNT RN BB L HTE
TW%, OECD DX a2V T4 A NTA4
WWREN TS ERITHE M S A7 575 CLA,
(Confidentiality, Integrity, Availability) % i
TETRRICEHFT SNDRETH Y, RFmOREN
ibhic LChlcADEX2) 71 OHET
R EZOEEE- Tz, »— Kk
R SN DB TIIEERTH 5,

B BUR O BT ARSI X 5T
THMHAD WAN OF % 20 5 1 [7] EA3+45
RINDBEPHY, BIZIFFHEBEADOES
A ES R L TR SR TV RETH S
9. 2004 4D 5 1% u-Japan #EE A ST
WBMN, KlBRE2E XA Z (ubiquitous;
WAE) WA 2 T O E BT — 0
Thy, NHEHEMOAY HFbifbhTnd,
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