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Abstract The DNS over HTTPS (DoH) protocol is expected to protect privacy of Internet users and prevent data tampering.
However, the DoH also causes a problem in that network administrators can hardly detect the suspicious DoH traffic generated
by malware and malicious DNS tunnel tools. In this research, we propose a machine learning based system using multi-stage
classification model in order to not only filter the DoH traffic from the HTTPS traffic such as web access but also recognize the
malicious DNS tunnel tools that generates the suspicious DoH traffic.
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DoH s
(HTTPS encryption) fieRka> DNS
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DoH H—/\

X1 DoHIZ&? FXA »5fiEk

Z & T,DoH ZHHTE 2 L5124k %. EHI20S LRLTIE
Windows 11, MacOS11,i0S14 7% ¥ DH/N— 2 > T DoH 23
FIHATRE Y 72 o TW 5. DoH 1T & % K X 4 Y &ffk %X TR
3. DoH X, 7547 ¥ DoH ¥4 — Nt DRTDNS k3
74 v 2EELT 5. £/, DoH 4 — N4 V& —%v b |
DR DNS — & ORI THERD DNS 7u b L2 LT
FX A VAR ZATS.

DoH ZHWTDNS bZ57 4 v 7 2lEE(LTHZ8I1ITLD,
AV =3y b2 =MLY = 734 VXIS
REDYRAZEBOARFTE S, —HTDoH X, *v bV —2
EHENLXF 2 T4V — L RAEREMETZ e 2HME L b
Z7 4w 7 aNMPRECRZMEND L. FIZE, Ly 2T
A DoH ZF|H L TA & —% v b _LE®D Command and Control
(C&C) Y —NLilfE L7BE, #itED FX 4 V2GS X
TWB 720, e AT 2 2 e 8L < 725, BEiZ DoH #*
FAWT C&C H—NEBETE VLY = 7 DIFEDPHEREINT
W3 [7].

IO LERNTC, BEEDHLDoH 57 4 v 7 BERT S
TV —=avERETLILIE Ay b —EREZICE 5
THEEXWZ2. BEEDOHLDoH 574 v 72T 277
NV —2avERETAIEREoT, )7V —>avh
HHER Web A4 b AR T 2 EEEET 52 2,2) 7 7V —
YarvkRyrua—RE39 4 bDOT IR BTy 7T
) I B e NGO i) R I S i SR Al S
VY —RENT 2 Z e R EDATREICR 5.

KEIEBEEDOHZDoH VT 74 v 7 EERTEZ 7TV 7 —
>a>¥2 LT,DNS b)Y —)LIZEHBLZ-. DNS k¥ 3L
V=X, 7747 MY —A"HETDNS Fr talikffo
T— A28 {E (HTTP % SSL 2 &) %2175 Z 2 SR 71
75 5TH%. DNS b3y —LEFHATZZICED, 2
FATVIET AT —ALERIT, A X —%v LD
P NWETEIENTES. £/, 7747V M e ATz
TR L7256, WEEICHHICREI N EMED H 5. %
fTIRFETIZ, HTTPS b 7 4 v 7 OH5 & DNS k¥ Ly —
NMZEoTHEREINZDoH b7 74 v 7 BHT27 o—
FBRBREINTWVWAB[8][9]. LI L, 205 DIEETIE, DoH b
574 v 7 BERLZDNS FrRALY —LERET S
TERL.

BB RARE, DNS b > 3y — L OEBUZIE T DoH +
74y RHINCHET LI TE S5, DNS b %

MY =N DB EERT 2 -00BMRFEL RS, L
L7226, DNS > vy — VORI #3835 729121, DNS
b LY — L EEBICEE X T, RFAEICD > TRKED
F—REWNET ZHEND L. £72, DNS b2 FLY — L%
AT 272D DRBRIX, STy bAv X, Ty VRS, STy

MR, %7 v AL %7 v MEOEIE R ¥ % - T, DoH
I T4y 7 OHLLEMHKRET 2D ORELETHEDLD
5. 2O XD I B R FWVWT DNS b Yo oLy — LR
AT 2 72 DI & TR0 2085, Ok 2 OEHEE T
APBETIUEDoH 57 4 v 7 2 BEIMVICHT T 2 Z & A
TZ5.

AWZETIX, DoH 7 7 4 v 7 %R 08 2 M S Hifi & F
WC, EEDDH S DNS bRy — BT 2H LV AT
LERETS. FATRT LI, BRI AT LZREEN A v
FO—=I NI T4 v P OREERWS. BRS AT L DR
7nt 2%, BEDH S DNS b pY —LERETDH 3
BRI H 2. SEEONVEICHLIZET LV E NI A—RF 2 —
SV Ko TR T2 28T, X DEEDEWVDNS k¥l
v — L ORI % BiET.

ERR:

’ HTTPS %»’ DoH r—»’ ﬁg’ o 4,
oH
™ S N mEos3
’ DNS kYR ILY—)L2
\ BEOHD
DNS b > ZILY—)b3

X2 FEENZSY YT —2 T T 4 v 25O

552 P % 3 BB

EBEDHD
DNS k> 2Ly —jb1

Non-DoH ‘ ’ @D DoH ‘

8RR > 2 7 1% CIRA-CIC-DoHBrw-2020 5 — X v k [10]
TiMiiL7z2 25, 5 1 BRET HTTPS 25 DoH b5 7 4 v
7% L7z 25, Accuracy 1% 99.81%, F-score 1% 99.87% T
Holz. FE2HEMTDOH F57 4 v 7555 LW DoH bk
274w 7EBHLEY 23, Accuracy ¥ F-score X ZhZ2h
99.99% 72 o7z, 72, FIBRFETHDLWVWDOH +F 7 4 v 7
LIEEDH B DNS b YLy —)LEHBAI LY 23, Accuracy
1% 97.22% TH Y, F-score 1% 95.19% 72> 72. D & 512, DoH
DT T 4w 7 RBNITHZT, BEDHZ DNS bt
V—VERPETE AR R R L2 S, Ax DHIZ R D ¥)
HDTDDDTH 5. R ISC2021 [11] DEFEXHBTHEL
T NAICK LT, DoH O &FEIN, FHlifE RO E L, %O TFE
HEMELEZDBDTH S,

2. BEHR

21 XY RT=O LS T70vODRE

v bT—=2 VI 74 v 7O, BUE, IEEICTEFR R
KT THD. FC, BMAEEEMEH W7 7 a—F 2%
ZARBEINTVWS[12]. ¥, EE{LIhAry P Y—2 b
74 v DRI ONTHEL OWMEDH S ([13]. L L
DoH HfHEEAE L, FLRERCEEA LI TRV
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%, DoH D k5 7 4 v Z38HICB§ 2 WIZEME 13 — A X
FIZWFEALEENTOVRL.

Bl &Nz DoH v bV — 27 OIS 2 %% RS
¥, D. Vekshin & [14] i3, #5282 FIWTHTTPS 5 7 4 v
AT LILET ZOHICEENS DH 77 4 v o %
WH UM £/, DoH 57 4 v 27 %5735 T % Z & T, Chrome,
Firefox, Cloudflare 72 ¥ ® DoH 27 5 4 7 >~ k BFFE L7z, M
BT T MZIE Ada-boost ZEFH L, 99.9% D FEEE 2 157:.
T—&ty ML, Alexa[l5] 2342#t3 2 L7 100 7D Web #
A EMFST, FXAL VEANDT 72 AT —XEINE L. M.
MontazeriShatoori & [8] \&, MM Hiffi% FH T HTTPS b
774975 DoH b7 7 4 v 7 EHHL, 2D, DoH + 7
497 EREDODH b7 7 4 v 7 b EEDDOH M7 7 4w
BT AHMARRELE. ZOEEHDODOH V57 14y
Z 21, DNS b Y ANNY =N Ko TERINIZ T 7 4 v 0
YERELTWVWS. 5 5D Random forest & 7L % fifi
H L, 831X 99.3% D F-score, 21 99.9% D F-score % 1§7=.
FFfilZ1& CIRA-CIC-DoHBrw-2020 7 — Xt v h&@#H L 7. S.
K. Singh 5 [9] 1%, CIRA-CIC-DoHBrw-2020 7— Xt » b % H
W, BEBXOEMED DoH F 57 1 v 7 %505 T 2BONEE
W EXHE7. #51%, Gradient boosting EF N % - T, R—
VR 7Y RMET 100 %D FEEE E157-.

2.2 DNS k> RJLY—)LOi&N

DNS (233 2 BT ERIRIZOWTIE, 2R FEFTEZL O
MG XN TED [16][17][18] [19], BEM2EE DFEEICHE - T
DNS @ b ¥ 3 U OIS IR I3A T H 28T 5. DNS
122 R XA VABPIEA Y Z—F v b ETRERAI R —
PR TH37-%,DNS 71 b 2% FH 7z DNS k¥ vt )
BENCKC / — FEMEL D, & T — 22 REX 8D T
3 72D OBV FIE L o TV 3 [20].

DNS T+ ¥ 3 )VORHNCEE S 5 i D & LT, P.Yang & [21]
3, ARy F 7 FFAEMAWTDNS b ¥Ry —pt
L7 DNS F7 74 v 27Ol %2i A% DNS M5 7 4 v 713,
dns2tcp, dnscat2, DeNiSe, Heyoka 72 ¥ DY — L% FWTAERK L
7o B E 7, KiEfEE (KNN) |, R— s R X —
<> (SVM) , SV R L7 LA D3 DEMABDLEREZ
RoxV7ETNEMHLT.

A.L.Buczak 5 [20] iX, RAT A b DGR SR EEMB L,
FURELTF LA MEHWT, IEHZDNS 57 4 v 27 2 DNS
FALD T T 4 v 7% XAIL Tz D.Lambion & [22] iX, &
HAHB=2—Fxy b T =2 (CNN) , FY X LT+ LA
BRUOT7 B Y ITNAGEREZFEHLTDNS Vo974 v Ih5
EEDHBDNS brAEBH L. ERTIE—HTOEN S
T4 v 7T = RESHERICHAAFE T, MRE & Bk ST
L 7z. A.Chowdhary 5 [23] 1%, DNS +Z 7 1 v 7% & DNS b+
VANY = VPER LT 2V BT 270D 0D R
KR LT —DOHODTEIZDNS 713 —E XY YAARNDF ¥ v
YaIRRFMATZHDTH D, =0 HDT RSB H Al
PHHLT, 5261 7=DNS 72V HTA2HDTHo 7.

K. Wu 5 [24] 1%, DNS 7 TV OXFOREEICH S W= 3 B

F&D DNS b > 2 ViBAIETH % FTPB #EA L7, 5 1 BFET
1%, FTPB X DNS b ¥ LI & o THER I/ DNS 72V &,
DGA IZ & » THM XNz DNS 72V & XHIF 5. 55 2 BFET
WS (TF-IDF) Z2fAWC, it DNS 7 U 2R b L
WAL 7214, ERRO T (PCA) ZFAVTRILE 2 I FIT 5.
%5 3 BXRE Tl Bagging with J48, 5 > X 47 + L A b, Ada-boost,
Gradient boosting 75 ¥ ORI E ¥ %2 VT, Nf FURZ
ML ESFET %, FTPB 1 3 DB % VT 325, 7 DEEIR
FaxDIREFELZER>TVWS.

Lz ge®de, 2y b =277 4 v 7D5%%HYE DNS
b ¥ — L OBHIOTHFESE TIEWFTND, DoH M7 7 4 v
IO L > TEEDH S DNS b Y3y — L E#HIT 2
FIRIZOWTIRERE S h T, F 4 1&, CIRA-CIC-DoHBrw-
2020 7 =&ty MEFAWFERRT, B 1 BRES X 0% 2 B0
THIZBWT, IEROFELAEU LOBELERT LB
12,8 3 BRBEICB W T, DNS kLY — L oikElE B

3. & at

2EITE, Ay b U—=2 b T T 4 v 7 OREICET % BEEFSE
ZHA L, DNS b ¥ 3Ly — )V OMHITFIEERAE L. b
RN7ZeBY, 2y VNIV EHENRAY VY= Fa VT4 %
HERF T 2720121, DoH b7 7 4 v 709 LEEDDH % DNS
PYANY —VERET DREDD B, REITIE, BB R T 4
OB OWTEET 3.

3.1 PRTLOLIKE

DoH 57 4 v 7 5EEDH % DNS b V1LY — L%
A3 27012, BENRSEFELEATS. ZOFEORA
VM, BERECBIZXAY VY= T T4 v 7 DORBICH
S LA EETLVERET S22 THS. KITRT X
512, BRI ZXFLAFERO Ty 7 THREA TS, UT
TREET vy 7 OFMEHET 5.

xv hT—=Y

227 1 FL—Z2Y ETIVDREE
3 70)7“4%/ 7 [ fc i i—* = et
‘ XY NT=U STV IDRE
= BEDH % DNS
TR DoH ™ gL S e
7=5 [ | |[74n20>5[ | poHoigm [ 7| HTRLT—LO

E2l

K3 18RS 257 LDLMHE

3.2 Xy bT7—=U 571y OBYS ST

DoH (& SSL/TLS 7u b a L ZfWTDNS F5 7 4 v 2 %
BELTWE 20, IBRTAS AT LIEHTTPS F 57 4 v
IEANNT—REeTE. 3y b =7 RiCEkABREED S
T 4w ZHBTRAT VB, %7 v b DFETLE IEEXDR—
FEED S, HTTPS IZ & o TEKENIZ T 7 4 v I TH DD
ECODEHET LI ENTES. HTTPS b7 7 4 v 71K 412
IRUTRA Y NTPEET 3. 754 7> b5 Web H— \IH#Hi
TAHHNE, web 2V T YV EIIET A TH S, £/, 77
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A7V MERRAL Y RZRRT 272912, DoH = " ZfEH L
THED DNS =N T 2. 77947 P LOBEBDOD
% DNS k¥ A3y — Wi, WBROER 227D, BREERZ
EIELED T 372002, b LW DNS ¥ — \I2HERE§ 2 Al aEM:
DD 5.

. [ e O
I’“;—g DNS #—/\
HTTPS —
(F¥TFrRAVE) L ————— gbHLW
% DNS H—/\
v 2 DoH #—/\

——— -
> ,

7247k
BEDHS \
s ok Web H—/\
% DNS\ytleZ\lll 4# (Non-DoH)

K4 v b=y TFrRA T

BELizry VU —2 57 4 v 7 2EWEEE 7 LVTHHH
T B2, WAHEREED HTTPS F 57 4 v 7 70— % EHK
T35 VI 74vr7n—d, EEILIP T FL A, #EkIP
7 FL A, EETR— I EE, EELR- I BETRESIS.
INBERT Y FOAY RIZEEFNTWBIFEHRTH D, S
ENTVRVWEDHATES. 574 v 2770 —0FEHIR
R, BIZE, 87y VL %7 b DT, % v b DI
W, %y PORIREP LT 5. 72720, %7 v POR
A a— RIEE{LENTWE 2D, ZONEEFIH L.

3.3 EFILORELEH

KHITIE, BEDH S DNS + Iy — L 2#T 279
DOREEN R ECTHEHA T 2WAEET LV ERET 5 /IR
DWTHIIAT 5. #2582 2 7 41% XGBoost [25], LightGBM [26],
CatBoost [27] 23 %. ZhHDT74 77 VidWwiid GBDT
(Gradient Boosting Decision Tree) 7L 3V X A% HWTWS.
F72,SRH[28]I2kd e, ZNHDIATTVIIHEDL Z 5,
OB EE 7L TY) XL HART, FRIENRTRA—RF 2 —
SV IWAREL o T WA, Fe, BWAEBESH/RTE S
728, Kaggle[29] 72 ¥ DR FEE 2 > 7 X b TIRK BT
W3,

BB M TR WD ERE RS 2 720121, mMEREZR
HBSATIVOMEAICMZT, T—&REy MIHE LT
R=RF 2=V IWEETHS. 2y I—=I b T T 497
SENHE LU WEEE TV EIRET 2 HIEERK SIORT. %
F, RIRX—RFa—=V T LEETLEM>TIL -2V
IT=R%¥RT L. R, FREET NV ERCTREET — X
TS 2 TChROWDERERHKST 22T, 20
T—REy MNIERER NS TA—RF 2 —= Y TETAERRET
2ZeHNTES. LT, WEShEZETVE, ¥HT—4XL
MGRET — X %o THEZSEL, 7R M TF—XONHEBL LT
a3,

ZIZTHEERLEZVON, F—=N=T 4 v T4 Y 7OMETH
5. F—N—=T 4T 47X, HI7F—KEy MIRHEL
TEE TN, ZhDANOEMT — X 2 EICHETE
BAKBBZEZEKRT S, DFED, RIX—RFa—-=VTL

FEFADBRIET — RIZA—N—T 4 v N LEGR, 20T
NETANT =R e TR BETHETERIRS. Lizhs
T, RTR=RF 2 —=V 7 ORUELE, BGET — X 00 5EE
RIEZTTERL, TAN T —XOPER/ROACTHNT 24
EhH 5.

INSGA=BF 21—V IETIV

Model 1 oy :77 7
=5 F—

H’;:/ 7\ —»| [ Model2
Model 3 REET — %
Model 1 >

—» Model 2 > y | [—>| [Model1 | —>| [ Model1 |
Model 3 ———»| Accuracy

FREHETIV AT

BRENCETIV DEHRELTEEYTS
BEHETIV

=

K5 bI74v7038ICBLEETLVORE 0L R

BETNDF a—=V IHH LTI A —-Z%ER NITRL
7. TRHEDNRIA—RIT, BEFALDRF 2 X M THEE
Bom EZERH 2 L INTWSEHDTH S [30][31][32]. 3
TR —=RDMEX, T 7 4V kO S —EDOHF % LT THE
L7, ZLC M7 — 22 mbdbEVEETHHETE 24
BOEETY Y RERTREDOI 22217 RTIX—XDPR
2 %EFNL L LT, XGBoost 12 35 f#4H, LightGBM 1 56 E5H,
CatBoost 1T 48 T, B3t 139 HEOEFT AL ZHEL .

£1 ZVy FH—FDORFIA—% (FRRIZT 7+ MH))

XGBoost LightGBM CatBoost
max_depth: num_leaves: max_depth:
2,4,6,8, 10, 12, 7,15,31, 63, 127, 255, 2,4,6,8, 10, 12,
14 511 14, 16

max_bin: max_bin: 12_leaf_reg:
128,256, 512, 1024, 127,255,511, 1023,2047, 1,2,3,4,5,6
20438 4095, 8191, 16383

334 2y bI7—U ST vODHEE

BRI RT LTI, EEDH S DNS b Iy — L E2RET
57202, 7y NI—=2 T T4 v 0k 3BBETHET . BB
DAY YT =2 VT 7 4 v 7 EFICONMTZ2Z8T, &b
BT D FTRE L 72 5. BEFECREA S 2 mfdRid, 3.3 Hid
TR RATHREINDDEMAT 2. HHEBROWEIL 3 B
DENEITITS 128, FERINC 3 DO G HBBIREINS.
B 612 3 BREDBHHBRDOA NI 7T =2 e W h T — &% RT. § 1
B0 EADERIIT A - F— 2B A& 5 L, DoH
FS574v2Z%non-DoH +5 7 4 v 7R T 3. 2 KR
DH¥BFEAFEIRIEIDH 77 4 v 755D LW DoH +
74 v 7Bl 5. B3BRBOFERANERIFEDL
WDoH F 774 v 7 EAERLEZEEDH S DNS + ¥l -
Y — LR 5. 5 3 BRI LTI, ozymanDNS, DeNiSe,
Heyoka, DNScapy %% &, (%2 < ® DNS b ¥ LY — U DEIES
LI RERTAIDEND L. VAIRN—RDT7 Fu—FO#H
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BB, VRAZOEWHDEHANL, BRI REHP LT
W DBRWEEZ NS, 22T, KFFETIRE T, MG ED
B BB XN B DNS kR — L TH B dnstep [33],
dnscat2 [34], iodine [35] DFANCERELTE Z 2T L.

%WExK'S %2&%‘% 3 RMK
EX \ o |- [ \ﬁw [
non-| DoH ]TDO%HO)
K6 3 2DERICEIT3AMNT—&
4. ¥ i

3EITIE, BB RAT LOEEBERL, BRIl

M3 2 BEE £ TV OUUETTIEZHA L, #BHET O8N

%%%‘Hﬁﬂbfz REITIE, WESRTA2HEL BN
ZRHEL, HERREEZONT 2.

41 £ %
3HITIRB LRGN Z2d g, HEXAT42UTD LS
WEELL N"—FvZ7REL LTE, —Box> Y2 H

E L, Intel Xeon Silver 4210R @ CPU, 96 ¥ 5 XA bDXE Y,
Nvidia GeForce RTX 3080 ® GPU %#&# L. Y7 bz 7
IR 1%, Ubuntu 20.04 12 singularity 3.7.3 ¥ Nvidia TensorFlow
Release21.02 Container ZEA L7z, {EH L7887 E 54 75
1 1%, XGBoost 1.3.3, LightGBM 3.2.1, CatBoost 0.25.1 TH 5. 72
B, XGBoost & CatBoost & GPU £ T, LightGBM & CPU LT
FITL 7.

4.2 Dataset

FERTIE, CIRA-CIC-DoHBrw-2020 ¥— &t v hZfdifH L
2. TOT =Xty MZEENEZTINARE VNI 74908
ERUATRT. TOT =Xty PEIBRED +7 7 4 v 7 RIC
RODD 270, REROTHMRIZI TR, V74 v 08
DBYBRNGEDOFRR RS 2 ZePEETH L. K31
RT LD, T—&Ey b5 29 ORI R % i
T5.

£2 F—RXEY FDINLE T T4 v I B

S5~V FNoTu v IR
51 Bk Non-DoH 897494
(DoH D) DoH 269643
52 BbE normal DoH 19807
(5&H L\ DoH DA suspicious DoH 249836
5 3 B dns2tcp 167486
(EEDH % DNS dnscat2 35770
b >3y — DA iodine 46580

T—REy FDRY VI —=T T T4 v TR %3‘%73_5&:,
fEf 10 DEIREMEFEZFAL, PL—=VFTF—X TR}

&3 I 74 v OMEIRRHEE

—_

Number of Flow Bytes Sent | 17 Standard Deviation of

2 Rate of Flow Bytes Sent Packet Time

3 Number of Flow Bytes 18 Coeflicient of Variation of
Received Packet Time

4 Rate of Flow Bytes 19  Skew from Median Packet Time
Received 20 Skew from Mode Packet Time

5  Mean Packet Length 21 Mean Request/response Time

6  Median Packet Length Difference

7  Mode Packet Length 22 Median Request/response Time

8  Variance of Packet Difference
Length 23 Mode Request/response Time

9  Standard Deviation of Difference
Packet Length 24 Variance of Request/response

10 Coeflicient of Variation Time Difference
of Packet Length 25 Standard Deviation of

11 Skew from Median Request/response Time Difference
Packet Length 26 Coeflicient of Variation of

12 Skew from Mode Packet Request/response Time Difference
Length 27 Skew from Median

13 Mean Packet Time Request/response Time Difference

14 Median Packet Time 28 Skew from Mode
15 Mode Packet Time

16  Variance of Packet Time 29 Duration

Request/response Time Difference

T—X% 9.1 OFIETHET S, SEEREMET 2161 L
T, accuracy, recall, precision, F-score Zf\%. ZHhZHhD
FAHEAILTOL B THS. B, HIRBIZI A0
Y570, FEED~ 7 0 EEES V.

TP+TN
Accuracy =
TP+FP+TN+FN
TP
Precision = ————
TP+ FP
Recall = L
TP+ FN
2 - Precision - Recall
F-score =

Precision + Recall

Z 2T, TPIZEMGME, FPIXBIENE, FNIIBEE, TN IZER
HEERT 2. 251, SHEDIEZEY LT, mean time between
false alarms (MTBFA) Z{ff 3 %. MTBFA i&, E=X VU > 7
Bl 3 BROEIN LR TH Y, UToXTHET 3. >
AT LDTFERBEN AT T DI ER (BT oy
Z % ¥, MTBFA 135 < 72 2 BfRICH 5.

MTBFA = Monitoring hours

Number of false alarms
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4.3 ETIORE

KU, BEET —RIIH LTV v FH—F21ToTHELA
72K Accuracy £ 85 X =R ZRLTWD. 2 2R LR
X — & {EE, PRI O RAME & R/MEDO NN E 5 72729,
ALl EBREREIP 2 T 2 R E R W e HI L. BEFETO
FREBEEZ B UMR, £ 1 BETIEIRNRIRA—-—2F2—=
> 27" L7 XGBoost %, 5 2 BIFE ClEANRTIA—KF 2 —=V
L7z LightGBM %, 5 3 B TII I RXA—RFa—=V L%
CatBoost {133 Z Lic L . B, ZOERTIE, B3 K
P& max depth: [14,16] & L2 leaf reg: [1,2,3,4,5,6] DA ED
HTGPU XEUMNFR LD, CPU ZH L TR L 7.

#£4 7V FY—FTHLNZHK Accuracy & 87 X — &

51 BRBE BB 2 BRBE A 3 ERE
XGBoost  accuracy 0.9981 | 0.99998 0.9719
max_depth 12 4 6
max_bin 1024 512 1024
LightGBM accuracy 0.9981 0.99997 0.9721
num_leaves 255 15 63
max_bin 511 255 8191
CatBoost  accuracy 0.9979 0.99999 | 0.9690
max_depth 14 4 10
L2_leaf reg 5 2 4

4.4 EIZDHSDNS FoRILY—ILOBRER

A2 HITIRELEDEBEZHAVWTE T AN F— X2 0HE L
FERERSIORT. FHIBRBCTEEDH S DNS kALY —b
Z Al U755 E, Accuracy 25 97.22%, F-score 73 95.19% T
BHolz. Flz, BI1BFEDODH M7 74 v I7DT74VRY VT
DFERIZ, Accuracy 5 99.81%, F-score 23 99.87% TH - 7=. 5
2BMEDED LW DoH FJ 7 4 v 7 ORI DRI, Accuracy
7399.99%, F-score 75 99.99% TH-o7z. ZNEDFERM?S, 17
BIRTLDMREX, 2y NV —JBHEICL XY VT2
X2V 74 MRFOMDHEAZIET 20T RDBOTHS
ZeHbrd. ¥, BEFETHELLETTLVOMEE, ft
DRAERMET NVORREEFAENP TN LETH T2 2D 5,
NRIR=RF 2=V I A —N=T 4 v T 4 VT DRE
BHEELTVWRWEEZIONRS.

552 BXBE D MTBFA %2 R.3 &, 25 | BB, 26 3 BRRSIc bR Tk
HIZRWIREICZ > T0 3. 24U, 5 2 BB O SR E R E W
72D THD, KR ESXy P —2BRIBICHEATE 5 LT
flicx%. 55 3 BRED MTBFA 138 30 27 CTH - 7225, 8RR
TLAEEXY NI THHAT 272012, 35 LEVWZ e
HEELWV. ZhiE, HIBRBTOoREBEZMELIEsZL
THEETE 2. 3 BRREHROMSIR, 5 1 BFS L5 2 BREcRAe
L 7=1ak5 0 v Btk 0 B B2 3 B TS5 7 — &%t v b
WML TR L7z, SBRS O 8EEE, 55 1 Bl XGBoost,
%5 2 BRI CatBoost, #8 3 EXFEIE LightGBM ZfE L7z, 1
BERE v 55 2 BB O D BUEEE I LL BN E o 2 T, 5 3 B

£5 TAMTFT—X%ZHWEZDNS by — Lo

SIHARR Accuracy Precision Recall F-score MTBFA
1 09981 09981 09994 09987 1814
EEB%  LightGBM 0.9981 0.9980  0.9995 0.9987 111 %%
CatBoost 0.9979  0.9978  0.9995 0.9986 101 %
52 0.9999 1.0 0.9999 0.9999 80683 4
BB LightGBM 0.9999  0.9999  0.9999 0.9999 48410 %
XGBoost 0.9999  0.9999  0.9999 0.9999 30256 %
%3 | LightGBM | 09722  0.9497 09543 09519 33 %)
P XGBoost 0.9706  0.9473 09518 0.9495 3243
CatBoost 0.9691 0.9446  0.9494 0.9469 29 %)
3 b EE 0.9703 0.9487 09503 0.9494 31%

£6 KN FT7Y MECKZETHIL DR

S JEER Precision Recall F-score
% 1 E4F%  Random Forest[8] 0.993 0.993  0.993
XGBoost (ours) 0.9982 0.9995 0.9989
%5 2 B¢M%  Random Forest[8] 0.999 0.999  0.999
Gradient Boost[9] 1.0 1.0 1.0
CatBoost (ours) 1.0 1.0 1.0
%3 B¥FE  LightGBM (ours) 0.952 0.956  0.954

FHIHERRIIIZ e A LB R Z TR o T

BES AT AL FATHRD > 2T ¢ OWREL I E 3 617
T, RITHREIITAL, TRty bR L=V T =4
ETRAMTF=RIZ 1 EREZGDEIL TGS 2 k=L R 7D MK
EFHOTWS., Uz LT, TexPHWEEL 10 2E1R=E
MEEX, PL—=V 7 F—REeTRAMF—&% 10 B2EILT
FHHZA TV, ZOVEEERERLTWS. HEBEORERRHIZ 2
TeIZ, Tk 13 10 FIOFHli O H122 & e b 3 HHGHE D R VKSR %
BEIRLZ. Z20MR, B 1 BRSO 7 TIX, Precision, Recall,
F-score & HIZ, R AT L RbEWMEEZ R LTz, 52 BEED
DT, BEFOMSE L [EERIZ, Precision, Recall, F-score &
HIZ1.0IELz. "=V E7 Y METIE, 7—Xty &b
L=V U7 =R T AT =RIHET B0 > Tk
CHIREoTIE, Zhs OIREEMET 3 2RI H 5 2 &
KHEETZ2RBENDHZ. HrADRES AT LB 3K EMK
FEDFERIX, Precision, Recall, F-score &£ 24 1.0, 0.9999,
09999 TH D, DHERMENKEIBET T2 3o 72
B, B3R TEREDOD S DNS ¥y — V&3 2 A
&, A DHBRD TREINLBFDTTH D, 155 N7AGRITHE
A bt BlErREcE T 3.

4.5 BEELRFHEOSH

FEEHR b5 7 4 v 7 7= RO R RRIC LB R & 70T
T 57012, ENEMPBEE AR LHEEEZR TIORT.
% 1 BB T, XGBoost 1k “Mode Packet Length” % f & I/
i ¥ UCHEA L 7= “Mode Packet Length” (3 b5 7 4 v 7
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70—DRPTH - & SHEEICHET 27 v PORXZEK
3 %. “Mode Packet Length” DfEIZRIZHE “Mean Packet Time”
DELD B ZDICKEL, HIEORYEIIFEICEETH S
ZrZRLTWS. T—&ty MIEENLHE | BRFED “Mode
Packet Length” O, non-DoH + 5 7 1 v 7Tl 164.0 T
HD, DoH b7 4 v 7 TlE 6807257, ZD#EIE, non-DoH
b7 4w ZWZEYARDRERT —XTHD web a7
BELEENTVEZEICE s TELTVS.

25 2 BFE T3, CatBoost 1% “Mode Packet Length” % x ® B %L
BRME UTHERALE. 7—%ty MCEEIh L5 2 B0
“Mode Packet Length” OF-¥fiiZ, normal DoH + 7 7 4 v 7T
12741 THDY, suspicious DoH F 77 14 v 7 TlL 675 THo
72, ZDFIX, normalDoH 27 4 v 2I2iE, 7947 bk
DoH #—/3— & OTITh N/ SSLITLS #EH T — X 03% <
BENTVRI L oTELTWS. —77, EEDH 5 DNS
bRy = D% 1E DoH H— N RIFM#EH L TW5 7
®, suspicious DoH F 57 4 v ZIZIZZ D7 —RIFFL AL E
FhTuwiaw,

%5 3 BFE T, LightGBM & “Median Request/response Time
Difference” Z ik b B E L KB E L L THEMH L 7. “Re-
quest/response Time Difference” i&, DoH b 5 7 4 v 7 D kT
b7z DNS 7 V123 Y 2 AR ORREZ EIRL TVw 5.
T—&Rty MZEENSE 3 BRED “Median Request/response
Time Difference” D F-#{HIZ, dns2tcp 23 0.2, dnscat2 23 2.7, iodine
M4 LRoTVE. ZORET T4 TV M oDy MEE
kR L, BED LW DNS = NOUHAFC L o THEL TV &
HHENE. BB, 7747 P2 SEDLWVDNS #—NET
DOHUFRI 72 FEEDS Z D DR 78 o T 2 ATREME S ARET L 72
73, CIRA-CIC-DoHBrw-2020 7 — &t v @D F¥F 2 X >~ b [10]
WEde, 7—&ty MZEENS TRXTDDNS by —
ME, m—=Fb gty bV — ZEBRBICERE S NIz 1 DDEED LW
DNS H — \IZHEfi L T e e, ZORFBUIET L 7.

£7 FEENRIEICE T 2 BEERRHE

HELRE il
% 1 Mode Packet Length 0.7757
BtRE Mean Packet Time 0.0819
% 2 Mode Packet Length 68.9465
B%F& Median Packet Length 13.5604
% 3 Median Request/response Time Difference 3694

E&B§  Skew from Median Request/response Time Difference 3304

4.6 = ®

AREITIE, TR 5 2 B RRETET 5. £3, KE
FHIZHH XN R NS W 2 E R LT, Itb A4 DNS
b YR — B FHIIZ W2, 43 BB WT, 4133 5D
DNS F AV — L2 @WEETHI L. 72721, BEEob
% DNS b 23y — i3z s i 4 2EER D D, o
BN 2AREMED D 2 Z L ICHER T ABENH B, FLLY —

NERHT 27 DITEAN LR ERPEEL 1250, RV R
T AREHT 5 FTICHELRIIBOMEER, EHSTE T35 %
TORICHE L 72 2 HTHREEDE A IOV TIE, SROREL
LTW3.

Kz, a—=Axy b= BRETIHEZITV, BRI AT 4
DOHEMMEEER L. 45 8T, DoH + 57 4 v 7D L Tith
N7z DNS 7 =V icxf 3 3 e SR oMEERMELr LT, 32
DEEDH S DNS b2V —LEXFITELZ &L
KENCHH L7727 — X TlX, % DNS b Y 3Ly — LS
ZEEDHDLWVDNS —NE, H#HO Xy b= AICH D, MERE
ARBERETH o7z, ZD/®D, TNEE—FHFTTIXIOR
MEEAVZDHES $EEET 2 E X005, ZHDE
Do RGEDOEEIOVWTIE, Exy NI =2 B2 {f- T5%A
BIARENDH 2. Fhy b7 — 7 BRETOFMIZOWTIE, 2
RIATLEENI Yy VT —2ZIZEAL, 2O EHERT
BTETHS.

— T, KLHSNZDNS bR —LDO—EBRER L
720, Wiz RE R BN L 72 D 32 RBENBHNGE, 205
DY —VIFRBEI R T LONGRI e L 2R D 5. X 51T,
DoH H — A D#E#EHEES DoH ¥ — NOUBEMAE I Y — ' 2
HEEI LIRS, 2O BB RTLEFE Ay VT =2
WEAT 3720120F, 2h o ORBEA(LEINETE 2 X 5 1k
MEELBNT Z2DEND 3.

5. b DI

DoH iZ,DNS + 57 4 v 7R WEB(LTZZ LT, 4 VR —F v
FPL—HZEF 2T 4TINS —RRMT 27201205
Xhiz. LU, DoH ITiE, v b= BHENRXY VT =2
X2V T4 BHRTZ2DD 57 4 v 7 ohh IR S
MEDH 5. eIy bU—2 + T 74 v 7 DS
DNS bt ¥ 2 VORI 2 RIS K i T hTw 573,
DoH ZHiLwrm b ailThd -0, TNE TOWNFRRRE Z
DEEHMHAT 2 LITTER.

AWFZETIE, BEDH S DNS + ¥ 2y — 2 & » THER
EN7DoH Fo 74 v P RET S 2 A7. DoH + 5
749 7DRA = FEBELINTWELD, 7y hRA
0 — RIS R OEIRREEZFHL TN 7 7 4 v Z 23
ot L. e 7 Fa—FI3BENRZ NS 74 v 25
HThh, HEEBETORY VY= T 74 v 7 ICHEL
JeXFGR=RF a—= v TETAVRMHT S, 3 BEOREEN
BRIy "I —=0 T T4 v IREEITDI AT LRFEET, E
¥ OFMGLE. S k&x4 S TIE, BWSEREENHTE S
A8 2 4 721 Td 2 XGBoost, LightGBM, CatBoost D
NIRX—REFBEL, BOMEOETAVEHELL. RYRT
LDEEDH B DNS b Y — L EHEHHTE 2 Z L il
L, Z DO EE% i3 % 72 12, CIRA-CIC-DoHBrw-2020 5 —
Xty bEAVWT—HOEREITo 7. ZOME, KA T Al
97.22% DFEETHEDH % DNS k¥ F Ly — L E#HIL 7.
%72, HTTPS s 57 4 v 755 DoH k57 4 v 7% 99.81% D
FEECTHH LU, DoH b2 7 4 v 758D LWVWDOH 7 4 v
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7% 99.99% DFFETHHTEZ 2 %ERLE £/, xv b
T—2 57 4 v 7 OSERNHENYE £ T ADEMR LRI
BERL, BWHERENEON-HEEEEM L. 3518, E
iU 7z M B 3 2 B R RNz,

(1]

(2]

(3]

(4]

(5]
(6]
(71

(8]

(91

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

X ik
P. Hoffman and P. McManus, “DNS Queries over HTTPS (DoH),”
RFC 8484, Oct. 2018.
“Cloudflare https://developers.

tunnel  (cloudflared)”.

cloudflare.com/cloudflare-one/connections/connect-apps.

“DNS-over-HTTPS”. https://github.com/m13253/dns-over-
https.

“DNS Over HTTPS Proxy”. https://github.com/facebookarchive/

doh-proxy.

“DNSCrypt”. https://github.com/DNSCrypt.

“doh-client”. https://docs.rs/crate/doh-client/1.1.5.
“First-ever malware strain spotted abusing new DoH (DNS over
HTTPS) protocol”. https://www.zdnet.com/article/first-
ever-malware-strain-spotted-abusing-new-doh-dns-over-
https-protocol/.

M. MontazeriShatoori, L. Davidson, G. Kaur, and A. Habibi Lashkari,
“Detection of DoH Tunnels using Time-series Classification of En-
crypted Traffic,” Proceedings of 2020 IEEE Intl Conf on Depend-
able, Autonomic and Secure Computing, Intl Conf on Pervasive
Intelligence and Computing, Intl Conf on Cloud and Big Data
Computing, Intl Conf on Cyber Science and Technology Congress
(DASC/PiCom/CBDCom/CyberSciTech), pp.63-70, 2020.

S.K. Singh and P.K. Roy, “Detecting Malicious DNS over HTTPS
Traffic Using Machine Learning,” Proceedings of 2020 International
Conference on Innovation and Intelligence for Informatics, Comput-
ing and Technologies, pp.1-6, 2020.

“CIRA-CIC-DoHBrw-2020". https://www.unb.ca/cic/datasets/

dohbrw-2020.html.

R. Mitsuhashi, A. Satoh, Y. Jin, K. Iida, T. Shinagawa, and Y. Takai,
“Identifying Malicious DNS Tunnel Tools from DoH Traffic Using
Hierarchical Machine Learning Classification,” Proceedings of the
24th Information Security Conference (ISC), no.71, pp.es—ee, 2021.
F. Pacheco, E. Exposito, M. Gineste, C. Baudoin, and J. Aguilar, “To-
wards the Deployment of Machine Learning Solutions in Network
Traffic Classification: A Systematic Survey,” IEEE Communications
Surveys Tutorials, vol.21, no.2, pp.1988-2014, 2019.

G. Aceto, D. Ciuonzo, A. Montieri, and A. Pescapé, “Mobile En-
crypted Traffic Classification Using Deep Learning: Experimental
Evaluation, Lessons Learned, and Challenges,” IEEE Transactions on
Network and Service Management, vol.16, no.2, pp.445-458, 2019.
D. Vekshin, K. Hynek, and T. Cejka, “DoH Insight: Detecting DNS
over HTTPS by Machine Learning,” Proceedings of the 15th Interna-
tional Conference on Availability, Reliability and Security (ARES),
pp.*e—2*, 2020.

“Amazon Alexa Voice AI”. https://developer.amazon.com/en-
US/alexa/.

S. Ajmera and T.R Pattanshetti, “A Survey Report on Identifying
Different Machine Learning Algorithms in Detecting Domain Gen-
eration Algorithms within Enterprise Network,” Proceedings of 2020
11th International Conference on Computing, Communication and
Networking Technologies (ICCCNT), pp.1-5, 2020.

H. Ichise, Y. Jin, and K. Tida, “Analysis of DNS TXT Record Us-
age and Consideration of Botnet Communication Detection,” IEICE
Transactions on Communications, vol.E101, no.1, pp.70-79, 2018.
H. Ichise, Y. Jin, K. Tida, and Y. Takai, “NS record History Based Ab-
normal DNS traffic Detection Considering Adaptive Botnet Commu-
nication Blocking,” IPSJ Journal of Information Processing, vol.28,
pp.112-122, 2020.

Y. Tuchi, Y. Jin, H. Ichise, K. lida, and Y. Takai, “Detection and
Blocking of DGA-based Bot Infected Computers by Monitoring NX-
DOMAIN Responses,” Proceedings of 2020 7th IEEE International
Conference on Cyber Security and Cloud Computing (CSCloud)/2020

-92-

(20]

(21]

[22]

[23]

(24]

[25]

(26]

[27]

[28]

(29]
[30]

[31]
[32]
(33]

[34]
[35]

6th IEEE International Conference on Edge Computing and Scalable
Cloud (EdgeCom), pp.82-87, 2020.

A.L. Buczak, P.A. Hanke, G.J. Cancro, M.K. Toma, L.A. Watkins,
and J.S. Chavis, “Detection of Tunnels in PCAP Data by Random
Forests,” Proceedings of the 11th Annual Cyber and Information Se-
curity Research Conference (CISRC), pp.es—e, 2016.

P. Yang, X. Wan, G. Shi, H. Qu, J. Li, and L. Yang, “Naruto: DNS
Covert Channels Detection Based on Stacking Model,” Proceedings
of the 2020 The 2nd World Symposium on Software Engineering
(WSSE), p.109-115, 2020.

D. Lambion, M. Josten, F. Olumofin, and M. De Cock, “Malicious
DNS Tunneling Detection in Real-Traffic DNS Data,” Proceedings
of 2020 IEEE International Conference on Big Data (Big Data),
pp.5736-5738, 2020.

A. Chowdhary, M. Bhowmik, and B. Rudra, “DNS Tunneling Detec-
tion using Machine Learning and Cache Miss Properties,” Proceed-
ings of 2021 5th International Conference on Intelligent Computing
and Control Systems (ICICCS), pp.1225-1229, 2021.

K. Wu, Y. Zhang, and T. Yin, “FTPB: A Three-Stage DNS Tunnel
Detection Method Based on Character Feature Extraction,” Proceed-
ings of 2020 IEEE 19th International Conference on Trust, Security
and Privacy in Computing and Communications (TrustCom), pp.250—
258, 2020.

C. Tianqgi and G. Carlos, “XGBoost: A Scalable Tree Boosting Sys-
tem,” Proceedings of the 22nd ACM SIGKDD International Confer-
ence on Knowledge Discovery and Data Mining, p.785-794, 2016.
G. Ke, Q. Meng, T. Finley, T. Wang, W. Chen, W. Ma, Q. Ye, and T.-
Y. Liu, “LightGBM: A Highly Efficient Gradient Boosting Decision
Tree,” Proceedings of Advances in Neural Information Processing
Systems, vol.30, pp.ee—ee, 2017.

L. Prokhorenkova, G. Gusev, A. Vorobev, A.V. Dorogush, and A.
Gulin, “CatBoost: unbiased boosting with categorical features,” Pro-
ceedings of Advances in Neural Information Processing Systems,
vol.31, pp.ee—ee, 2018.

S. R, S.S. Ayachit, V. Patil, and A. Singh, “Competitive analysis of
the top gradient boosting machine learning algorithms,” Proceedings
of 2020 2nd International Conference on Advances in Computing,
Communication Control and Networking (ICACCCN), pp.191-196,
2020.

“Kaggle”. https://www.kaggle.com/.

“XGBoost Documentation - Xgboost Parameters”. https://
xgboost.readthedocs.io/en/latest/parameter.html.
“LightGBM Documentation - Parameters”. https://lightgbm.
readthedocs.io/en/latest/Parameters-Tuning.html.
“CatBoost Documentation - Parameters”. https://catboost.ai/
en/docs/concepts/parameter-tuning.

“dns2tcp”. https://github.com/alex-sector/dns2tcp.
“dnscat2”. https://github.com/iagox86/dnscat2.

“iodine”. https://code.kryo.se/iodine/.





