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Abstract Most of the network applications communicate to the servers with the destination IP addresses obtained by prior the
name resolution process using Domain Name System (DNS). However, some malware directly communicate with the C & C
servers with hard-coded destination IP addresses without performing the prior name resolution using DNS. In this paper, we
purpose a detection and blocking system for such communication. In the proposed system, we use DNS Response Policy Zone
(RPZ) feature and Software Defined Network (SDN) technology and implement a prototype system. Based on the evaluation
results on some communication protocols, we confirm that the proposed system can detect and block the traffic without the prior
DNS name resolution as we expected.
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[root@clientdl hichisel# dig 172.16.161.30 131.112.12.18

;<> Di6 9.12.2-P2 <<>> £172.16.101.30 131.112.12.18

i (1 server found)

;1 global options: +cnd

;i Got answer:

i1 ~>>HEADER<<~ opcode: QUERY, status: NYDOWAIN, id: 10128

;i flags: qr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 4096
11dadb8e (good)

Q0KIE:
;7 QUESTION SECTION:
1131.112.12.18. w A

17 AUTHORITY SECTION:
10780 IN  SOA  a.root-servers.net. nstld.verisign-grs.con. 2022052201 1800 980 64800 86400

i1 Query time: 0 msec

;i SERVER: 172.16.101.30453(172.16.101.30)

;7 WHEN: Mon May 23 11:08:52 JST 2022

77 MS6 SIZE rcvd: 145

[rootdclientdl hichisel# telnet 131.112.12.18 465

Trying 131.112.12.18. ..

telnet: connect to address 131.112.12.18: Connection timed out
[rootdclientdl hichisel#

[rooteclientdl hichisel#

8:RPZ £ MRIZ X %5 SMTP 15 I by

[root@client@l hichisel# dig @172.16.101.30 131.112.12.18

; <<>> Di6 9.12.2-P2 <<>> 0172.16.101.30 131.112.12.18

i (1 server found)

;i global options: +cmd

;i Got answer:

;i —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 19898

;i flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3

;i OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4@

; COOKIE: 1ce9ahea13f75f9757u55b16628aedd31cccd3b9647vaecA (good)
;i QUESTION SECTION:

;131.112.12.18. IN A

;i ANSWER SECTION:

131.112.12.18. 5 IN A 127.0.0.25
ii AUTHORITY SECTION:

rpz.example.com. 60 IN NS localhost.
;i ADDITIONAL SECTION:

localhost. 86400  IN A 127.0.0.1
localhost. 86400  IN AAAA sl

;i Query time: @ msec

;i SERVER: 172.16.101.30#53(172.16.101.30)
;i WHEN: Mon May 23 11:13:39 JST 2022

;i MSG SIZE rcvd: 168

[root@client®l hichisel# telnet 131.112.12.18 465
Trying 131.112.12.18...

Connected to 131.112.12.18.

Escape character is '~]'.

exit

quit

Connection closed by foreign host.

[root@client®@l hichisel#

X] 9:RPZ £ 2 X 5 SMTP i 15 7 7]

WIZ Telnet Zff 5 Z LT K » T, SMTP O i@ {E 7 fE
MEI TR LT, £, HLRKAMOEF A —
VAT ADRYE IP T KL RIT Telnet THE#IETE %)
TR T D, M KL KOEF A —/ ¥ X7 A SMTPS
ERIHLTCWS D, F— X 25 FTlE7e<, 4656 K
— NEFMA L, RIET 2 A0S, ¥ RPZ I § & &k
LW THETE 222 M L., KIZ RPZ I
“w700%”%“ﬁbtﬁu\LEﬂﬁf%6m%
MR L7, M8 &K 91x7FA47 > kb RPZ I
“127.0.0. 25" B SN TV D & HEREIC, Telnet
THEETETVWI»Z2ERLILERTHLS, M8 T
WLTKOBAA—INLYAT LD IP 7 KL A% RPZ I
B LRNT, BN T2 2HERLEERTH S,
— T, MOIXRPZIZEELE/BR, BEHFAITET
WAHZENRRLTWS, ZHIEAERBEFA—ILT X
TAEOWTITERN TEDLVATATHDL I LERL
T3,

5. b iz

A v H—F v bi#E{E TIE DNS 4 B fig ik z Je4T1C
@ﬁ*ﬁ%f%éoﬁﬁhfi\WSVXTAme\
EbE<fEbRLTVWE A VX —Fy b —EAD—
THDHEFA I AT HIZHHBA LT, DNS 4 i fif -
EATOTICHEBEIIICEE T 5 SMTP & OB -
Wi AR L, Zhick Y. DNS & 25 Ao NS

La— REZFNICHIETHALI—FIZMx, BICE
FA=NLTATLAAD M La—REZnZstiEd 2
AL z— R#% DNS RPZIZEE L., SDN X v FU—27 |2
BIS5N7 74 yﬁﬁ%lﬁﬁﬂ’ctof FH e SMTP k5
T4y T ERmM W TEDL L ERRLE,
SHBOBELLTESFA—NTATLIUNDOT T
Vor—arOfle EeEdF s L, Exy b —7

RIETOREV AT LAOAHELZWALNICT DL &N
ZFohb,

X ®
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