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Abstract Recently, with the increase of Internet of Things (IoT) devices, the number of cyber-attacks against [oT devices has also
increased. Under this circumstance, it is expected to securely obtain IoT data especially in a system handling privacy information
such as a healthcare IoT system. Accordingly, we propose a secure inquiry system for IoT data using DNS over TLS (DoT) in this
research. In the proposed system, in addition to the authentication for the devices handling IoT data, not only the IoT data itself
but also the communication path will be encrypted. Consequently, the proposed system can mitigate the two risks of security and
privacy. The preliminary evaluation using the implemented prototype system in a local experimental environment confirms that
the features of the proposed system worked correctly.
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