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Chapter  1   

Overview 

1.1    Research background 

Nowadays we live in an information society. The importance of information security is self-evident. 

The application of secure communication is increasingly involved in all aspects of our lives. So, the 

research on cryptography and the development of secure and efficient encryption technology become 

particularly important. 

The most basic application of cryptography is to hide the meaning of information in the process of 

transmission to avoid eavesdropping by others. The sender converts the identifiable plaintext into 

unidentifiable ciphertext through encryption, while the receiver uses decryption to obtain the 

sender's information while ensuring that the eavesdropper cannot obtain the information. In the 

modern information society, cryptography has become an indispensable part of our daily life, 

providing necessary security for our network access, e-commerce and other activities.  

1.1.1    Modern cryptography 

Classical cryptography can be divided into transposition cipher and substitution cipher according to 

the encryption and decryption methods used. The most famous example of a transposition cipher is 

the Scytale of Ancient Greek. And the most famous examples of substitution cipher include the 

Caesar cipher and the Enigma cipher machine of Germany. 

After World War II, with the rapid increase in the demand for cryptography and the development 

of computer and electronics technology, cryptography gradually became a systematic discipline. 

Modern cryptography is divided into symmetric cryptography and asymmetric cryptography 

according to whether the keys held by the sender and receiver are the same [1]. 

Symmetric cryptography is that sender and receiver hold the same key, so it is also called a private 

key password. DES (Data Encryption Standard) [2] proposed in 1976 and AES (Advanced 

Encryption Standard) proposed in 2001 are typical examples of symmetric cryptography. In addition, 

One-Time Pad method is considered to be the only theoretically unconditional secure encryption at 

present [3]. 

Asymmetric cryptography is also known as public key cryptography [4], whose key is divided 

into public key and private key. The public key is a public part, while the private key is kept secret 

by the receiver. The typical representative of this kind of cipher is RSA (Rivest–Shamir–Adleman) 
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encryption proposed in 1978. If you have both the public and private keys, the decryption process is 

simple, but if you have only the public key and no private key, the decryption time at the level of 

current computer is much longer than the effective time of encryption. It is easy to see the security of 

public key cryptography mainly benefits of the limit of current computer computing speed. 

In the 1980s, the concept of quantum computer [5], [6] was proposed, which means the computing 

speed could be greatly improved. Shor algorithm [7] and Grover algorithm [8] based on quantum 

computer have also brought great threats to modern cryptography. 

Although the security of the One-Time Pad method is unbreakable in theory, due to the large 

consumption of highly random keys, which require timely and safe distribution, strict storage, and 

timely destruction after using, the scheme is difficult to be applied in practice. 

The threat posed by the development of quantum computers to secure communications will 

eventually be solved by quantum mechanics. Quantum cryptography, a secure communication 

guaranteed by physical principles, offers new possibilities for the ideal security scheme of One-Time 

Pad. 

1.1.2    Quantum cryptography 

One-Time Pad method is the only encryption that has been proved to be unconditional secure. 

However, in the practical implementation of classical cryptography, there are two insurmountable 

challenges: the generation of true random numbers and the unconditional secure distribution of keys 

in non-secure channels. The deterministic nature of classical physics precludes the generation of 

random numbers, while basic quantum processes can produce genuinely random numbers. 

Simultaneously, classical cryptographic theory lacks a secure model to describe the key distribution 

process in non-secure channels, primarily because classical physics allows information to be copied.  

Quantum uncertainty theorem implies that if a quantum system Ψ is not in one of the eigenstates 

of an observable F, but rather exists as a linear combination of multiple eigenstates, then prior to 

measuring Ψ with respect to F, the observer cannot deterministically know the measurement 

outcome. Instead, the observer can only obtain different measurement outcomes along with their 

corresponding probabilities. Furthermore, once a measurement is performed on the quantum state, 

the original state is disturbed, effectively losing information about the coefficients of the 

superposition among different eigenstates.  

In classical cryptography, information can be precisely cloned because various states in the 

classical domain are mutually orthogonal. As long as the original state can be completely measured, 

it is possible to copy an identical state, achieving information cloning. On the contrary, the quantum 

no-cloning theorem asserts that there is no universal transformation capable of accurately cloning 

arbitrary unknown quantum states. If a quantum system is measured to obtain some information, 

generally, the original quantum system will be disturbed unless the states in the original quantum 

system are known to be mutually orthogonal in advance. In a system where the states are non-
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orthogonal, an eavesdropper, Eve, cannot completely and precisely clone the unknown quantum 

states exchanged between Alice and Bob. Any attempt to gain information about the quantum states 

through measurement will disrupt the original quantum states, thereby revealing Eve's presence. 

Communication parties can share unconditionally secure cryptographic keys. 

In 1984, Bennett and Brassard proposed the concept of quantum key distribution at the IEEE 

academic conference held in Kolkata, India, and published the first academic paper on the quantum 

key distribution (QKD) protocol BB84 whose security was strictly proved [9]. Based on the 

fundamental principles of quantum physics, QKD enables the distribution of unconditionally secure 

random keys through non-secure channels. The generated secure keys can be used in the One-Time 

Pad mechanism to achieve true One-Time Pad security. With the development of quantum 

mechanics, it is possible to generate and distribute provable true random numbers.  Quantum 

cryptography is an important step towards the quantum era from modern cryptography, because its 

security is based on the physical principles of quantum mechanics, no matter how strong the 

attacker's computing power is, it cannot be cracked. 

1.2    Research purpose 

The actual QKD systems may have various security loopholes due to the inevitable errors and 

defects of the equipment. Security certification on actual QKD system should handle the loopholes 

properly. One scheme is to fix existing security loopholes. Loopholes due to device imperfection 

must be carefully tested, accurately modeled, and then modified for security analysis and key rate 

estimation. However, if all loopholes are accurately modeled, it costs additional measurement device 

and time. Moreover, there is no guarantee that all loopholes have been fixed. 

Another scheme is to relax the requirement for the device in practical systems. This scheme is 

known as device-independent quantum key distribution (DI-QKD) protocol [10]-[12], proposed by 

Acin et al. However, DI-QKD has very strict requirements. These requirements are difficult to 

achieve with the existing technology in experiment. 

Among the elements of the QKD system, detectors are unreliable, because they may be attacked 

by any inputs Eve designs. Several attacks such as detection efficiency mismatching attack [13] and 

time-shift attack attacks [14], etc. Against these attacks, Lo et al. proposed measurement-device-

independent quantum key distribution (MDI-QKD) protocol [15]. It is based on the assumption that 

the source device is reliable. This scheme can be implemented with currently available optical 

devices. Since MDI-QKD can be regarded as the time-reversal of the entanglement-based QKD, the 

security proof is the same in the ideal case. Moreover, MDI-QKD is immune to all attacks against 

detector loopholes. 

According to Lo et al. [10], it is critical for the photons emitted by two independent lasers to be 

indistinguishable. Since MDI-QKD protocol is based on the photon bunching effect of two 
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indistinguishable photons at a 50:50 beam splitter (BS), stable HOM interference [16][17] should be 

observed. The validity of the HOM test was probed in principle. However, the fiber channel is 

susceptible to disturbances in real-world environments, and the effect of non-ideal visibility becomes 

particularly pronounced in long-distance transmission. Therefore, it is imperative to elucidate the 

relationship between HOM interference visibility and the final key rate, and to establish methods for 

improving visibility. In practical compensation of the disturbance, it is of utmost importance to 

determine the desired accuracy to maintain the final key rate.  

Thus far, a few studies have explored this issue, with exceptions including the study by Curty et al. 

[18], which calculated only the effect of misalignment error in the limit of zero distance.  The effects 

of imperfect visibility become serious for long distance transmission, because the fiber channel is 

exposed to perturbations in practical conditions. Precise control of the channel would be necessary to 

compensate the perturbation. However, the precise control may raise the cost for implementation. It 

is important to determine the target of the precision to maintain the final key rate in practice. 

Tang, et al. [19] and  Valivarthi et al. [20] demonstrated disturbance compensation schemes; 

however, these schemes rely on long-distance feedback channels, which may introduce unnecessary 

errors. Even when the signal source is compensated and corrected, errors generated in long-distance 

fiber channels may still be overlooked. 

We explore the acceptable indistinguishability of the MDI-QKD. We calculate the key generation 

rate of a three-intensity decoy-state MDI-QKD protocol with a finite key length. Then, we calculate 

the effect of the visibility of the two-photon interference on the key generation rate. Finally, we 

calculate the acceptable time delay of the two Gaussian pulses at a 50:50 BS. We also propose a 

novel synchronization scheme for MDI-QKD aimed at mitigating the effect of temporal 

indistinguishability. We introduce a time synchronization scheme through disturbance compensation 

at the receiver, Charlie.  

1.3    Chapter outlines 

In this study, the effect of two-photon temporal distinguishability of MDI-QKD is studied and an 

improved time synchronization scheme is proposed. Chapter outlines are shown as follows. 

 Chapter 1: We review the development of quantum cryptography and quantum key distribution 

(QKD) and introduce the research background and the purpose of this study. 

 Chapter 2: We mainly introduce the principle of several common protocols for QKD. First, we 

introduce the first proposed BB84 protocol, which has been proved to be theoretically 

unconditionally secure. Subsequently, we introduce the realistic vulnerabilities of QKD systems 

and lead to some improved protocols for these problems 

 Chapter 3: To address side-channel loopholes in QKD systems, we primarily focus on introducing 

the measurement-device-independent quantum key distribution (MDI-QKD) protocol. This section 
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provides a detailed overview of the principles behind the MDI-QKD protocol. Additionally, we 

supplement this discussion with several commonly used encoding methods in practice. 

 Chapter 4: We emphasize a hitherto overlooked issue within MDI-QKD, involving the 

indistinguishability requirement for photons emitted by two independent laser sources at the 

measurement device in the middle, necessitating the observation of stable Hong-Ou-Mandel 

(HOM) interference. This section provides a detailed analysis of the effects of temporal 

distinguishability on MDI-QKD protocols during two-photon interference and derives the 

acceptable range of time delays under Gaussian photon conditions. 

 Chapter 5: We propose a novel synchronization scheme for MDI-QKD to address the temporal 

distinguishability effects described in the preceding sections. Our approach ingeniously leverages 

optical frequency comb (OFC) technology, installing each component of the synchronization 

system at the detection end, thereby mitigating errors introduced by long-distance optical fiber 

transmission. Experimental results indicate the high feasibility and exceptional cost-effectiveness 

of our proposed scheme. 

 Chapter 6: We summarize the research results of this study and describe the prospects of our 

research. 
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Chapter 2   

Quantum key distribution 

2.1    Introduction 

In 1984, Bennett and Brassard proposed the concept of quantum key distribution at the IEEE 

academic conference held in Kolkata, India, and published the first academic paper on the quantum 

key distribution (QKD) protocol whose security was strictly proved [1]. 

The security of Quantum Key Distribution (QKD) is guaranteed by three principles of quantum 

mechanics: the Heisenberg uncertainty principle, the theory of wavefunction collapse, and the no-

cloning theorem. 

Heisenberg uncertainty principle: This principle states that non-commuting observables cannot 

be simultaneously measured to arbitrary precision. Measuring one observable to a precise degree 

means that the uncertainty of the other will be infinite. For instance, it's impossible to 

simultaneously know the position and momentum of a quantum state in the same direction. Once 

the momentum is precisely determined, its position becomes unknowable, and vice versa. In the 

context of the BB84 protocol, the essence of its security lies in using two sets of non-orthogonal 

bases for encoding and decoding, meaning states from these two bases are non-commuting. 

Consequently, an eavesdropper cannot determine the polarization with a single measurement. 

Wavefunction collapse theory: This theory suggests that measuring a quantum state not in an 

eigenstate of the measurement basis will lead to the quantum state collapsing into one of the basis' 

eigenstates with a certain probability. Taking the horizontal and vertical basis as an example, where 

the eigenstates are H  and V , a quantum state described by ( ) 2H V+  will collapse to 

either H  or V  with a 50% probability upon measurement. In the BB84 protocol, if an 

eavesdropper attempts to measure a quantum state, unless the state is an eigenstate of their 

measurement basis, they will inevitably alter the original state, thus leaving a trace. 

No-cloning theorem: This theorem asserts that it is impossible to create a perfect copy of an 

arbitrary unknown quantum state. The above two principles ensure that a single measurement 

cannot obtain complete information about a state and that observing it leaves a mark. The No-

Cloning Theorem further ensures that an eavesdropper cannot gain information about the quantum 

state through replication. 

Quantum key distribution establishes a set of keys rather than sending plain text encrypted 
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directly. This is because the basis of the security is the measurement of quantum states, and the 

measurement behavior of wave functions is a process of quantum randomization. According to 

One-Time Pad method, as long as the key is not reused, then when the key is secure, the 

communication is also secure. Encrypted text itself, even if uses a public channel, there is no 

security issue. 

2.2    QKD system 

In practical applications, the system configurations of different QKD protocols vary, but generally, 

they should include the following components: light source, modulation module, demodulation 

module, detection, post-processing module, and random number generator (RNG). As illustrated in 

Figure 2.1: the light source, after being modulated by the encoding module controlled by the 

random number generator, is sent into the channel. Upon receiving the optical pulse signal, the 

receiver carries out decoding operations under the control of the random number generator and 

proceeds with detection. Finally, a secure key is generated after post-processing.  

 

Figure 2.错误!文档中没有指定样式的文字。1. General components of a QKD System. 

(a) Light source:  

Photons, as the carriers of encoding compared to commonly used electrons, atoms, 

electromagnetic waves, etc., can have a higher information capacity. Moreover, there are no 

electromagnetic crosstalk or charge interactions between photons. Therefore, photons have better 

spatial adaptability and parallelism, making them more suitable for transmission. Hence, they are 

the optimal choice for information carriers in QKD systems. 

In QKD theory, the ideal light source is a single-photon source. Due to practical device 

limitations, an ideal single-photon source is essentially unattainable. Currently, the mainstream 

approaches to generating approximate single-photon sources are divided into two categories. The 

first category is deterministic single-photon sources. These sources produce single photons through 

the transition from an excited state to the ground state. Common schemes include quantum dot 

schemes and NV (Nitrogen-Vacancy) center schemes. The second category is probabilistic single-

photon sources. These sources utilize the higher-order nonlinear effects produced by photons in 

various materials to probabilistically generate a pair of photons. By detecting the presence or 

absence of one photon, the existence of the other photon can be inferred. This type of probabilistic 
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source is commonly generated through parametric down-conversion (PDC) processes and four-

wave mixing (FWM) processes. In current practical QKD systems, the commonly used 

approximation for a single-photon source is attenuated coherent light, i.e., a weak coherent source 

(WCS). This type of source has a good single-photon component and, generally speaking, its 

photon number follows a Poisson distribution: 

 ( )
!

n

nP e
n


 −= . (2.1) 

where n represents the number of photons and μ represents the average light intensity. In addition 

to the single-photon component, this type of light source also contains a small amount of multi-

photon components. In section 2.4, we will analyze the risks posed by these multi-photon 

components in QKD. 

As a light source, quantum entangled sources are also an important resource. This type of light 

source embodies some of the most peculiar properties of quantum mechanics. Entangled light 

sources are generally generated through parametric down-conversion processes, where the resulting 

two photons can be entangled in dimensions such as time, wavelength, and polarization. The 

common E91 protocol utilizes such entangled sources for the transmission of encoded information 

between parties. Additionally, entangled sources find applications in quantum communication such 

as quantum teleportation and entanglement swapping. 

(b) Encoding and decoding Devices:  

The selection of encoding and decoding devices for a system depends on the overall system 

implementation scheme and the characteristics of the channel. In two-dimensional space, common 

encoding methods include polarization encoding and phase encoding. For transmission 

environments such as free space, where light attenuation is relatively low around 800nm, and 

photon polarization is minimally affected by the atmosphere, polarization encoding is typically 

used. However, for systems transmitting through optical fibers, both encoding methods have their 

advantages, with phase encoding generally being more suitable for fiber-optic transmission. 

Common polarization encoding methods include two approaches: active modulation and passive 

modulation. The active modulation method utilizes the optoelectronic effects of certain polarization 

control devices for polarization state modulation, such as Pockels cells, lithium niobate crystals, 

potassium dihydrogen phosphate (KDP) crystals, etc. Additionally, polarization modulation can be 

achieved using a combination of phase modulators and Sagnac interferometers. The passive 

modulation method involves using multiple lasers at the light source end, preset to specific 

polarizations, and selecting polarization through optical switches for polarization choice. 

For phase encoding, the initially used Mach-Zehnder (MZ) interferometer with equal arms 

transmitted light pulses through two optical fibers. However, environmental disturbances had a 

significant impact on the lengths of the two fibers, rendering this interferometer impractical [2]. 
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Subsequently, the use of a pair of unequal-arm MZ interferometers gradually became mainstream. 

This structure can transmit light through a single optical fiber, with the phase difference encoded on 

the leading and trailing pulses through unequal-arm MZ interferometers. The receiver utilizes the 

same interferometer to interfere with pulses encoded by both parties, completing the decoding 

operation. However, the visibility of unequal-arm MZ interferometers may be affected by changes 

in fiber polarization characteristics during long-distance transmission, affecting overall stability. 

Later, the unequal-arm Faraday-Michelson (FM) interferometer scheme was proposed [3]. This 

type of interferometer utilizes the round-trip structure formed by Faraday mirrors, eliminating the 

influence of polarization disturbances on the transmission fibers and long and short arms of the 

interferometer. Additionally, it eliminates the requirement for lithium niobate phase modulators to 

select polarization. Therefore, the interferometer structure of the FM scheme achieves 

environmental independence and better stability compared to the MZ interferometer. Furthermore, 

considering high-speed modulation, this interferometer structure was improved to the Faraday-

Sagnac-Michelson (FSM) interferometer [4]. In the FM interferometer, the same pulse undergoes 

phase modulation twice, which leads to overly complex phase encoding in systems with higher 

repetition rates. In the new FSM interferometer, different polarizations of the same light pulse can 

reach the phase modulator simultaneously, enhancing the adaptability of high-speed systems while 

retaining the original stability advantages of the FM interferometer. Additionally, by controlling the 

on-off state of the long and short arms, these unequal-arm interferometers can realize the 

timestamp-phase encoding scheme. 

(c) Detector:  

The choice of detector varies among different QKD protocols. For discrete-variable QKD 

protocols, single-photon detectors are commonly used devices. Parameters of single-photon 

detectors include detection efficiency, dark count rate, timing jitter, afterpulsing, maximum count 

rate, etc. 

Commonly used detectors include: 

1. Avalanche photodiode detectors (APD): These detectors operate in Geiger mode, where the 

reverse bias applied to the P-N junction is greater than the avalanche voltage. At this point, the 

generated carriers in the depletion layer gain sufficient energy to undergo impact ionization with 

the lattice, creating electron-hole pairs and triggering an avalanche effect, resulting in a detectable 

current. After detection, an artificial quenching process is performed to suppress the avalanche 

effect and transition to a linear operating mode. Materials for these detectors can include silicon 

(wavelength range: near-infrared, efficiency: 60%~70%), germanium (wavelength range: except for 

the long wavelength of 1550nm), indium gallium arsenide (wavelength range: 1550nm, efficiency: 

5%~30%). 

2. Superconducting nanowire single-photon detectors (SNSPD): In this type of detector, photons 
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are absorbed by the superconducting nanowire, disrupting Cooper pairs and creating a hot spot. 

This hot spot alters the local critical current density of the adjacent region, forming a resistive 

barrier spanning the nanowire, effectively transitioning from a superconducting to a resistive state. 

At this point, a voltage signal detectable at the ends of the nanowire is generated, completing the 

conversion from photon to voltage signal. These detectors have very high detection efficiency (can 

exceed 90%) and can achieve extremely low dark count rates. Due to their short dead time, their 

maximum count rate can approach 100MHz, but they operate at temperatures around 2K, requiring 

certain specifications for the entire system. 

(d) Post-processing module:  

After the detector obtains response events, a series of post-processing operations are required to 

obtain secure and consistent keys. The entire process generally includes error correction, privacy 

amplification, and classical channel authentication. 

Error correction is aimed at correcting inconsistent keys generated by QKD. Common error 

correction methods include the Cascade error correction protocol in interactive error correction and 

LDPC coding in one-way error correction. To measure the performance of error correction, the 

error correction efficiency f(e) is defined in the key rate function as the ratio of the consumed 

information I(e) during error correction to the ideally consumed information H2(e), where e is the 

measured error rate. 

Privacy amplification compresses the amount of key shared between legitimate users while 

reducing the information obtained by eavesdroppers to a negligible level. For example, 

compressing m bits to n bits can be achieved by sharing a consistent m n  random matrix. 

Commonly used matrices include Toeplitz matrices, which require only a small number of random 

numbers 1m n+ −  to construct a random matrix, reducing the system's demand for random 

numbers. Additionally, the complexity of the matrix can be reduced, and calculations accelerated 

using the fast Fourier transform algorithm. 

In QKD systems, in addition to the quantum channel, a classical channel authenticated by 

hashing functions is also required. Eavesdroppers can obtain information from both parties through 

the classical channel but cannot modify the exchanged information. The authentication process can 

be handled using hash functions as authentication algorithms: the sender attaches the hash value 

generated from the message to be transmitted as authentication information and sends it to the 

receiver through the classical channel. The receiver uses the same hash function to calculate the 

hash value and compares it with the authentication information to check for modifications by 

eavesdroppers. This authentication technique is well-established in classical communication. 

Common methods include Toplitz matrix authentication based on LFSR. 

(e) Random number generator:  

Ideally, QKD protocols require the use of true random numbers in addition to perfect light 
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sources and encoding/decoding mechanisms. During the encoding/decoding process, random 

numbers determine the selection of states preparation and measurement bases. At this point, if an 

eavesdropper can obtain some information about the random numbers, the security of the entire 

QKD system is compromised. 

For ideal random numbers, they must meet requirements such as uniform distribution and 

unpredictability. If the random numbers are not uniformly distributed or exhibit periodic patterns, 

an eavesdropper can use known information to predict preceding or subsequent random numbers. 

Currently, widely used random numbers are pseudo-random numbers, which are generated from 

short seeds using deterministic random number algorithms to produce longer random sequences. 

This approach can also generate uniformly distributed random numbers and offers high speed. 

However, these random numbers are fundamentally derived from deterministic algorithms. Once 

these algorithms and seeds are cracked, the security of these random numbers is compromised as 

they can be replicated.  

In addition to pseudo-random numbers, physical random numbers are generated from random 

physical processes. These random numbers exhibit higher randomness and are closer to ideal true 

random numbers. However, some physical processes can theoretically be predicted, so while these 

random numbers have higher randomness than pseudo-random numbers, their security still has 

vulnerabilities.  

So far, quantum random number generators (QRNGs) based on the intrinsic randomness of 

quantum mechanics are the only theoretically true random number generators. For example, in an 

ideal scenario, a single photon passing through a 50:50 beam splitter generates uniformly 

distributed, unpredictable true random numbers based on the detection events at the two outputs. 

This process appears similar to flipping a coin to get heads or tails, but the fundamental difference 

lies in the fact that while the entire process of coin flipping can be accurately calculated through 

modeling the forces acting on the coin, the process of generating random detection results through a 

beam splitter includes the randomness introduced by measurement collapse and is unpredictable. 

2.3    QKD protocols 

2.3.1    BB84 protocol 

The Discrete Variable Quantum Key Distribution (DV-QKD) is the longest-standing and most 

extensively studied category of protocols in quantum key distribution. In this class of protocols, the 

Hilbert space used for encoding is finite-dimensional. Examples include using specific polarization 

states or specific phase information of photons as the encoding space. The first historically 

significant DV-QKD protocol is the BB84 protocol. It can use the characteristics of quantum state 

and quantum measurement to realize unconditional secure key distribution. Here is a brief overview 
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of this protocol. 

In quantum communication, the communicating parties are generally denoted as Alice and Bob. 

BB84 is a one-way communication protocol in which the sender is Alice and the receiver who 

receives and measures the signal is Bob. A protocol can be designed to share the same, randomly 

generated string of key bits between Alice and Bob. 

(1) Quantum State Preparation 

The polarization encoding BB84 protocol utilizes four polarization states of a single photon. 

Alice has two orthogonal bases for preparing polarized photons. The two states in each group of 

orthogonal bases represent the information of 0 or 1 respectively, and the corresponding 

relationship is shown in Table 2.1. 

 Bit value Z basis X basis 

0 0   
0 1

2

+
+ =  

1 1  
0 1

2

−
− =  

Table 2.1 Basis encoding of BB84 protocol 

 Here |0> and |1> correspond to the horizontal and vertical polarization states of photons, which 

are two states of Z basis that are perpendicular to each other. |+> and |-> correspond to the 45° and 

135° polarization states, respectively, which are two states of the X basis that are perpendicular to 

each other. By calculation, it is easy to know that these four polarizations conform to the following 

relationship 

 

2 2 2 2

0 1 0

0 0 1 1 1

1
0 0 1 1

2

= + − =

= = + + = − − =

+ = − = + = − =

. 
(2.2) 

From Eq.(2.2) we can see that polarization states belonging to same basis are orthogonal to each 

other. But polarization states that do not belong to the same basis are not orthogonal to each other, 

and the overlap probability is 1/2. Then Alice sends prepared quantum state to Bob through a non-

secure channel. 

(2) Quantum State Measurement 

Bob also has two sets of orthogonal bases as same as Alice's. Bob randomly selects a set of bases 

to measure the photons from Alice, and records measurement results and the basis used. Now Alice 

and Bob each have a Key A and Key B which called Raw Key. 

According to theory of wave function collapse, quantum state will collapse to the eigenstate of 
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the measurement operator after being measured. If Z basis is used to measure |0> and |1>, a definite 

result will be obtained. So |0> and |1> are the eigenstate of Z basis. However, if Z basis is used to 

measure |+> and |->, since Z basis and X basis are not orthogonal, the measurement results will 

collapse randomly to the eigenstate of Z basis. So, there's no way to determine the polarization state 

of the output. Similar results will be obtained by using X basis. 

(3) Basis comparing 

Alice and Bob disclose the used bases through classical channels and compare them to each other. 

Only the cases that Bob successfully measured, and Alice and Bob used the same basis were 

retained, while the others were discarded. The key compared and sifted is called Sift Key. 

According to the selection of basis, different measurement results are shown in Table 2.2. 

Alice       

Bob 

Z basis X basis 

0  1  +  −  

Z basis 

0  1 0 1/2 1/2 

1  0 1 1/2 1/2 

X basis 

+  1/2 1/2 1 0 

−  1/2 1/2 0 1 

Table 2.2 Depending on the basis of Alice's and Bob's choices, there are 16 outcomes and their 

probabilities. Where 1 means it must happen, 0 means it must not happen, 1/2 means it 

has a 50% chance to get result. 

  Because only the basis used and the sequence number of correct matching pulses are disclosed, 

the classical channel does not reveal any information about the key. A single photon pulse is 

indivisible. Even if an eavesdropper named Eve intercepts a photon pulse, she cannot know in 

advance which basis to use. According to the no-cloning theorem, Eve cannot get any useful 

information from them. 

(4) Post-processing 

The probability that Alice and Bob use different polarization basis is 50%. In addition, there is 

also channel noise. And Eve may send false pulses to Bob after intercepting them. Therefore, Sift 

Key needs to be post-processed. In general, Alice and Bob randomly select a part of Sift Key and 

disclose them by classical channel to compare with each other and estimate bit error rate and 

information obtained by Eve. If bit error rate is bigger than a certain threshold, the current round of 
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the protocol is terminated. They discard all remaining bits and restart the protocol. 

If the protocol continues, Alice and Bob perform error correction and error verification. After 

correcting the inconsistent part of the key, Alice and Bob have the same key sequence. This key is 

called raw key. Then, Alice and Bob implement privacy amplification to reduce the information 

obtained by Eve to zero. Then they can get Final Key. 

We make a brief analysis of its security proof. When there is no channel loss or eavesdropper, 

Alice and Bob perform perfect quantum state preparation and measurement. At this moment, sift 

keys of both sides shall be completely the same, with bit error rate of 0. 

 

 

Figure 2.2 Process of BB84 protocol without and with Eve. 
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The communication process of BB84 protocol is shown in Fig 2.2. Suppose that Eve uses 

Intercept-resend Attack to eavesdrop on the system. Eve will measure the photon before it reaches 

Bob, then reprepare the photon based on the measurement result and resend it to Bob. Eve cannot 

accurately obtain the real information of the quantum state sent by Alice, so she can only randomly 

select the basis for projection measurement. There is a 50% probability that Eve and Bob use 

different basis for measurement, then the quantum state that Eve resends to Bob is no longer same 

as Alice's original quantum state. Since there is a 50% probability that the basis used by Alice and 

Bob are different, according to this analysis, a bit error rate of 25% will be generated if Eve 

eavesdrops on all qubits. Alice and Bob judge whether there is an eavesdropper based on bit error 

rate analysis of system. Then they perform Error Correction and Privacy Amplification to reduce 

the information obtained by Eve. 

In addition to polarization coding, BB84 protocol can also be implemented by phase coding [5]. 

This idea was first proposed by Bennett in 1992, who pointed out that the phase difference between 

front and rear pulses could be used to create states required by BB84 protocol. Figure 2.3 is a 

typical Mach-Zehnder interferometer-based phase-coding BB84 protocol QKD system. Table 2.3 

shows  

 

Alice      

Bob 

Z basis X basis 

 

 

  

Z basis 
 

D0 D1   

X basis 
 

  D0 D1 

Table 2.3 Results with different selection of basis of phase encoding BB84 protocol. 
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Figure 2.3. Mach-Zehnder interferometer-based phase-coding BB84 protocol. BS: beam splitter, 

PM: phase modulator, D: single-photon detector 

The unconditional security of BB84 protocol has been proved mathematically and physically, but 

as described above, its security proof is based on idealized conditions. For practical QKD system, 

due to a variety of unsatisfactory factors including noise, channel loss and device (laser, detector) 

performance limitations [5][9], its security and efficiency issues have not been resolved. 

2.3.2    Security proof 

Next, we demonstrate the unconditional security of the BB84 protocol at the information-

theoretical level using the method of entanglement distillation [10], [11], derived from the 

monogamy of entanglement [12], [13]. In measurement-device-independent protocols proposed in 

subsequent chapters, we also use this method to prove their security. In this approach, the security 

of a prepare-and-measure QKD protocol is equivalent to the security of an entanglement distillation 

protocol. As illustrated in Figure 2.4, in this protocol, Alice first prepares a maximally entangled 

state 

 ( )1

2
00 11

2 AB AB
 = + , (2.3) 

where the two particles are respectively denoted as particles A and B. Alice randomly performs a 

Hadamard operation (represented by the H gate in Figure 2.4) on particle B before sending it to 

Bob. Bob then randomly performs a Hadamard operation on the particle he receives. We consider 

the most general Pauli channel, where the identity matrix corresponding to the two-dimensional 

quantum state prepared by Alice is denoted by I, the bit error matrix is denoted by X, the phase 

error matrix by Z, and the bit-phase error matrix by Y = XZ. From this, we can construct a basis in 

the two-dimensional Hilbert space, and any quantum bit displacement can be attributed to these 



 

 

22                                                                                                   Chapter 2  Quantum key distribution 

three types of errors. The Hadamard operation can be represented by the Hadamard operator: 

 
1 12

1 12
H

 
=  

− 
.  

The bit error matrix, phase error matrix, and bit-phase error matrix are respectively denoted as 

 
0 1 1 0 0 1

, , .
1 0 0 1 1 0

X Z Y
−     

= = =     
−     

  

 

Figure 2.4. Diagram of the entanglement distillation protocol, considering the most general Pauli 

channel model. H represents the Hadamard operation. X and Z represent the 

introduction of bit errors and phase errors by the eavesdropper in the channel, 

respectively. A1 and B1 are auxiliary particles at the Alice and Bob ends, respectively. 

When Alice and Bob establish a maximally entangled state, they can negotiate an 

unconditionally secure key. 

Considering that the eavesdropper Eve can perform arbitrary operations on the quantum states in 

the channel, the joint quantum state of Alice, Bob, and Eve can be described as 

 ( )1 1 2 1 1 1 1
1

, , ,

,i u v j
u v i j A B E E A E B A

u v i j

P P Q Q I H X Z H u i j  (2.4) 

where  , , , 0,1u v i j , j(i)=0 or 1 can equivalently be considered that Alice (Bob) has chosen the 

Z-basis (the eigenstates of the Pauli matrix Z , simply called the Z-basis) or the X-basis (the 

eigenstates of the Pauli matrix X , simply called the X-basis), while u(v)=0 or 1 respectively 

represent the occurrence of a bit error or a phase error in the channel. uP  and vP  represent the 

probabilities of Eve introducing the operators 
1

u

EX  and 
2

v

EZ , while iQ  and jQ  respectively 

represent the probabilities of Bob and Alice introducing operations 
1

i

BH  and 
1

j

AH . Without loss of 
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generality, we can assume that Alice and Bob choose the Z and X bases with equal probabilities, 

i.e., for  , 0,1i j  both 1
2iQ =  and 1

2jQ = . 

After the "basis comparison and sifting" operations, cases where i j  will be discarded. Since 

Alice and Bob do not know Eve's particles, we can take the trace over the three-party quantum 

system to obtain the density matrix 

 
1 2 2 1

1 11 1 2 2 1 1

1 1
,

1 1

1

2
1

.
2

u v v u
AB u v A AE E E E

u v

i u v v u i
A A A AB E E E E B

P P I X Z Z X I

I H X Z H H Z X H I

  

 


=   




+   


 (2.5) 

After passing through the quantum channel, the corresponding quantum states transform into the 

following four states: 
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( )
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( )
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2
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




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= −
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，
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 (2.6) 

where 

 

1

2

1 2

2 1

3 1

4 1 .

E

E

u v

E E

X

Z

X Z

 

 

 

=

=

=

，

，  (2.7) 

Based on equations (2.6) and (2.7), we can rewrite the density matrix in equation (2.5) as: 

 1 1 1 2 2 2 3 3 3 4 4 4 .AB p p p p        = + + +  (2.8) 

Both bit errors and phase errors in the Pauli channel can be considered introduced by the 

eavesdropper Eve. From equation (2.7), it can be observed that the initially shared quantum state 

1  transforms into 2 , 3 , and 4 , corresponding to Eve introducing bit errors, phase errors, 

and bit-phase errors in the channel, respectively. Therefore, the final bit error rate and phase error 

rate can be respectively expressed as: 

 
2 2 4 4 2 4

3 3 4 4 3 4

,

,

b AB AB

p AB AB

e p p

e p p

     

     

= + = +

= + = +
 (2.9) 

where be  and pe  represent the bit error rate and the phase error rate, respectively. It is noteworthy 
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that ,HZH X= substituting into equation (2.5), we obtain: 

 2 3 0.p be e p p− = − =  (2.10) 

Therefore, we can observe that the bit errors under the Z basis are equal to the phase errors under 

the X basis, while the bit errors under the X basis are equal to the phase errors under the Z basis. 

The secure key rate after error correction and privacy amplification, eliminating the errors and 

mutual information with the eavesdropper Eve, can be expressed as: 

 ( ) ( )( )2 2

1
1 .

2
b pR H e H e= − −  (2.11) 

Although researchers have provided unconditional security proofs for the BB84 protocol at the 

information-theoretic level, it is evident that this security proof implicitly assumes that "Alice and 

Bob's source and detection ends are ideal, physically secure areas where eavesdroppers cannot 

intrude" and "Alice and Bob have ideal, trusted devices for preparing and measuring quantum 

states." In theoretical proofs, these assumptions seem reasonable; however, unfortunately, real 

devices possess numerous non-ideal characteristics, making it difficult for users to prepare the ideal 

quantum states required for security proofs, while Eve can exploit these non-ideal characteristics to 

intrude into the source and detection ends. The introduction of BB84-QKD has not put an end to 

the struggle between encryption and eavesdropping [14]. 

2.3.3    Other protocols 

After the proposal of the BB84 protocol, its security was rigorously proven [15], [17]. Researchers 

have also attempted to design QKD protocols from different principles and perspectives. These 

protocols can mainly be classified into two categories based on the spatial dimensions of the signal 

source encoding: discrete variable (DV) and continuous variable (CV). The mainstream discrete 

variable protocols include: 

Proposed by Ekert in 1991, the E91 protocol was the first to use the concept of entanglement for 

key generation [18]. Both parties share an entangled pair and use different basis vectors for 

measurement to achieve the generation of correlated keys and security verification. In this protocol, 

the violation of Bell inequalities or equivalent CHSH inequalities is used to detect the presence of 

eavesdroppers. 

Proposed by Bennett in 1992, the B92 protocol requires only two non-orthogonal states 

compared to the BB84 protocol to complete the entire process, reducing the implementation 

complexity [19]. However, due to its low efficiency, it did not replace BB84 and become a 

mainstream protocol. 

The BBM92 protocol is similar to the E91 protocol, using entangled light sources and testing for 
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Bell state correlations [20]. In terms of security, it uses methods similar to the BB84 protocol for 

error detection. Therefore, the BBM92 protocol is also known as an equivalent entanglement 

protocol of BB84. 

The SARG04 protocol is designed to counter Photon Number Splitting (PNS) attacks [21]. In 

this protocol, two pre-agreed non-orthogonal quantum state sets are used to resist eavesdroppers' 

PNS attacks. When generating keys, both single-photon and two-photon components are secure. 

However, due to its efficiency being only half that of the BB84 protocol, it only has certain 

advantages when the light intensity is strong and there are many multi-photon components. 

Phase-encoded distribution protocol encodes information based on the relative phase difference 

between two pulses and includes several variations such as differential phase shift (DPS) protocol 

[22], coherent one-way (COW) protocol [23], and Round-Robin differential phase shift (RRDPS) 

protocol [24]. Among them, the DPS protocol-based high-speed experimental system is relatively 

easy to implement, but its complete security proof is still lacking. The RRDPS protocol can 

eliminate error monitoring and demonstrates good research value. 

The measurement device independent QKD (MDI-QKD) protocol places the measurement 

terminal in an untrusted third party [25]. Both communicating parties send prepared encoded states 

to the measurement terminal, where Bell state measurements are performed, and the measurement 

results are announced. This setup can immunize against attacks on the measurement terminal, with 

security guaranteed by entanglement swapping. 

The twin-field QKD (TF-QKD) protocol is a special type of measurement device independent 

protocol [26]. In this protocol, both users prepare twin-field states sent to the measurement terminal, 

where single-photon interference measurements are conducted. This scheme is similar to the 

original MDI-QKD protocol in terms of apparatus but based on single-photon interference, 

significantly improving the transmission distance. 

Additionally, common discrete variable protocols also include the six-state protocol [27] and the 

Ping-Pong protocol [28], among others. 

CV QKD protocols utilize the canonical components of optical field states to carry information, 

often in the form of continuous distributed Gaussian random numbers. These protocols mainly 

include squeezed state protocols [29], coherent state protocols [30], and entanglement state 

protocols. As this paper primarily focuses on DV QKD protocols, these CV QKD protocols will not 

be further discussed. 

2.4    Loopholes of practical QKD system 

QKD protocols assume certain characteristics about the actual devices used in their security proofs, 

yet no real-world system is flawless. During an attack, an eavesdropper will attempt to acquire 

more information than the communicating parties believe is possible. Since the theoretical security 
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of QKD is based on quantum mechanics, the only way to obtain more information is when the 

assumptions about the user devices do not hold. Below, we will discuss some common practical 

vulnerabilities and corresponding attack methods. 

2.4.1    PNS attack 

The theoretical security of the BB84 protocol has been proven by researchers from both an 

information-theoretic and physical perspective. However, the protocol theoretically employs an 

ideal single-photon source, which is difficult to realize in practice. The commonly used weak 

coherent source (WCS) [24-26] contains multiphoton components: for example, under Eq.2.1 with 

0.5 = , the probability of sending zero photons ( )0 0.5 0.607P = , sending a single photon 

( )1 0.5 0.303P = , and the probability of sending more than two photons ( 2n  ) is 0.09. In this case, 

an eavesdropper can perform what is known as the photon number splitting (PNS) attack [31]. The 

basic idea of the PNS attack is as follows: Eve performs a non-destructive measurement on the 

pulses, and if she finds more than one photon, she will separate one photon and send the remaining 

photons to Bob. In such a scenario, Bob cannot detect the presence of eavesdropping, and Eve only 

needs to wait for Alice to announce her basis choice before measuring the separated photon, 

thereby obtaining the same information as Bob. Here, we assume that the eavesdropper, Eve, is 

omnipotent under the premise of not violating the laws of physics or any axioms. That is, in this 

attack, the eavesdropper can perform the PNS attack using a lossless channel and quantum storage. 

Eve can analyze the number of photons per pulse and intercept all single-photon pulses. Then she  

separates all of the multi-photon pulses, keeps one photon of them, and sends the rest pulses to Bob. 

This makes Eve's photons the same quantum state as Bob's photons. She can wait for Alice and Bob 

to disclose the basis, and then measure her own photons. Finally, Eve can get exactly the same key 

as Bob. 

Notice that when Eve intercepts all single photon pulses, although it seems to result in a 

significant reduction in the number of pulses that Bob can receive to make eavesdropping to be 

detected, channel losses due to the practical long distance QKD system is very large. These losses 

are mixed in with channel losses and cannot be easily distinguished. 



 

  

Chapter 2  Quantum key distribution                                                                                                   27 

 

Figure 2.5. A schematic diagram illustrating the principle of PNS attack. 

Under the PNS attack, QKD can still generate secure keys. In 2004, Gottesman and others 

proposed the "GLLP" analysis method, which is based on the theory of entanglement purification 

and provides a secure key rate for the BB84 protocol under a PNS attack [32]. In this theory, the 

security analysis is based on the worst-case assumption that all multiphoton pulses are controlled 

by Eve. Let the probability of multiphoton pulses be multiP , and the probability of a light pulse 

being received be Q. Then, the probability of Eve eavesdropping is defined as multiP Q = . In this 

scenario, the portion of the pulses that can be used to generate keys is reduced to 1− . 

Furthermore, under the worst-case assumption, all errors are considered to be caused by single 

photons. If the observed error rate is  , then the error rate for single photons is given by 

1
p


 = +

−
 (where 0  ). The final secure key rate formula can be derived from these 

considerations: 

 ( ) ( ) ( )2 21 1 ,0
1

R Max H H





  
= − − − −   −  

, (2.12) 

where ( ) ( ) ( )2 2 2log 1 log 1H x x x x x= − − − −  . 

In the case of using WCS, when the intensity 1 , the probability of a pulse being a single 

photon is ( )2
1P O = + , and the probability of it being a multiphoton pulse is 

( )2 31
2multiP O = + . In this scenario, the probability of a photon being detected by Bob is 

( )2Q   = + . Consequently, the probability of Eve eavesdropping can be expressed as: 

 
( )2

2

multi OP

Q

 



+
 = = . (2.13) 
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where η represents the channel transmittance. In this case, the post-sifting key rate can be expressed 

as 21 1
2 2
Q     , where the coefficient 1

2
 represents the basis efficiency of the BB84 protocol. 

It can be observed that the final rate is approximately proportional to the square of the channel 

transmittance, i.e., ( )2R O  . 

2.4.2    Decoy state method 

Under the PNS attack, the key rate is significantly reduced due to the broad estimation of the error 

rate and yield for single photons. In the absence of practical single-photon technologies, researchers 

have proposed the decoy state method [33]-[35]. With this method, light sources containing 

multiphoton components can also be used securely and efficiently in practical applications. 

The key point of the decoy state method lies in modulating decoy states ( )1 2, ,...   in addition to 

preparing the original signal intensity  . When the decoy states and signal states have similar 

characteristics (such as timing information and wavelength), the eavesdropper can only obtain 

information about the photon number in the pulses, unable to distinguish which pulse comes from 

which source. Therefore, the yield nY  and quantum bit error rate (QBER) ne  of both states are only 

dependent on the photon number and are independent of the source intensity. In other words: 

 
( ) ( )

( ) ( )

,

.

n n n

n n n

Y signal Y decoy Y

e signal e decoy e

= =

= =
. (2.14) 

After communication, Alice and Bob can statistically obtain the corresponding gains and error 

rates for the chosen post-selection. These two quantities can be represented as weighted averages of 

the probabilities of events with n photons: 
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0 0
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0 0

, ,

, , , ,... .

n n n n n
n n

n n n n n
n n

Q P Y E Q P e Y

Q P Y E Q P e Y

  

  

 
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 
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 
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= = 

= =  

. (2.15) 

When the number of decoy states   is infinitely large, the values of nY  and ne  can be accurately 

solved. However, in practice, the number of decoy states is finite. Wang [35] utilized three 

intensities and modulated the signal state  , decoy state  , and vacuum state o. By using 

analytical methods, it is possible to solve for the response rate 1Y  and error rate 1e  for single 

photons. Finally, the key rate formula inheriting the GLLP ideology can be expressed as [34]: 

 ( ) ( ) ( )  2 1 2 11 ,R q Q f E H E Q H e   − + −  (2.16) 

where q depends on the implementation (1/2 for the BB84 protocol, because half the time Alice and 

Bob basis are not compatible, and if we use the efficient BB84 protocol [32], we can have q=1). Qμ 

and Eμ are the gain and quantum bit error rate (QBER) of the signal state, respectively. Here, the 

gain means the ratio of the number of Bob’s detection events (where Bob chooses the same basis as 
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Alice) to Alice’s number of emitted signals. QBER means the error rate of Bob’s detection events 

for the case that Alice and Bob use the same basis. And f(Eμ) is the error correction efficiency [36].  

In practical system, Qμ and Eμ can be directly measured experimentally. In addition, Q1 is the 

gain and e1 is the bit error rate of single photon in the signal state. They can be calculated by using 

the decoy state method. The lower bound of the gain of single-photon Q1 is 

 

2 2 2 2

1 0
2 2 2

.
e

Q Q e Q e Y


 
 

   

   

−  −
 − − 

−  
 (2.17) 

Similarly, Qν represents the gain of decoy state. And Y0 represents yield of vacuum state, 

representing the probability that Bob's detector responds when it receives vacuum state pulse. Then 

the upper bound of single photon bit error rate e1 is 

 
( )

0 0
1

1

,
min

E Q e e Y
e

Y

  



−
  (2.18) 

where e0 means the bit error rate of vacuum state, and Y1 means the detection rate of single photon 

by Bob's detector, whose lower bound is 
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Here, Eν, Qν and Y0 can also be directly measured by experiments. With decoy state method, the 

limit transmission distance of QKD system can reach 142 km by simulation [37]. BB84 protocol 

can be applied practically without perfect single photon source. So, decoy state method has been 

widely used. 

Figure 2.3 illustrates the difference in key rates before and after using the decoy state method. It 

can be observed that, based on the GLLP formula, the decoy state method significantly enhances 

both transmission distance and key rate. As mentioned earlier, without using decoy states, the 

GLLP key rate is proportional to the square of the channel transmittance. However, with the use of 

decoy state method, it returns to the level comparable to schemes using single-photon sources, i.e., 

proportional to the first power of the transmittance. 

When employing the decoy state method, researchers have proposed a passive decoy state 

method in addition to the active modulation of decoy states [38]-[40]. Unlike the active decoy state 

method, which uses intensity modulators and other devices to actively adjust the light intensity, the 

passive decoy state method utilizes statistical probabilities of trigger and non-trigger events 

detected by Alice's local detectors, equivalent to the probability distributions of photon numbers 

obtained under different intensities. This passive approach can be immune to imperfections 

introduced by intensity modulators or some side-channel vulnerabilities, thus offering practical 

value. 
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Figure 2.6. The variation of the key rate with transmission distance under the GLLP formula for 

both the scenarios with and without using decoy states [34]. 

2.4.3    Other common attack methods 

In the preceding two sections, we focused on introducing the PNS attack and the corresponding 

countermeasure, the use of decoy states. Now, we will briefly introduce other common attacks 

targeting QKD. 

Trojan Horse Attack: In QKD, the Trojan horse attack is a method of obtaining user information 

by emitting light pulses. Vakhitov et al. [41] targeted the BB84 and B92 protocols, where strong 

light pulses are sent into the user's channel, and by measuring the light emitted back, they gain 

knowledge about the legitimate user's preparation and measurement basis choices. In this way, 

eavesdroppers can obtain the same bit information as the legitimate users without introducing errors. 

Additionally, eavesdroppers can use Trojan horse attacks to target intensity modulators to steal 

Alice's modulation information. If eavesdroppers can distinguish decoy states from signal states, 

they can continue to use PNS attacks to obtain information even when users employ the decoy state 

method. Generally, defenses against Trojan horse attacks include increasing isolators, fiber loop 

mirrors, attenuators, etc., to filter or increase attenuation, thereby increasing the difficulty for 

eavesdroppers to obtain information. 

Time-shift Attack: Systems such as polarization coding and phase coding typically use two 
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detectors, with the avalanche photodiode detector (APD) being commonly used in the 1550 nm band. 

In security analysis and theoretical assumptions, the performance parameters of the two detectors are 

often assumed to be the same. However, in practical applications, the detection efficiency of 

different detectors varies over time [42]. The time-shift attack proposed by Lo et al. [43] exploits the 

inconsistency in detection efficiency over time to control the arrival time of light pulses at the 

receiver, increasing the eavesdropper's probability of correctly guessing the results. The greater the 

difference between the two detectors, the higher the probability of successful eavesdropping. 

Strong Light Blinding Attack: The strong light blinding attack [44], proposed by the Makarov 

group against the flaws of APD, operates in linear mode and Geiger mode. The strategy of the strong 

light blinding attack is to lower the reverse bias or increase the reverse breakdown voltage of APD 

by incident light, causing the APD to not operate in Geiger mode. When operating in linear mode, 

eavesdroppers can use the fake-state attack [45] to control the receiver's information without 

increasing the error rate, thus obtaining all the information without alerting the user. 

Phase Remapping Attack: Ideally, the function of a phase modulator is to add a given additional 

phase to the pulse. However, in practical use, the phase modulator is controlled by non-ideal square 

waves. For "plug-and-play" systems, eavesdroppers can control the time of light pulse incidence on 

the sender to reach the moment of rising edge of the phase modulator control voltage, causing the 

corresponding loaded phase not to be the value pre-set by the sender [46]. Eavesdroppers can then 

optimize the incidence time through measurement to reduce errors, thereby avoiding detection by the 

user. 

2.4.4    Side-channel loopholes 

Side-channel loopholes, also known as side-channel vulnerabilities, refer to vulnerabilities caused by 

the additional characteristics such as performance, power consumption, radiation, etc., that can be 

detected when devices perform encryption and decryption operations. In an ideal protocol, such 

loopholes would not exist. However, in practice, imperfections in encoding/decoding or detection 

devices may leak relevant information. 

In the first BB84 experiment, Bennett et al. utilized polarization encoding to achieve spatial 

transmission of 32 cm [47]. However, during the entire experiment, emitting different polarization 

states would produce noise at different frequencies. That is to say, if the eavesdropper knows which 

polarization state corresponds to this sound, then the entire system is completely in an unsafe 

environment. In 2001, German researchers found that detectors emit fluorescence after detecting 

photons, and eavesdroppers can detect the leaked fluorescence to identify which detector 

corresponds to the response [48]. This loophole is actually quite deadly, as eavesdroppers can obtain 

critical response information without introducing any errors during the attack, without interfering 

with the states and measurements of the sending parties. In 2007, Kurtsiefer et al. discovered that 

different detectors have different average response times [49]. At this time, there would be a 
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correlation between the publicly disclosed response times of the communication parties and the 

detection results. In addition, in some early experimental systems, multiple lasers were used to 

prepare different polarization states [50]. Researchers found that pulses of different polarization 

states produced by these lasers have differences in the time domain, space domain, and frequency 

domain. Therefore, eavesdroppers can extract encoding information by targeting detection of light, 

thereby completing eavesdropping. 

The main reason for the above side-channel vulnerabilities is that there is a certain correlation 

between the encoding state or measurement results and some other dimensional information. 

Eavesdroppers can eavesdrop on encoding and decoding information based on side-channels, thus 

further obtaining the final key. 

2.5    Summary 

This chapter introduces the components of QKD systems and common QKD protocols, with a 

focus on the BB84 protocol. It then emphasizes the photon number splitting (PNS) attack. In 

response to this attack, QKD protocols, combined with the decoy state method, can achieve secure 

and efficient key transmission. This lays the groundwork for the subsequent chapters' discussion on 

practical system implementations. 
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Chapter 3   

Measurement-device-independent quantum 

key distribution 

3.1    Introduction 

Quantum key distribution enables distant parties to securely exchange keys. While the security of 

QKD protocols has been theoretically proven, ensuring the security of practical QKD systems still 

faces significant challenges. Before security proofs can be applied in practical scenarios, 

vulnerabilities arising from imperfections in various devices must be carefully tested. For instance, 

mismatches in detector efficiency can be exploited by eavesdroppers to carry out efficiency 

mismatch attacks [1] or time-shift attacks [2]. Other imperfections, such as detector dead times, can 

also be exploited by attackers, posing threats to the security of practical systems [3]. Despite 

countermeasures being proposed for these attacks, completely eliminating them requires addressing 

the root cause - detector efficiency vulnerabilities. The security vulnerabilities of QKD systems 

stem from issues in current Bell inequality tests, primarily consisting of three types of 

vulnerabilities corresponding to the three assumptions of Bell inequality tests.  

1. Spatial Leakage [4], corresponding to the assumption that the two parties appear spatially 

separated. 

2. Efficiency Leakage [5], corresponding to the fair sampling assumption. 

3. Random Leakage, corresponding to the assumption that measurement bases are randomly 

chosen. 

In QKD, some of these leaks have been proven to be more dangerous. For instance, it can be 

reasonably assumed that the information of legitimate parties Alice and Bob is protected from being 

known to eavesdropper Eve. Therefore, spatial leakage is unlikely to lead to attack behavior. With 

the development of quantum random number generators [6], random leakage may also no longer 

pose security issues. However, efficiency leakage creates opportunities for many attack methods, 

all of which exploit efficiency leakage. 

Summarizing some of the attack methods from the previous chapter, it can be observed that 

certain attacks targeting the source end are relatively easier to address, such as the decoy state 

method and the addition of isolators for necessary protection. However, attacks exploiting 
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imperfections in detectors have become a more serious problem. To address this issue, one 

approach is to patch existing vulnerabilities by precisely characterizing the leaks or discrepancies, 

and then making corresponding modifications in security analysis and rate estimation. For example, 

in response to the previously mentioned bright light blinding attack, Z. Yuan et al. proposed adding 

strong light detection devices at the receiver end and adjusting the load resistance of detectors to 

prevent eavesdropping [7]. While this "patching leaks" approach can sometimes be effective, 

accurately modeling all vulnerabilities may require additional monitoring equipment and time, and 

there is no guarantee that all leaks have been patched. 

Another solution is to relax the requirement for trusted devices in practical systems, a protocol 

known as Device-Independent (DI) QKD protocol. A prominent DI protocol proposed by Acin et al. 

[8]-[10] involves sending entangled states to both Alice and Bob, who then perform Bell state 

measurements to calculate the violation of the CHSH inequality, quantifying the amount of 

information obtained by Eve: 

 1 1 1 2 2 1 2 2 .S A B A B A B A B= + + −  (3.2) 

In this protocol, there is no longer a requirement for trusted devices; instead, ensuring flawless 

Bell state testing guarantees the security of the system. However, achieving flawless Bell state 

testing is not straightforward. It requires ensuring that locality loopholes and detection loopholes 

are not exploited by eavesdroppers, with a total detection efficiency requirement exceeding 82.8%. 

This implies that even if the detection efficiency of single-photon detectors reaches 100%, the 

secure transmission distance of the system is only about 4 kilometers. Moreover, the current 

practicality of DI-QKD is limited, as the efficiency of commonly used InGaAs/InP infrared single-

photon avalanche photodiodes is in the order of 20%, and silicon-based visible light single-photon 

avalanche photodiodes is only around 65% (λ≈700nm). These requirements are difficult to achieve 

with the existing technology in experiment. Therefore, the implementation of DIQKD is 

challenging under current conditions, and its practicality is limited. 

In this scenario, researchers have proposed the concept of Measurement Device Independent 

Quantum Key Distribution (MDI-QKD) [11], [12]. This method is based on the idea of 

entanglement swapping, where both communicating parties send optical pulses to an untrusted third 

party (UTP) for measurement. This third party can be either secure or controlled by an 

eavesdropper. In this case, since there is no requirement for the security of the measurement side, 

the protocol can resist attacks against the detection side. 

 In major QKD protocol such as BB84 protocol, one party prepares the quantum state, and the 

other party receives and measures the quantum state. The MDI-QKD protocol does not follow this 

process at all. The quantum state is measured by a third party with no requirements for security. 

Eve can even control the measuring device. 
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3.2    MDI-QKD protocols 

The most significant advantage of MDI-QKD systems is their ability to withstand all detector-side 

channel attacks, whether they are known attacks or potential security threats. In MDI-QKD systems, 

users can outsource the most challenging part of QKD—the photon detection system—to an 

untrusted third party without compromising the overall system security. This means that we can 

achieve the ideal mode of communication: even with completely untrusted network nodes (created 

by an adversarial third party), secure communication can still be achieved between two 

communicating nodes. 

First, Alice and Bob each prepare random pulse sequences and then send the pulses to the third 

party located in the middle: the detector. No assumptions are made about the detector, and it can 

even be an untrusted eavesdropper like Eve. The detector performs Bell state measurements on the 

two input photons. In the detector, the two photons first undergo interference at a beamsplitter (BS), 

and then they are sent to two detectors to detect the quantum state of the photons. If Alice and Bob's 

photons interfere to form a Bell state, the measurement is successful. 

Once the quantum communication steps are completed, the third party utilizes a public channel 

to announce the measurement results and informs Alice and Bob of the successful measurement 

times. Alice and Bob then select the bit information of their respective successful measurement 

times as their raw key and discard the data from other times. The public announcement of 

measurement results means that even if there is an eavesdropper present, their eavesdropping is 

meaningless—all measurement terminal information is not hidden but disclosed to the outside 

world. Therefore, Eve does not need to employ any eavesdropping means to obtain all the 

information from the measurement terminal. Even if Eve alters the measurement results at the 

detection moment, Alice and Bob can still detect Eve's tampering behavior based on the broadcast 

measurement results, rendering Eve's eavesdropping behavior non-covert. 

MDI-QKD systems are entirely feasible in practice. The scheme can utilize standard optical 

devices and operate over high-loss channels. For example, the scheme only requires attenuated 

laser pulses instead of ideal single-photon sources, and low-efficiency detectors can be used. Alice 

and Bob can also estimate the probability of successful measurement and the quantum bit error rate 

for different input photon numbers. 

The security of MDI-QKD relies on the time-reversed EPR (Einstein-Podolsky-Rosen) QKD 

protocol. The EPR-QKD protocol involves the preparation party initially preparing entangled pairs 

and then sending one photon from the entangled pair to Alice and the other to Bob to share key 

information. The process of MDI-QKD is exactly the reverse process of EPR-QKD, where Alice 

and Bob first prepare single photons separately and then send them to the measurement terminal to 

form entangled pairs. Therefore, the security proof of MDI-QKD is equivalent to the security of 

EPR-QKD. 
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3.2.1    Polarization encoding MDI-QKD protocol 

Refer to polarization coding MDI-QKD [11] proposed by Lo et al in 2012. In the case of single 

photon, Alice and Bob randomly prepare quantum states |0> and |1> (Z basis) and |+> and |-> (X 

basis) in two-dimensional Hilbert space. Then Alice and Bob send the photons simultaneously to 

Charlie, an untrusted third party. Charlie performs the Bell state measurement after receiving the 

photons sent by Alice and Bob. This causes the photons to collapse into one of the four complete 

Bell states |Φ±> and |Ψ±>. Then Charlie discloses the results to Alice and Bob through classical 

channel. According to the measurement results, Alice and Bob keep the events in successful Bell 

state measurement and discard the unsuccessful events. After basis reconciliation through classical 

channel, Alice and Bob need to perform post-processing such as error correction and privacy 

amplification to extract the final key. 

Disclosed measurement results provide no information on the key, though Eve can get all the 

information on detector side. Even if Eve changes the measurement results, Alice and Bob can still 

find eavesdropping behavior based on the broadcasted measurement results. Therefore, Eve's 

eavesdropping behavior will not be covert. 

The security proof of MDI-QKD depends on the time reversal EPR-QKD protocol. In EPR-QKD 

protocol, entangled photons pair is first prepared by the sender. Then one photon of the entangled 

pair is sent to Alice and another to Bob. In MDI-QKD, Alice and Bob first prepare single photons, 

and send them to the detector side to generate entanglement between Alice and Bob. The process is 

exactly the time inverse process of EPR-QKD protocol. Therefore, the security proof of MDI-QKD 

is equivalent to that of EPR-QKD. 

MDI-QKD system is completely feasible. This scheme can be implemented with standard optical 

devices and high loss channels. For example, detectors with low detection efficiency can be used. 

Applying decoy state method, MDI-QKD can also use non-ideal single-photon sources (such as 

weakly coherent sources as in BB84 protocol). Our research is mainly based on the three-intensity 

decoy state method MDI-QKD containing vacuum state. 

The schematic diagram of the decoy state MDI-QKD based on polarization encoding is shown in 

Fig 3.1. Alice and Bob use weak coherent pulses source (WCP) with random phase. The emitted 

pulses are prepared by polarization modulator (Pol-M) into one of the four polarization states used 

in BB84 protocol. The intensity modulator (IM) is used to generate pulses with different intensities 

for decoy state method. Then Alice and Bob send the photons to Charlie, an untrusted relay, for 

Bell state measurements. Decoy state method can be used to estimate the yield that means the 

probability of successful measurement events and phase error at detector side under different input 

photon numbers. 

At the receiver side, photons are interfered by a 50:50 beam splitter (BS). Two outputs of BS 

connect to a polarizing beam splitter (PBS), respectively. With PBS, photons are transformed into a 
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horizontal or vertical polarization state. The outputs of each PBS connect to a single-photon 

detector. A successful Bell state measurement corresponds to the response of two detectors. If the 

probes D10 and D21 or D11 and D20 response at the same time, it means two photons projected into 

Bell state |Ψ->. If D10 and D11 or D20 and D21 response, Bell state |Ψ+>. 

 

Figure.3.17A schematic diagram of polarization encoding MDI-QKD. 

 Decoy state MDI-QKD protocol based on polarization coding has the steps as follows:  

(1) Alice and Bob select the basis from  ω x, z  with probability ωp  (where ω 1p = ). Then, 

they randomly assign bit values from  0, 1 . For the polarization-encoding scheme, the four states are 

z0 = 0°, z1 = 90°, x0 = 45°, and x1 = 135°. 

(2) Alice and Bob randomly generate three types of pulses with different intensities i  and j  

( ), 0, 1, 2i j =  with probabilities ip  and jp  (where 1
i

p =  and 1
j

p = ), respectively. Here, μ2 

and ν2 represent the signal state, 1  and 1  represent the decoy state, and 0 0 0 = =  represents the 

vacuum state. We assume that 2 1 0    and 2 1 0   .  

(3) Alice and Bob send pulses via a quantum channel to Charlie, whose device may be under the 

control of eavesdropper Eve. The total number of pulses is recorded as N. 

(4) Charlie performs the BSM. Successful results are announced to Alice and Bob via an 

authenticated classical channel.  
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 (5) If a successful result is reported, Alice and Bob compare their basis and intensities via an 

authenticated classical channel. If Alice and Bob use the same basis, Bob (or Alice) performs a bit flip 

according to Charlie’s result (as shown in Table 3.1) to match with the other. They then keep these bits 

as a sift key. The remaining bits are discarded.  

Result 

Basis 
|Ψ-> |Ψ+> 

Z basis Bit flip Bit flip 

X basis Bit flip No bit flip 

Table 3.14Rule of Alice and Bob’s post-selection 

(6) Alice and Bob calculate the overall gain ω

i j
S 

, which is defined as the probability of a successful 

BSM when Alice and Bob send pulses with intensities of i  and j , respectively, in the basis of x or 

z.  

(7) Alice and Bob disclose the sift key sent with basis x to estimate error rate x

i j
E  . They disclose 

part of the sift key with basis z to estimate z

i j
E  . Then, they use the rest of the sift key with basis z of 

signal states 2  and 2  to generate the final key. 

(8) Alice and Bob correct these errors to generate an error-corrected key. Then, they determine the 

number of sacrificed bits from the yield and error rate based on the decoy method and perform privacy 

amplification to obtain the final key. 

3.2.2    Phase encoding MDI-QKD protocol 

Due to the difficulty in maintaining polarization direction in optical fiber channels, which is greatly 

affected by channel characteristics, scholars have proposed an MDI QKD scheme based on phase 

encoding [13], as shown in Figure 3.2. 
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Figure.3.2.8Two schematic diagrams of phase encoding MDI-QKD. 

In Figure 3.2, A-S (B-S) and A-R (B-R) represent Alice's (Bob's) signal pulses and reference 

pulses, respectively. The phase of the signal pulse is modulated to be one of 0, π/2, 3π/2, or π 

according to the random choices of Alice and Bob. In this structure, we assume that the intensities 

of Alice's signal (reference) pulse and Bob's signal (reference) pulse are matched. In order to lock 

the relative phase, we use strong pulses as reference pulses. OS represents an optical switch, which 

allows the reference pulses and signal pulses to be transmitted or reflected separately. PL represents 

a measurement unit to measure the phase difference between the two signals in mutually orthogonal 

polarization modes and outputs the phase difference of the two pulses, denoted as K. K will be used 

as a parameter to modulate Alice's input signal. Then, Alice's and Bob's signal pulses enter a 50:50 
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beam splitter, and the output of the beam splitter is connected to single-photon detectors. If only 

one detector responds, D0 or D1, the protocol is successful. When only D1 responds, Bob performs 

a bit flip to obtain the filtered raw key. 

3.2.3    Path-phase encoding MDI-QKD protocol 

The MDI QKD implementation scheme based on path-phase encoding requires high-speed optical 

switches. If path-phase encoding is adopted, it can reduce the requirements for devices. The MDI 

QKD implementation scheme based on path-phase encoding is illustrated in the figure below  [14]. 

 

Figure.3.3.9A schematic diagram of path-phase encoding MDI-QKD. 

In this scheme, Alice and Bob prepare single-photon states and send them through a 50:50 beam 

splitter (BS). After passing through the beam splitter, photons are outputted through two different 

paths, which are respectively considered as the reference mode and the signal mode. In the 

reference mode, there is no phase modulation on the corresponding path, while in the signal mode, 

the path undergoes phase modulation (PM). At the Alice side, the two modes are labeled as ar and 

as, while at the Bob side, they are labeled as br and bs. Photons passing through as and bs undergo 

a relative phase shift with respect to the reference mode, generated by the PM, with a phase offset 

of 0, π/2, π, or 3π/2. The relative phase shifts at the Alice and Bob sides are denoted as θa and θb, 

respectively. The resulting states are then as follows: 

 ( ) ( )1 0 0 1 1 0 0 1a bi i

ar as ar as br bs br bs
e e +  + . (3.2) 

The photons are sent to the measurement terminal, where Charles or even Eve conducts the same 

Bell state measurement as in the previous scheme. The successful measurement results in one 
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response from detector r0 or r1 and one response from detector s0 or s1. Bits corresponding to 

unsuccessful instances are discarded. At the moment of successful Bell state measurement, the joint 

state of Alice and Bob is: 

 
( )1 0 0 1 0 1 1 0a bi

ar as br bs ar as br bs
e

 −
+ . (3.3) 

The joint state described above, after passing through a 50:50 beamsplitter, will yield: 

 

( )

( )

0 1 0 1

0 1 0 1

0 1 0 1

0 1 0 1

01 10 01 10

01 10 01 10

0101 0110 1001 1010

0101 0110 1001 1010

a b

a b

r r s s

i

r r s s

r r s s

i

r r s s

e

e

 

 

−

−

+ −

+ − +

= − + −

+ + − −

. (3.4) 

If 0a b − = , then the above expression will become: 

 0 1 0 1
0101 1010

r r s s
−  (3.5) 

which implies that r0 and s0 respond simultaneously, or r1 and s1 respond simultaneously. 

If a b  − =  , the expression will become 

 0 1 0 1
0110 1001

r r s s
−  (3.6) 

which means that either r0 and s1 respond simultaneously, or r1 and s0 respond simultaneously.  

Thus, based on the detector response outcomes, one can infer the phase difference between Alice 

and Bob's phase modulations and determine which instances allow the formation of correlated bit 

strings for Alice and Bob's secret key bits. 

Similar to the single-photon case of the original MDI-QKD scheme [11], the key rate formula for 

path-phase encoding MDI-QKD scheme follows Shor-Preskill’s result [15], [16] 

 ( ) ( ) 11 11 111R Y fH e H e − − , (3.7) 

where Y11 is the successful detection (trigger in the relay) rate provided that Alice and Bob send out 

single photons; e11 is the quantum bit error rate (QBER); f is the error correction inefficiency (see, 

e.g, [17]). 

The scheme in Figure 3.3 relies on single-photon states to ensure its proper operation. In practice, 

on-demand single-photon sources can be implemented using parametric down-conversion 

processes [18], or by relying on quasi-atomic systems such as quantum dots [19]. In these scenarios, 

one must consider the impact of multi-photon states on system performance. With recent 

advancements in compact, cost-effective single-photon sources, reliance on single-photon states in 

our scheme is not necessarily a setback, especially when considering the simplicity of the BSM 

module compared to those proposed in [11][20]. 
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3.2.4    Time-bin encoding MDI-QKD protocol 

The scheme depicted in Figure 3.3 relies on single-photon states for proper operation. In practice, 

on-demand single-photon sources can be achieved through parametric down-conversion processes 

[18] or utilizing quasi-atomic systems such as quantum dots [19]. In these scenarios, the impact of 

multi-photon states on system performance must be considered. With recent advancements in 

compact, cost-effective single-photon sources, dependence on single-photon states in our scheme is 

not necessarily a drawback, particularly when considering the simplicity of the BSM module 

compared to those proposed in [11], [20]. 

The setup in Figure 3.3 requires two optical channels for each user, which may seem redundant 

and necessitates maintaining relative phase coherence between the two channels. By employing a 

simple time-multiplexing technique, however, both issues can be addressed. 

 

Figure.3.4.10A schematic diagram of time-bin encoding MDI-QKD. 

Unlike using path-phase encoding, Alice and Bob can employ time multiplexing to separate their 

reference and signal modes. This can be achieved by utilizing Mach-Zehnder interferometers at the 

transmitter, as illustrated in Figure 3.4. This results in both reference and signal pulses propagating 

along the same physical channel. Additionally, if the time delay between the two modes is 

sufficiently short, it can be reliably assumed that the relative phase between the reference and 

signal modes remains well preserved along the channel, as shown in Figure 3.3. The BSM module 

in Figure 3.4 is also simpler compared to that in Figure 3.3, as it only utilizes two single-photon 

detectors instead of four. Furthermore, it is simpler than the proposed BSM modules in [11][20], as 

it does not require optical switches or phase-to-polarization converters. Like any other schemes, 

time synchronization is necessary to ensure that the corresponding reference and signal modes 

arrive at the correct time and effectively interfere with each other. 

The time-bin encoding scheme must address the main issue of dead time in single-photon 

detectors. After detection, a detector will be non-responsive (dead) for a period of time until it 

resets. The dead time of a detector is caused by the after-pulse effect in avalanche photodiode 

single-photon detectors. In the time-multiplexing scheme, detectors are required to detect photons 

in two consecutive pulses, whose time difference could be short. The dead time of detectors 
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ultimately limits the repetition rate of the proposed scheme. Here, we propose appropriate 

postselection methods to address the dead-time issue. 

Regarding the postselection events of the BSM module in Figure 3.4, we consider two scenarios. 

In the first scenario, we assume that the dead time of single-photon detectors is shorter than the 

delay in Mach-Zehnder interferometers. In this case, for the time slot corresponding to signal pulses, 

detectors r0 and r1 in Figure 3.4 are similar to detectors s0 and s1 in Figure 3.3. To achieve a higher 

repetition rate, a delay possibly shorter than the detector's dead time must be utilized [21][22]. 

From the discussion of Equations (3.5) and (3.6), we observe that the dead-time issue becomes 

problematic only when Alice and Bob's results are correlated (i.e., they use the same phase). To 

address this issue, Alice and Bob can further filter out those detection events resulting from the 

terms in Equation (3.5). In other words, by accepting a 1/2 loss in the final key rate, we will only 

retain measurement results in which both r0 and r1 are triggered in different time slots 

(corresponding to the arrival of the reference or signal beams). 

The setup in Figure 3.4 can be easily modified to implement encoding in all three Pauli bases. If 

we represent the standard basis vectors, i.e., eigenvectors of the Z operator, by a single-photon state 

in the reference mode and a single-photon state in the signal mode, the encodings implemented by 

the setup of Figure 3.4 are those of X and Y bases. If one replaces the first beam splitter in the 

encoder with a polarizing beam splitter and uses horizontally or vertically polarized light at the 

source [23], the same setup can be used for Z-basis encoding as well. For single-photon sources, 

the choice of which basis to use for the QKD protocol is arbitrary. However, the QBER values of X 

and Y bases are more susceptible to influence compared to the Z basis, hence Z and X basis 

encoding are used in the experimental setup of [24], [25]. 

3.3    Decoy state MDI-QKD 

3.3.1    Three intensities MDI-QKD protocol 

We use a symmetric protocol with three intensities to each basis as shown in Section 3.2.1. The 

final key rate can be estimated by Alice and Bob as follow [14], [23], [27]:  

 
( )

( )

2 2

2 2 2 2

2 2 2 2

z z z x
2 2 11 11

z z

1R p p p p e s H e

S fH E

 
   

   

  − −   −
 

−
, (3.8) 

where ω ω ω

i j i j i j
S n N  =  is the counting rate of the pulse pairs of intensity i j   in basis ω ,  f is the 

error correction inefficiency and ( ) ( )2 2log 1( )log ( )1H x x x x x= − − − −  is the binary Shannon 

entropy function. The probability that Alice (Bob) chooses intensity i ( j ) is ip ( jp ) and the 

probability that Alice (Bob) chooses basis ω  is ω

i
p ( ω

j
p ). The yield 

z
11s  and phase error rate 

x
11e  on z-
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basis are defined for the pulses when Alice and Bob send those containing a single photon. The detail 

of decoy method is given in appendix. The other parameters are also defined. 

The yield nmY   are defined by the probability of successful measurement event, when Alice and 

Bob send n-photon pulse and m-photon pulse, respectively, in basis X or Z. The phase error rate 

nme is defined similarly. When the phases of the weak coherent states used by Alice and Bob are 

randomized, the quantum channel can be modeled as a photon-number channel model [26]. That 

means Alice and Bob randomly choose quantum channels with Poisson distribution. The overall 

gain ω ω ω

i j i j i j
S n N  =  and quantum bit error rate (QBER) ω ω ω

i j i j i j
E m n     =  are related to the 

counting rate and error rate by [37-39]: 
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where 
ω

i j
N    is the total number of pulse pairs with intensity i  and j  in basis ω, 

ω

i j
n  (

ω

i j
m  ) is the 

number of effective (wrong) events from 
ω

i j
N   . The counting rate ω

nms  is defined by the probability of 

a successful measurement event when Alice and Bob send pulses containing m and n photons, 

respectively. The error rate ω
nme  is defined in a similar manner. 

 The total gain 
1 1

S 
   can be written as  
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(3.10) 

Then we will get 
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For any n, m≥2 , the following inequalities always hold : 
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where 1g 
, 2g 

, 3g 
 with ( )min , ,a b c =  can be written as follows : 
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Also, according to Eqs.(3.9) and (3.10), we can get  
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where 
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 1 1
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Then the lower bound of  11s
 and upper bound of 11e

  can be written as : 
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and 
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The protocol model can be considered a photon-number channel model when the phase of pulses 

is fully randomized [37], and the overall counting rate and error rate QBER on the x basis and z 

basis are shown as [37-39]: 

 

( ) ( )

( ) ( )

( )

x 2 2
0 0

x x x 2
0 0 0

z

z z

2 1 2 4 2

2 2 1

1

i j

i j i j i j

i j

i j i j

d

C E

d C d E

S y y yI s I s

S E e S e e y I s

S S S

S E e S e S



  



 

 = + − + 

= − − −  

= +

= + −

. (3.18) 

where 
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In Eqs. (3.18) and (3.19), ( )0I s  is the modified Bessel function of the first kind, dp  is the dark 

count rate of the photon detector,  0e  is the error rate of the background, and  de  is the error rate 

due to two-photon distinguishability. The transmittance from Alice or Bob to Charlie is given by 

2010 l
a b d

   −= =  , where α is the loss coefficient of the standard fiber link,  d  is the detection 

efficiency, and l is the total distance between Alice and Bob. The other parameters are given by [37-

39] 
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.  

There is also an improved calculation method. For a phase randomized WCS, the photon number 

distribution is [28]: 
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The lower bound of counting rate of the single-photon pairs  can be written from Eq.(3.16) to [27][28]: 
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and 
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Then, the upper bound of error rate is written from Eq.(3.17) to [28]  
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. (3.21) 

3.3.2    Simulation of infinite key MDI-QKD 

Substituting Eqs.(3.18) and (3.19) into Eqs.(3.16) and (3.17), we obtain the lower bound of the 

yield 11s
 
 
and the upper bound of the error rate 11e

. Then, with the parameters shown in Table.3.2 , 

we can estimate the final key rate of decoy state MDI-QKD. 

In the following, we substitute the parameters into Eq.(3.8) to calculate the final key rates with 

several different combination of pulse intensities. First, we calculate the final key rate by changing 

the intensity of decoy state μ1 and ν1 with constant values of μ2=ν2=0.2 and ed=0.01. As shown in 

Fig.3.5, the final key rate increased as the decoy intensity decreased. This is because we calculated 

asymptotic final key rate. If we consider the finite length effects, we will obtain the optimal 

intensity due to the statistical fluctuation. 
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Parameter Value 

f : error correction inefficiency 1.16 

α : loss coefficient of fiber (dB/km) 0.2 

pd : dark count rate /pulse 3×10-6 

e0 : error rate of background /pulse 0.5 

ηd : detection efficiency 14.5% 

Table.3.2.5Parameters for simulating key rate of MDI-QKD 

 

Figure 3.5.11Key rate with different intensity of decoy state. The line of original means MDI-QKD 

with single photon. 
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Figure 3.6 (a).12Key rate with different intensities of signal state for ed=0.01. 

   

Figure 3.6 (b).13Key rate with different intensities of signal state for ed=0.05. 
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Then we changed the intensity of signal state μ2 and ν2 with constant values of μ1=ν1=0.01 and ed 

from 0.01 to 0.05. As shown in Fig.3.6, the final key rate changed and the optimal intensity of 

signal state decreases from μ2=ν2=0.25 to μ2=ν2=0.15 as ed increases from (a) 0.01 to (b) 0.05.  

As a result, we believe that μ1=ν1=0.01 and μ2=ν2=0.25 are the best pulse intensities for the final 

key rate and transmission distance in the case of the standard transmission model. In addition, we 

will discuss the next chapter based on the optimal pulse intensities. 

3.3.3    Finite key effects of MDI-QKD 

In practical situations, the length of the raw key is finite, which induces a statistical fluctuation in 

parameter estimation. Here, we refer to [28] to calculate the effect of finite size. The expected 

lower and upper bounds of  ω

i j
n   and  ω

i j
m   are given by 
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where ( )E X  and ( )E X  can  be defined as  
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where ( )1 X ,  and ( )2 X ,  are the positive solutions of 
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 (3.24) 

where ξ is the failure probability, which is set to 10-7. Then the expected lower bound of ω
11s  and 

upper bound of 
ω
11e can be calculated from the Chernoff bound in Equation (3.22). Then, the worst 

values of lower bound of 
ω
11s  and upper bound of 

ω
11e   become 
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and 
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where ( )O X  and ( )O X  can  be defined as  
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where ( )3 X ,  and ( )4 X ,  are the positive solutions of 
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The final key rate with finite-sized effects will be [28], [29] 
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where cor  is the failure probability of error correction,    and ̂  are the coefficients while using 

the chain rules of smooth min- and max-entropy, PA  is the failure probability  of privacy 

amplification [28]. 

3.5    Summary 

In this chapter, we first elaborate on the security issues present in practical QKD systems. To meet 

the security requirements of actual system detectors, researchers have proposed an MDI-QKD 

system model capable of resisting any detector attacks, emphasizing the advantages of MDI-QKD. 

Furthermore, several specific encoding schemes for MDI-QKD implementation are introduced. 

Building on the aforementioned work, we conduct an analysis of the key generation rates for three-

intensity decoy-state MDI-QKD with polarization encoding under both infinite key length and 

finite key length scenarios. 
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Chapter 4   

Effects of the two-photon temporal 

distinguishability 

4.1    Introduction 

According to Lo et al. [1], it is critical for the photons emitted by two independent lasers to be 

indistinguishable. Since MDI-QKD protocol is based on the photon bunching effect of two 

indistinguishable photons at a 50:50 beam splitter (BS), stable HOM interference [2], [3] should be 

observed. The validity of the HOM test was probed in principle. However, it is unclear how the 

imperfect HOM interference affects the security of a practical system. The relationship between the 

visibility of the HOM interference and the final key rate must be clarified, and methods that 

improve visibility must be established. Thus far, a few studies have explored this issue, with 

exceptions including the study by Curty et al. [4], which calculated only the effect of misalignment 

error in the limit of zero distance.  

In practical MDI-QKD systems, there are two positions where temporal errors may occur, 

leading to distinguishability of the two photons. These are errors generated by two independent 

light sources and errors generated in long-distance quantum channels. Specifically, the errors from 

the light sources mainly include timing difference of the light pulses sent by Alice and Bob and 

time jitter of the lasers, while channel errors primarily consist of time drift generated when light 

pulses propagate in optical fibers, as illustrated in Figure 4.1. 

 

Figure 4.1.14Temporal errors in MDI-QKD system. 
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The effects of imperfect visibility become serious for long distance transmission, because the 

fiber channel is exposed to perturbations in practical conditions. Precise control of the channel 

would be necessary to compensate the perturbation. However, the precise control may raise the cost 

for implementation. It is important to determine the target of the precision to maintain the final key 

rate in practice.  

In this chapter, we explore the acceptable indistinguishability of the MDI-QKD. We calculated 

the key generation rate of a three-intensity decoy-state MDI-QKD protocol with a finite key length. 

Then, we calculated the effect of the visibility of the two-photon interference on the key generation 

rate. Finally, we calculated the acceptable time delay of the two Gaussian pulses at a 50:50 BS. Our 

numerical simulations show that high-visibility HOM-dip requires  sophisticated time measurement 

devices. 

4.2    Two photon interference in MDI-QKD 

Interference is considered to be a key phenomenon in quantum physics [5] and it is widely applied 

in many quantum applications. In quantum cryptography, particularly in MDI-QKD protocol, HOM 

interference plays important role in Bell state measurement. The interference refers to the coherent 

construction or destruction of probability amplitudes. Therefore, the indistinguishability of photons 

directly affects the interference and thus the actual performance of the system. 

In MDI-QKD system, the photons emitted independently by Alice and Bob need to remain 

indistinguishable at Charlie’s measurement device to obtain clear. This is the biggest difference and 

difficulty with typical QKD scheme. HOM interference, which represents the actual performance of 

MDIQKD system [6]-[8]. It serves as a feedback signal for dynamic stabilization of the system [9]. 

Since practical MDI-QKD systems employ weak coherent states, it is necessary to study HOM 

interference of the weak coherent photons in a practical scenario, where the imperfections in real 

device affect the visibility of the HOM interference. 

4.2.1    Hong-Ou-Mandel interference 

HOM interference [2] shown in Fig.4.2 is the core of an implementation of the MDI-QKD protocol. 

When two identical photons enter simultaneously the two ports a and b of beam splitter (BS), the 

unitary property of BS cancels the two probability amplitudes that both photons transmit or reflect 

at the BS, as described below. As a result, the coincidence rate of ports c and d is 0, and the two 

photons will leave the same port. Here, the two photons are identical if they are indistinguishable in 

terms of frequency, polarization, spatial mode and other degrees of freedom. 
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Figure 4.2.15Hong-Ou-Mandel (HOM) interference 

The effects of BS on the photons are represented by an annihilation operator (a, b, c, d), which 

satisfies the following relation: 

 
c ta rb
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= +
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 = +
, (4.1) 

where t, r, t' and r' are complex numbers. ( )2 2
R r T t= = represents the reflectivity 

(transmittance) of BS and satisfies the relation of 
2 2

1r t+ = . According to the commutation 

relation of energy conservation and Boson’s operator, we will obtain 
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Then the incident photons of two ports of BS can be written as the direct product state of Fock 

state 
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where 1/ 2R T= =  for 50:50 BS. Then it will be 
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When m=n=1, we will obtain 
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In this case, two input ports a and b have only a single photon incident. Photons emitted the same 

port. We call this Photon Bunching effect. The coincidence measurement between the port c and 

port d result in 0. 

The two photons input into BS are in different states, according to Eq.(4.2), we can write the 

two-photon direct product state as follows after passing through BS: 
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c c d d c d c d
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+ + + + + + + +

= + −

= − − −

. (4.6) 

If |0> and |1> are the eigenstates of measurement operator, we can accurately measure the Bell 

states |Ψ-> (simultaneous detection of |0> at c and |1> at d, or |1> at c and |0> at d) and |Ψ+> (|0> 

and |1> at c, or |0> and |1> at d). Thus, we can partially distinguish two of the four Bell states: |Ψ+> 

and |Ψ->. 

According to the above analysis, MDI-QKD is actually a time reversed entanglement-based 

QKD protocol. If Charlie announces the successful measurement of |Ψ->, it is equivalent to Alice 

and Bob post-selecting the entangled states |Ψ->. Its security proof is equivalent to the time 

inversion entangled distribution protocol [10]. 

For practical use, WCP has advantages over the single photon state, but in polarization coding 

system [10] and phase coding system [11], WCP will increase the bit error rate of the X-basis 

significantly. This is because X-basis quantum state is not the eigenstate of the measurement 

operator, so it is possible to cause the wrong |Ψ-> or |Ψ+> response in the case of multi-photons. 

Since counting rate and bit error rate caused by single photon can be estimated by decoy state 

method, the existence of multi-photons will not change the estimation of counting rate and bit error 

rate of the system. However, multi-photons will have great impact on error correction process of 

the system, which is not conducive to the efficient operation of the system. Therefore, in practical 

MDI-QKD system, Z-basis, which is affected little by multi-photons, is used for coding. Since X-

basis is affected significantly by multi-photons it is used to estimate phase error rate. 

4.2.2    Error rate of two photon interference 

Then we focus on the error rate de , which is directly related to the visibility of the two-photon 

interference, and it can be written as:  
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V
e e

−
= +  (4.7) 

where 
0
de  is the correction parameter and is assumed to be 0. The quantum bit error rate (QBER) in X 

basis can be related to the visibility  with Eqs. (3.18) and (4.7).  

The error rate is related to the HOM interference visibility as follows. We can model the photon-pair 

state as a mixture of perfectly indistinguishable photons and the completely independent photons with 

the fraction of  1 −  and   , respectively. The two-photon interference in the BSM on the 

indistinguishable photons provides only two possible outcomes with probability of 1/2, whereas it 

provides all four outcomes with the probability of 1/4 for the independent photons.  For example, if 

both Alice and Bob send x0, the BSM fails with BS+PBS implementation for the indistinguishable 

photons, however, the outcomes +  or −  may appear for the independent photons with each 

probability of 1/4. Therefore, the error rate in the BSM on the mixture will read 2 . Since the 

visibility of the HOM interference of the mixture is reduced to 1V = − , we obtain the error rate given 

in Eq. (4.7).  If Alice and Bob send the other photon-pair states, the same error rate is obtained. If there 

is no eavesdropper on the channel, the phase error rate 
x
11e  coincides with the background error rate de . 

Figure 4.3 shows the relationship between the visibility and phase error rate. 

 

Figure 4.3.16The relationship between error rate of single photon pairs 11
xe  and visibility. 
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4.2.3    Effect of different Bell state measurements 

Notice that according to different BSM implementation methods adopted by different protocols, the 

error rates for X- and Z-basis are also different. When polarization-encoding protocol is adopted, 

BSM with a BS followed by polarization beam splitters (PBS) is considered successful when 

photons are detected at different ports of the PBS. The success probability of BSM is 1/2. Suppose 

photons are distinguishable. In Z-basis, BSM succeeds when Alice and Bob send different 

polarization. Although +  may be mistaken for − , bits are flipped for both +  and −  

outcomes, so there is no bit error. In x-basis, even if Alice and Bob send same polarization, photons 

may be detected at different ports of the PBS to cause error with the probability of 1/2. On the other 

hand, the BSM with only a BS is successful, when it detects − , that is, the photons are detected 

on the different ports of the BS. It happens with the probability of 1/2 regardless of the polarization. 

Therefore, the error rate is 1/2 for both bases. If it is a complete BSM, the probability of success is 

unity, but both x- and z-basis will have errors with the probability of 1/2. As a result, the BS+PBS 

method seems to be practical in terms of the asymmetry of error rate. In this case, de  should have 

no effect on z-basis in the error rate calculation in Equation (3.18).  

 

 

(a) BSM with BS+PBS 
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(b) BSM with BS only 

Figure 4.4.17Two different forms of BSM. 

4.3    Effect of the two-photon distinguishability 

4.3.1    Effect of the visibility 

The visibility of the two-photon interference V  can be directly estimated from the coincidence 

probability in the HOM interference experiment by: 

 
max min

max

p p
V

p

−
=  (4.8) 

where maxp  and minp  are the maximum and minimum coincidence probabilities, respectively. In 

the HOM experiment, we measure the coincidence probability, defined as the probability of 

detecting photons at each output port of the beam splitter in a time window smaller than the pulse 

duration. The coincidence probability takes the minimum minp  when photons arrive at the beam 

splitter simultaneously, but almost constant value maxp  when the time delay between the photons is 

larger than the pulse duration.  

Considering the different success rates of different BSM methods, we need to multiply the key 

rate R by a coefficient, which is 1 for complete BSM, 1/2 for BS+PBS and 1/4 for BS-only. We 

verify the difference between the effects of indistinguishability of these methods as shown in 

Fig.4.5, Fig.4.6 and Fig.4.7. The key rate of complete BSM is highest when V = 1, but when V is 

near 0.9, the key rate becomes lower than the BS+PBS method. We can also clearly see that the 

BS+BPS method has much higher tolerance for indistinguishability.  
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Figure 4.5.18Key rate with different visibilities of infinite sized MDI-QKD protocol with a 

complete BSM. 

 

Figure 4.6.19Key rate with different visibilities of infinite sized MDI-QKD protocol with a 

BS+PBS BSM. 
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Figure 4.7.20Key rate with different visibilities of infinite sized MDI-QKD protocol with a BS-only 

BSM. 

4.3.2    Results and discussion 

Due to the lack of an evaluation criterion, we tentatively decided on the definition of acceptable 

visibility range. First, we defined the maximum communication distance where the key rate falls 

into zero in our simulation. Then, we define the acceptable visibility which provide the maximum 

communication distance more than the half of that calculated for the ideal situation (V = 1). The 

minimum visibility is 0.38 for successful infinite-sized key generation. 

For the convenience of calculation, we set Alice and Bob to have the same light source intensity 

and probability. Here we have chosen 0.4 and 0.05 for the signal and decoy intensity. The 

optimization of each distance point requires a large amount of additional calculation, so we refer to 

the probabilities of sources chosen by Alice and Bob  in [12] to carry out the simulation calculation. 

We set the probability of signal and decoy source to 0.6 and 0.3 and the probability of signal and 

decoy source in z basis to 0.98 and 0.27.  Here we use the same three intensities for each basis and 

the same parameter values. Although an increase in N moves the key rate closer to that of the 

infinite case, the total data length is limited to ensure key sharing in a realistic time frame. The 

effect of the total data length on communication speed should be considered in practice. In the next, 

we select N = 1014 for a clock rate of 2.5 GHz and communication duration of 54 10  s to obtain a 

high key rate and practical communication period for calculation.  
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In the following, we also calculate the finite-sized final key rates with different visibilities to 

examine the effect of the distinguishability of the two photons. Here, we set N = 1014 and changed 

V from 0.3 to 1. The curves in Fig.4.6 show that the acceptable condition of visibility V = 0.42 is 

more stringent for finite-size key generation than the V = 0.38 of the infinite-size, as shown in 

Fig.4.8.  

 

Figure 4.8.21Key rate with different visibilities of finite-sized MDI-QKD protocol with a BS+PBS 

BSM. The total number of pulses send by Alice and Bob is N=1014. 

4.4    Acceptable time delay of two photon pulses 

4.4.1    Gaussian photon pulses 

With the acceptable visibility we can also calculate the acceptable time delay between the two 

photons from Alice and Bob. We considered two Gaussian photon pulses, which are typically 

assumed [3]: 

 ( )
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where i  is the central frequency of pulse i, and i  is its spectral width. If Alice’s and Bob’s 

Gaussians are identical, the coincidence probability of the HOM dip can be simply written as [13]: 
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2 21

1
2

ip e  −= − , (4.10) 

which refers to the visibility V . The time delay of Alice’s and Bob’s photon pulses is  . If the time 

duration of the photon pulse is assumed to be L , the product of the time and bandwidth L  when 

both are at full width at half maximum (FWHM) is [14]  

 

1 2
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
 
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  
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, (4.11) 

where β is the phase modulation parameter, and γ describes the Gaussian pulse envelope relation to 

the temporal half-width of the radiant power of the pulse by  

 

1 2

2ln 2
L



 
=  
 

. (4.12) 

The spectral FWHM is given by the spectral width as  

 ( ) ( )
222 2 2 2ln 2L    =  = . (4.13) 

So, equation (4.9) provides the condition of L  for Gaussian pulses as 
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In the special case of a transform-limited pulse β = 0 (without phase modulation), the product CB 

results becomes 0.441[14]. By substituting (4.11) and (4.14) into (4.10), we can calculate the 

coincidence probability, p as follow 

 

( ) 2
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2ln 2

1
1

2
Lp e




−

= − . (4.15) 

The β = 0 is the simplest case but can be achievable with proper dispersion compensation in the 

experiment. If β ≠ 0, the phase modulation results in the temporal frequency shift or chirping, 

which would increase the distinguishability.   

4.4.2    Time delay of two photons 

In the following, we fix the time duration to 100 and 200 ps. Because of the different key rates 

obtained by different decoy state calculation methods, we choose the result of the most efficient 

infinite-sized protocol. The HOM dips are shown in Fig.4.9. They show that the acceptable time 

delay is 45.5 ps for  100-ps width and 89.0 ps for  200-ps width. 
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It should be noted that the calculation results we obtained are based on the three-intensity model. 

However, the four-intensity model [15], [16] with better performance have been proposed and 

implemented. It was suggested in four-intensity model will improve the performance for smaller 

number of pulses. Since the small data size is very important for practical QKD application, we 

should explore the improvement of  the estimation with decoy method in the future. Fortunately, 

our conclusions are based on HOM interference, so this method is applicable to any quantum 

communication model (including MDI-QKD, mode-pairing QKD [17], etc.) that depends on two-

photon interference. 

Time control is important because the fluctuation in the fiber length in the field has a greater effect 

as the distance increases. If the pulse duration increases, the time-control requirement is relaxed. 

However, this implies low clock frequency. A shorter time duration requires strict control of the laser 

spectrum, and a longer time duration reduces the pulse generation rate and, thus, the key generation 

rate. In addition, if the window of the photon detector is widened, the dark counts and, thus, the error 

rate increase.  

The time delay of the two pulses is detected using Charlie's time-digital converter (TDC). The 

measured time delay data are processed by a computer and used to control the delay line (DL) on one 

side to reduce the time delay of the two photon pulses to increase visibility. 

Commercially available TDC devices, such as Maxim Integrated's MAX35101 and Sciosense's 

TDC-GPX2, provide  a time resolution of 10-20 ps. Although an accuracy of 45.5 ps can be realized 

with these devices,  stricter control would be required to reduce the errors due to the distinguishability. 

We still need to explore electrical methods with more sophisticated TDC devices or optical methods to 

detect differences in arrival time. 

Note that this value is for the present criteria. A different criterion will change the requirement. It is 

necessary to calculate it according to the system specifications. 
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Figure 4.9.22HOM-dip of 100 ps (black solid line) and 200 ps (black dotted line) time duration. 

The red dotted line of V=0.38 represents the position with the minimum coincidence 

probability of 0.62. 

4.5    Summary 

In this chapter, we first introduced Hong-Ou-Mandel (HOM) interference and the errors in two-

photon interference within MDI-QKD. For the implementation of this protocol, the photons 

generated by the two independent laser sources must be indistinguishable. We calculated the final 

key rate of the infinite-sized and finite-sized MDI-QKD to determine the effects of two-photon 

distinguishability on the visibility of their interference. From this analysis, we derived reasonable 

ranges for visibility under conditions of both infinite and finite key lengths. Our simulation results 

show that the acceptable condition of visibility V = 0.42 is more stringent for finite-size key 

generation than the V = 0.38 of the infinite-size. We also compared the impacts of different Bell 

State Measurements (BSMs) across various protocols, concluding that the Beam Splitter + 

Polarizing Beam Splitter (BS+PBS) type BSM exhibits superior performance. 

Subsequently, we calculated the coincidence probability for Gaussian photon pulse interference 

in the HOM setup. Based on the visibility values previously determined, we identified the 

acceptable range of delays for two-photon pulses within the BSM of MDI-QKD. We conclude that 

the acceptable time delay is 45.5 ps for 100-ps width and 89.0 ps for 200-ps width. We also 

estimated an acceptable time delay between two photons from two independent pulse lasers.  
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This study provides quantitative conditions for timing-control accuracy, which will play an 

important role in improving the performance of practical MDI-QKD systems. Because 

synchronization is crucial to achieving high visibility of two-photon interference, we still need to 

improve the method to measure and control the relative time difference between photons from 

remote sources. 
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Chapter 5   

Synchronization scheme of MDI-QKD 

5.1    Introduction 

The MDI-QKD (Measurement-Device-Independent Quantum Key Distribution) protocol mandates 

that the two photons arriving at the measurement device must be indistinguishable. In the previous 

chapters, we calculated the theoretical range of acceptable time delay errors for two-photon pulses. 

To achieve this, precise time control is imperative to eliminate any distinguishability caused by 

variations in the arrival times of the photons. In conventional methodologies [1]-[3], the temporal 

difference between the photon arrivals is ascertained at a specific measuring instrument, referred to 

as Charlie. Subsequently, a control signal is transmitted to the users, Alice and Bob, to adjust their 

photon emission timings. However, these methods incorporate a long feedback loop and may result 

in unstable control dynamics, especially during long-distance transmissions where signal 

degradation can occur. 

In this chapter, we introduce an innovative method in which the difference in photon arrival 

times is detected and managed directly at Charlie. To facilitate this, the reference signal for time 

adjustment is generated by an optical frequency comb (OFC), which is meticulously synchronized 

with the quantum signal. This synchronization ensures that the quantum signal photons are aligned 

with the reference signal pulses, thereby enhancing the temporal alignment of the photons. 

We conducted a proof-of-principle experiment to validate the effectiveness of this new 

approach. The results of this experiment confirmed that the time synchronization precision required 

for the successful execution of the MDI-QKD protocol could indeed be achieved. This proposed 

methodology not only confirms the practical feasibility of improved time control but also 

significantly simplifies the implementation process of MDI-QKD, making it more robust and 

efficient for practical quantum cryptographic applications. 

5.2    Existing schemes 

5.2.1    Experimental setup 
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Tang et al. [1] and Valivarthi et al. [2] demonstrated disturbance compensation schemes; however, 

these schemes rely on long-distance feedback channels, which may introduce unnecessary errors. 

Even when the signal source is compensated and corrected, errors generated in long-distance fiber 

channels may still be overlooked. Fan-Yuan et al. [3] also implemented a multi-user MDI-QKD 

network using passive techniques of reference-frame-independent (RFI) protocol and polarization-

compensation-free (PCF) method.  

In reference [1], by creating a system operating at a 75 MHz clock rate that is fully automatic 

and highly stable, and by using superconducting nanowire single-photon detectors with detection 

efficiencies exceeding 40%, we have extended the secure transmission distance of MDIQKD 

(Measurement-Device-Independent Quantum Key Distribution) up to 200 km and achieved a 

secure key generation rate that is three orders of magnitude higher. 

 

Figure 5.1.23The time calibration scheme for MDI-QKD described in [1]. Two SynLs (1570 nm) are 

adopted, with the 500 kHz shared time reference generated from a crystal oscillator circuit 

(COC) and with the time delayed by a programmable delay chip (PDC). Alice (Bob) receives 

the SynL pulses with a PD and then regenerates a system clock of 75 MHz. WDM: 

wavelength division multiplexer, ConSys: control system. 

As illustrated in Figure 5.1, for the timing mechanism, two trains of synchronization laser (SynL, 

1570 nm) pulses are transmitted from Charlie to Alice and Bob through two separate fiber links, 
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utilizing shared time references produced by a crystal oscillator circuit located at Charlie’s facility. 

Alice (and Bob) employs a photoelectric detector (PD) to capture the SynL pulses. The signals 

from the PD are then used to reconstruct a 75 MHz system clock, ensuring synchronization across 

the entire system. Subsequently, we accurately align the two trains of signal laser pulses using a 

feedback control mechanism. Alice and Bob send their signal laser pulses to Charlie in an 

alternating fashion. Charlie, equipped with a superconducting nanowire single-photon detector 

(SNSPD), measures the arrival times of these pulses. Based on the differential arrival times, Charlie 

modifies the time delay between the two SynL pulse trains using a programmable delay chip. The 

timing resolution achieved is 10 ps, and the overall timing calibration precision is maintained 

below 20 ps, both significantly finer than the 2.5 ns pulse width of the signal laser. 

However, the scheme proposed in [1] necessitates the optimization of high-speed laser 

modulation techniques, which is crucial for further enhancing the system clock rate. For instance, 

employing state-of-the-art components to achieve GHz-level clock rates [4] and reducing overall 

timing jitter. There is still significant room for improvement in the efficiency of superconducting 

nanowire single-photon detectors (SNSPDs) [5]. Ideally, increasing the clock rate and detector 

efficiency can further enhance the transmission distance and secure key rate. 

Additionally, in the experiment described in [1], two separate fibers were used to transmit signal 

laser pulses and synchronization laser pulses, respectively. To enhance the appeal of MDIQKD in 

practical applications, utilizing a single fiber to simultaneously transmit both types of laser pulses 

[6]-[8] and minimizing noise originating from Raman spontaneous scattering [9], [10] would be 

ideal. 

For Charlie to successfully perform a Bell State Measurement (BSM), the photons emitted by 

Alice and Bob must be indistinguishable in all degrees of freedom, including spatial, spectral, 

polarization, and temporal degrees. Spatial overlap is easily ensured by using single-mode fibers. 

Spectral overlap is achieved by carefully tuning and stabilizing the wavelengths of the Distributed 

Feedback (DFB) lasers. However, since photons typically travel long distances (tens of kilometers) 

through independent fibers, they are subject to varying environmental conditions, leading to 

fluctuations in polarization states and arrival times at Charlie's location. Therefore, the scheme 

employs feedback mechanisms to actively compensate for these variations. To achieve efficient key 

generation, it is imperative that the feedback systems do not interfere with the actual key 

distribution process (ensuring maximum operational time for key distribution), and that all 

expensive components of the control module are integrated into Charlie. 

To compensate for the varying transmission times of the photon pulses sent from Alice and Bob 

to Charlie, [2] observes the degree of Hong-Ou-Mandel (HOM) interference at Charlie [11]. For 

this purpose, the signals from two SNSPDs are sent to an HOM unit, which monitors the 

coincidence detection rate corresponding to both photons arriving in the same mode. Due to photon 
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bunching, the coincidence count rate reaches a minimum when photons from Alice and Bob 

simultaneously arrive at the PMBS, providing an accurate feedback signal to maintain timing 

synchronization. At this point, Alice's qubit generation time is adjusted with an accuracy of 27.8 ps  

to sustain the coincidence count rate at its minimum. Consequently, timing synchronization is 

achieved through a self-contained feedback mechanism, obviating the need for additional SNSPDs 

or high-bandwidth PDs [12]. 

In the MDI-QKD system in [2], as shown in Figure. 5.2, a time-tagging module is utilized to 

record the preparation information of Alice and Bob's qubits. Alice and Bob record the emission 

time with an accuracy of 50 ns, as well as the basis (X or Z), bit value (0 or 1), and the chosen 

mean photon number (vacuum, decoy, signal). Additionally, the successful BSM time at Charlie 

and the projected state are recorded. Understanding the exact propagation time from Alice and Bob 

to Charlie allows for backtracking and determining which two qubits interacted at Charlie. 

Charlie sends a common clock signal to synchronize the qubit preparation devices of Alice and 

Bob. During the time-tagging process, Alice and Bob send their prepared qubit information 

(excluding time) to memory buffers, specifically first-in-first-out (FIFO) buffers in their FPGAs, 

while the corresponding qubits are sent to Charlie. The memory buffer time is set to be equal to the 

time required for the qubits to reach Charlie plus the time required for the BSM signal to reach 

Alice (or Bob) from Charlie. Subsequently, a simple logic operation allows only the successful 

BSM-generated qubits to be singled out and only these qubits are further processed. 

 

Figure 5.2.24The experimental step of MDI-QKD described in [2]. PC: polarization controller, PBS: 

polarization beam splitter, PMBS: polarization maintaining beam splitter, SNSPD: 

superconducting nanowire single photon detector, HOM: Hong-Ou-Mandel measurement, CLK: 

clock, BSM: Bell state measurement, DWDM: dense wavelength division multiplexers, PD: 

photon detector, FPGA: field-programmable gate array, IM: intensity modulator, PM: phase 

modulator, ATT: attenuator, ISO: isolator, QC: quantum channel, CC: classical channel. Note 

that the CLK and BSM signals are distributed to Alice and Bob electronically in the experiment. 
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In [2], two spooled fibers of 40 kilometers in length were employed. The average photon 

number per qubit was 0.03. The measured visibility was determined to be 46.4±0.5%, slightly 

lower than the maximum possible value of 50% for pulses with a Poisson photon-number 

distribution. In the experiment, after accumulating approximately 30 million bytes of tagged data, 

Alice and Bob compared their data files. Based on the comparison, gains and quantum bit error 

rates (QBER) were calculated to determine the secure key rate [13]. Ultimately, over an 80-

kilometer spooled fiber, the secret key rate exceeded 0.1 kbps. By increasing the clock rate from 20 

MHz to 2 GHz (limited by the 200 ps clock jitter of the SNSPD [14], [15]), this rate could be 

increased to approximately 10 kbps. If standard fiber (0.2 dB/km) were replaced with ultra-low-loss 

fiber (0.16 dB/km), the distance could be further extended [16], [17]. 

5.2.2    Disadvantages of existing schemes 

The experimental schemes employed in the previous studies [1], [2] can be simplified to the 

measurement-feedback-modulation system depicted in Figure 5.3 to compensate for the arrival time 

difference.  

 

Figure 5.3.25Basic composition of the timing control in [1], [2]. Charlie conducts BSM on the 

received signals and subsequently transmits synchronized clock signals to Alice and 

Bob for calibration based on the measurement results. CLK: clock, BSM: Bell state 

measurement. 

Their synchronization mechanism relies on Charlie to transmit synchronous clock signals to 

Alice and Bob through the feedback channel, enabling the compensation for arrival time 

differences. However, the stability of the feedback control can be compromised by the inherent 

loop delay in transmitting control signals between Charlie, Alice, and Bob. To mitigate this issue, 

it's crucial that the changes in the transmission lines occur at a slower rate compared to the 

transmission time itself. Any disturbances in the transmission process can disrupt the 

synchronization process, potentially leading to inaccuracies. Additionally, even after achieving 



 

 

Chapter 5   Synchronization scheme of MDI-QKD                                                                             77 

synchronization, the signals transmitted by Alice and Bob may encounter new disturbances as they 

traverse long-distance fiber channels, further complicating the process of maintaining 

synchronization. 

5.3    Proposed scheme 

5.3.1    Improved time synchronization scheme 

We propose an improved method to decrease the impact of temporal distinguishability, without 

depending on the long-distance feedback to eliminate the effects of time delay and channel noise. 

Our proposal is based on the observation that Charlie’s actions will not impact the security of the 

MDI-QKD protocol. Charlie’s actions include assisting Alice and Bob in synchronizing the pulse 

arrival times. Figure 5.4 illustrates the proposed configuration of the MDI-QKD system.  

 

Figure 5.4.26Schematic layout of the proposed MDI-QKD system. OFC, optical frequency comb 

modulator; OADM, optical add–drop multiplexer; IM, intensity modulator; PM, phase 

modulator; ATT, attenuator; DL, delay line; WDM, wave division multiplexing; TDC, 

time-digital converter; BSM, Bell state measurement. 

As in typical setups involving Alice and Bob, independent laser sources generate weakly 

coherent pulses (WCPs). To meet the requirements for both the signal pulses for BSM and the 

reference pulses for delay detection, we propose utilizing an optical frequency comb (OFC) [35]. 

The OFC produces evenly spaced signals in the wavelength domain that are synchronized in both 

time and phase. Using an optical add–drop multiplexer (OADM), Alice and Bob select a 

wavelength as the signal and send it back to the comb after modulation and attenuation. Another 
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unmodulated wavelength is utilized for the reference. Charlie separates the reference pulses and 

signal pulses with a wave division demultiplexer. He measures the time difference between Alice’s 

reference pulses and Bob’s reference pulses using a time-digital converter (TDC). The difference 

supplies a feedback signal to the delay line (DL). Since the signal pulses and reference pulses 

undergo the same delay caused by the DL placed before the wave division multiplexer (WDM) and 

are initially synchronized, the synchronization of the reference pulses implies the synchronization 

of the signal pulses. The delay that occurs after the signal passes through the long-distance channel 

is effectively eliminated. Finally, Charlie performs BSM on the synchronized signals. 

5.3.2    Optical frequency comb 

In order to modulate the attenuated weak coherent pulse train into a periodic strong pulse train, we 

consider using optical frequency comb (OFC).  

Generally, there are three methods of long-distance frequency transmission through optical fiber 

[18]. The first method is to transmit a continuous laser signal modulated by amplitude. This method 

is very straightforward, but because modulation introduces noises and requires high frequency 

electronics technology to support [19]. The second method is to transmit a stable continuous optical 

frequency signal of extremely narrow linewidth directly [20]. The advantage is that the optical 

signal will not be affected by dispersion. However, the system of grafting microwave signal and 

optical frequency signal requires a number of stable optical frequency comb systems with wide 

bandwidth, which is usually very complex. The last one is the optical frequency comb generated by 

the transfer mode-locked laser [21], [22]. The frequency interval of the comb teeth is the repetition 

frequency of the mode-locked pulse train, generally in the MHz-GHz range. We can lock with the 

microwave frequency standard by controlling the cavity length of the laser. In this way, the 

transmitted optical band signals are also loaded with RF information. At the same time, mode-

locked pulses are generally generated based on the intrinsic electronic nonlinear optical response of 

the material. Generally, the rising edge of the pulse is in the femtosecond order and has the 

advantages of high detection SNR and low duty cycle. 

 

(a) Time domain 
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(b) Frequency domain 

Figure.5.5.27Time domain and Frequency domain of OFC. 

OFC is generated by a mode-locked laser. It is a laser source with ultra-short pulses. If the laser 

pulse repetition frequency and carrier envelope frequency shift are precisely controlled, according 

to Fourier transform, a series of comb spectral lines with uniform distribution, fixed position and 

extremely wide spectral range are obtained in frequency domain. It can be used as a reference to 

measure the unknown frequency or stabilize the laser to a specific frequency. While in time domain, 

it is shown as a pulse train with stable repetition frequency, as shown in Fig.5.5. 

OFC can be generated based on different external modulators, such as phase modulator (PM) 

[23]-[27], intensity modulator (IM) [28]-[30], electrical absorption modulator (EAM) [31], 

polarization modulator [32], etc. The method of PM for continuous laser is simple and flexible. 

However, a lot of PMs are generally used in the scheme, so the cost is relatively high. OFC 

generated by IM has tunable bandwidth and spacing of comb lines, with considerable number of 

comb lines and better flatness. In the scheme of generating OFC by EAM, the time window of 

EAM in amplitude selector circuit is much shorter. Using EAM as the limiter gate can make the 

output spectral lines have better flatness, but the bandwidth and spacing of the spectral lines are not 

tunable, and the number of comb lines is small. In addition, OFC can also be generated by optical 

nonlinear effect [33]. However, it is difficult to control the optical nonlinear effect process, and the 

center wavelength and spacing of the comb line are not tunable. 

The scheme to generate OFC based on external modulator is simple, easy to implement and 

stable. The output spectrum is relatively flat, and the number of comb lines is considerable, but it 

requires RF signal as the driving signal to provide voltage with a specific frequency to the 

modulator. We chose a wide and flat tunable OFC scheme based on the dual-drive Mach-Zendell 

modulator (MZM) [34], which is simple, flexible and easy to operate. 
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Figure.5.6.28Concept of optical frequency comb generation using a dual-drive MZM. 

The principle of OFC using a MZM is shown in Fig.5.6. In the OFC generator, an input 

continuous-wave (CW) light wave is modulated with a large amplitude RF signal using a dual-drive 

MZM. Higher-order sideband frequency components are generated. And these components can be 

used as a frequency comb because the signal has a spectrum with a constant frequency spacing [34]. 

The intensity of each component is highly dependent on the harmonic order. The spectral unflattens 

can be canceled if the dual arms of the MZM are driven by in-phase sinusoidal signals, RF-a and 

RF-b in Fig.5.9, with a specific amplitude difference. 

Suppose that the optical phase shift induced by signals RF-a and RF-b, respectively. The optical 

field at the output of the MZM is given by [69]: 
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where Ik(A) denotes the kth-order Bessel function.  

Power conversion efficiency from the input CW light to each harmonic mode can be 

asymptotically approximated as: 
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where ( )1 2 2A A A= + ,  ( )1 2 2A A A = − , and ( )1 2 2   = − . Here, 2 A  means a peak-to-

peak phase difference induced in each arm; 2   means a DC bias difference between the arms. 

This expression describes the generated comb well as long as A  is large enough. To make the 

comb flat in the optical frequency domain, the intensity of each mode should be independent of k. 
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From Eq.(5.2), the driving condition becomes 
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under which frequency components of the generated OFC should have the same intensity.  

Under this condition, the intrinsic conversion efficiency is theoretically derived from Eqs.(5.2) 

and (5.3), resulting in 
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So, the optimal driving condition for flatly generating an OFC with the maximum conversion 

efficiency is given by 
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This is the optimal driving condition for flatly generating an OFC with the maximum conversion 

efficiency. 

The bandwidth of the generated frequency comb should be limited, otherwise, total energy is 

diverged. Thus, we assume that optical energy is equally distributed to each frequency mode around 

the center wavelength and the optical level out of the band is zero. This assumption is reasonable 

because the approximation for Eq.(5.2) is valid for small k, and ηk rapidly approaches zero for large 

k. Since the total energy, outP , can be calculated in the time domain, the bandwidth of the frequency 

comb becomes: 
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which is almost independent of  A  (or  ). 

5.3.3    Experimental setup 

The experiments were carried out to verify the feasibility of the proposal with the setup shown in 

Fig. 5.7. We have shown that the signal synchronizes with the reference separated by WDM, and 

we have measured the time error of this synchronization. The generation of the signal and reference 

for Alice and Bob employed a single OFC.  
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Figure 5.7.29Experimental setup used to verify the synchronization of optical frequency comb 

signals. EOM: electro-optic modulator is used for optical frequency comb modulation. 

An adjustable time delay τ is added to one side output of the beam splitter. Time delay 

detected by TDC is compensated by DL modulation on the other side (or the same side). 

 

Figure 5.8.30Experimental setup of generation of pulses. 

 

Figure 5.9.31Experimental setup of generation of OFC. 
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Figure 5.10.32The spectral results of the OFC experiment. 

We use an intensity modulator (IM) to modulate a continuous wave laser at 1553.33nm. The 

pulse generator divides a 12.5GHz electrical pulse signal by 1/10, producing pulses with a 

minimum width of 80ps at 1.25GHz. The modulated laser pulses are then evenly split into two 

sequences of light pulses using a 50:50 BS, as depicted in Figure 5.8. For OFC generation, we 

employ a phase modulator (PM) using an electro-optic modulator (EOM) as shown in Figure 5.9. It 

is modulated with a 12.5GHz RF signal to generate frequency lines spaced at intervals of 12.5GHz, 

as illustrated in Figure 5.10. 

The current experiment used one laser and divided the optical pulse into two to mimic the two 

independent lasers. Since we observed an HOM interference between the adjacent laser pulses at 

2.5 GHz, the timing jitter between the independent lasers may not affect the HOM interference 

significantly. A laser with a modulated pulse frequency of 1.25 GHz and a pulse duration of 150 ps 

operated at a wavelength of 1553.33 nm. The separation between the signal pulse and the reference 

pulse after the OFC was 25 GHz. The pulses were detected by high-speed pin photodiodes. We 

used Multiharp 150 as a TDC to measure the time difference of the reference pulses. The measured 

time delay was used for the feedback signal to modulate the DL. We used General Photonics’ 

MDL-001, which has a modulation range of 0–560 ps at the modulation rate of up to 256 ps/s. To 

investigate signal synchronization, we utilized the same TDC to measure the time difference 

between signal pulses. This was instead of observing the HOM dip for communication pulse pairs. 

Both methods are in principle equivalent for evaluating the distinguishability of two photons. The 

cumulative time of the TDC was 10 s, so the delay was controlled every 10 s. 

5.3.4    Results and discussion 

Figure 5.11 illustrates the relationship between the time differences of reference and signal pulses, 

where a 100 ps delay is approximately 20 mm of the typical optical fiber channel length. The 

measurement–feedback–modulation process operates effectively, as observed in the figure. The 



 

 

84                                                                              Chapter 5  Synchronization scheme of MDI-QKD 

 

time delays of the two sets of pulses separated by WDM exhibit proportionality.  

As the Multiharp 150 provides a time resolution of 5 ps, measurement errors occur in multiples 

of 5 ps. The error measurement between the reference and signal pulses falls within the range of 

±15 ps. This includes the error measurement in the reference pulses and the signal pulses after time 

difference compensation. Since the pulse duration was 150 ps, the acceptable time difference 

between the signal pulses is calculated to be −66.8 ps to 66.8 ps to obtain the two-photon 

interference visibility of 0.38 required for key generation as shown in Figure 5.12. It is evident that 

the error measured by our experimental setup falls within this acceptable range. The wavelength 

dispersion will differ the arrival time of the reference pulse from the signal pulse. The typical value 

for the single-mode fiber is +17 ps/nm/km. The frequency difference of 25 GHz at 1550 nm refers 

to the wavelength difference of 0.2 nm, resulting in the time difference of 340 ps after 

 

Figure 5.11.33Time delay detection results of frequency optical comb signals separated by WDM. 

The abscissa is time delay measurement value of synchronization signal. The ordinate is 

time delay measurement value of detection signal. The dashed line represents the ideal 

value, and the blue diamonds are the average of the actual values. 
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Figure 5.12.34HOM-dip of 150 ps time duration Gaussian pulses. 

The wavelength dispersion will differ the arrival time of the reference pulse from the signal pulse. 

The typical value for the single-mode fiber is +17 ps/nm/km. The frequency difference of 25 GHz 

at 1550 nm refers to the wavelength difference of 0.2 nm, resulting in the time difference of 340 ps 

after 100 km transmission. However, the difference is the same for Alice–Charlie and Bob–Charlie 

as long as the transmission distances are the same. Since the TDC detects the time difference of the 

pulse arrival times from Alice and Bob, the time difference between the reference and signal pulses 

does not affect the accuracy of the time difference measurement. In practical systems, dispersion 

compensation should be applied to reduce the pulse width deviation due to the laser chirping. 

The intensity of the reference pulse was set to the smallest value for the current photodetector. It 

can be further reduced by using a more sensitive detector. The extinction ratio of the DWDM 

demultiplexer was about 25 dB. In a practical system, the scattering noise should be further reduced 

by 23 dB. It is possible by increasing the frequency difference and adding a narrow bandwidth filter. 

The TDM technique, which is used in CV-QKD systems, will be useful to reduce the noise. The 

TDM technique will also reduce the noise due to the nonlinear scattering. Note that the arrival time 

of the reference pulse may be different from that of the signal pulse if the difference is fixed. 

Since all the components of the time synchronization system are integrated within Charlie’s lab, 

time difference measurement, feedback, and time delay modulation are centralized in one location. 
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This consolidation effectively minimizes errors introduced into the time synchronization system. 

Our proposal requires no additional clock source in Charlie’s system and avoids errors arising from 

the long-distance feedback. Although it is necessary to precisely match the clock frequencies at 

Alice and Bob, the phase of the clocks does not need to be synchronized in our proposal. 

Separation between reference and signal pulses can be improved by shifting timing. Polarization 

division will yield additional improvements. By utilizing a phase detector and a phase modulator in 

place of the TDC and DL, our proposal can compensate for phase fluctuations. 

The system provides precise control of the pulse arrival time to obtain HOM interference with 

high visibility. However, the channel length will be changed more than the pulse period, say 400 ps, 

due to slow temperature variations. A temperature variation of 1℃ results in more than 1 m in a 

hundred kilometers, which corresponds to 5 ns of the time delay. A large delay will alter the pulse 

to interfere at the beam splitter and increase the error rate to 50%. Therefore, frame synchronization 

is necessary. The system should monitor the bit error rate and perform the frame synchronization 

when the bit error rate exceeds a threshold. The frame synchronization requires that the pulse 

periods of Alice and Bob are precisely locked. In this sense, synchronization of clock frequency is 

necessary. On the other hand, our DL range of 560 ps is sufficient to cover the drift within the pulse 

period of 400 ps for a 2.5 GHz clock system. To compensate for the fast jitter, it will be necessary 

to improve the feedback loop. This may be possible by adding an electrically driven phase 

modulator to our control system. 

Our experimental setup is able to greatly reduce the requirement for synchronization in MDI-

QKD systems. Our scheme can be combined with the existing methods [1]-[3]. 

5.4    Summary 

In this chapter, we introduce an enhanced time synchronization scheme for the MDI-QKD protocol 

to mitigate distinguishability issues in the two-photon interference caused by the time fluctuations 

in long-distance transmissions. We propose to perform all steps of the synchronous measurement 

feedback modulation in Charlie’s lab, eliminating the need for long-distance feedback and extra 

clock sources. By minimizing the temporal distinguishability in the two-photon interference, with 

DL providing the delay compensation, the signals of Alice and Bob are synchronized for the BSM. 

To implement this scheme, we propose to use an optical frequency comb to generate the reference 

and signal pulses to be synchronized with each other. We conducted an experiment to validate the 

feasibility of the proposal. The results prove successful synchronization between the reference and 

signal pulses. The obtained timing error of ±15 ps meets the calculated acceptable range for pulses 

with a 150 ps pulse width. Our proposal is expected to make a significant contribution to the 

practical application of the MDI-QKD protocol. Interestingly, TF-QKD employing frequency 
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optical combs to establish mutual coherence has also been proposed [36]. This shows that this 

technique can be widely used in future QKD networks. 
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Chapter 6   

Conclusion 

To address potential security vulnerabilities in practical quantum key distribution (QKD) systems, 

measurement-device-independent quantum key distribution (MDI-QKD) has been proposed. MDI-

QKD protects legitimate users from attacks on measurement devices. The decoy method allows for 

unconditionally secure quantum key generation using lasers. For MDI-QKD, it is crucial that the 

photons emitted by two independent lasers are indistinguishable. As the MDI-QKD protocol relies 

on the photon bunching effect of two indistinguishable photons at a 50:50 beam splitter (BS), stable 

Hong-Ou-Mandel (HOM) interference should be observed. The validity of HOM testing has been 

explored in principle. However, in real-world environments, fiber channels are susceptible to 

interference, and non-ideal visibility effects become particularly pronounced in long-distance 

transmission. Therefore, it is necessary to elucidate the relationship between HOM interference 

visibility and the final key rate, and to establish methods for improving visibility. 

In this thesis, we introduced the MDI-QKD and analyzed the effect of two-photon temporal 

distinguishability on the key generation rate of MDI-QKD. Based on this, we proposed a scheme of 

MDI-QKD with time synchronization to reduce the two-photon temporal distinguishability. 

In chapter 2, we introduce the components of QKD systems and common QKD protocols, with a 

focus on the BB84 protocol. It then emphasizes the photon number splitting (PNS) attack. In 

response to this attack, QKD protocols, combined with the decoy state method, can achieve secure 

and efficient key transmission. This lays the groundwork for the subsequent chapters' discussion on 

practical system implementations. 

In chapter 3, we elaborate on the security issues present in practical QKD systems. To meet the 

security requirements of actual system detectors, researchers have proposed an MDI-QKD system 

model capable of resisting any detector attacks, emphasizing the advantages of MDI-QKD. 

Furthermore, several specific encoding schemes for MDI-QKD implementation are introduced. 

Building on the aforementioned work, we conduct an analysis of the key generation rates for three-

intensity decoy-state MDI-QKD with polarization encoding under both infinite key length and 

finite key length scenarios. 

In chapter 4, we first introduced Hong-Ou-Mandel (HOM) interference and the errors in two-

photon interference within MDI-QKD. For the implementation of this protocol, the photons 

generated by the two independent laser sources must be indistinguishable. We calculated the final 
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key rate of the infinite-sized and finite-sized MDI-QKD to determine the effects of two-photon 

distinguishability on the visibility of their interference. From this analysis, we derived reasonable 

ranges for visibility under conditions of both infinite and finite key lengths. Our simulation results 

show that the acceptable condition of visibility V = 0.42 is more stringent for finite-size key 

generation than the V = 0.38 of the infinite-size. We also compared the impacts of different Bell 

State Measurements (BSMs) across various protocols, concluding that the Beam Splitter + 

Polarizing Beam Splitter (BS+PBS) type BSM exhibits superior performance. Subsequently, we 

calculated the coincidence probability for Gaussian photon pulse interference in the HOM setup. 

Based on the visibility values previously determined, we identified the acceptable range of delays 

for two-photon pulses within the BSM of MDI-QKD. We conclude that the acceptable time delay is 

45.5 ps for  100-ps width and 89.0 ps for  200-ps width. We also estimated an acceptable time delay 

between two photons from two independent pulse lasers.  

In chapter 5, we introduce an enhanced time synchronization scheme for the MDI-QKD protocol 

to mitigate distinguishability issues in the two-photon interference caused by the time fluctuations 

in long-distance transmissions. We propose to perform all steps of the synchronous measurement 

feedback modulation in Charlie’s lab, eliminating the need for long-distance feedback and extra 

clock sources. By minimizing the temporal distinguishability in the two-photon interference, with 

DL providing the delay compensation, the signals of Alice and Bob are synchronized for the BSM. 

To implement this scheme, we propose to use an optical frequency comb to generate the reference 

and signal pulses to be synchronized with each other. We conducted an experiment to validate the 

feasibility of the proposal. The results prove successful synchronization between the reference and 

signal pulses. The obtained timing error of ±15 ps meets the calculated acceptable range for pulses 

with a 150 ps pulse width.  

In this study, we provide quantitative criteria for the visibility of two-photon interference and the 

accuracy of time-delay control, which will play a crucial role in enhancing the performance of 

practical MDI-QKD systems. Since synchronization is pivotal for achieving high visibility of two-

photon interference, we propose an improved method for measuring and controlling the relative 

time difference between photons emitted from remote sources, aiming to achieve precision in 

quantitative criteria. Our proposed approach cleverly circumvents the timing distinguishability 

errors caused by time shifts in long-distance fiber channels. Combining existing mature 

technologies, it is anticipated to make significant contributions to the practical implementation of 

QKD protocols. Recently, twin-field quantum key distribution (TF-QKD) employing frequency 

optical combs to establish mutual coherence has also been proposed, indicating the potential wide 

application of this technique in future quantum key distribution networks. 
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