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Abstract While the widespread adoption of the Internet of Things (IoT) has enabled network connectivity for diverse devices,
challenges remain in establishing external communication across NAT-separated environments and ensuring privacy through data
confidentiality. This paper proposes a secure IoT remote control system that integrates DNS and Port Control Protocol (PCP) to
address these issues. We design and implement the proposed system, and verify that the proposed system operates as expected
through functional evaluation in a virtual environment.
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10 0.134891 192.168.1.100 192.168.1.254 39640 853 TLSV1.3 130 Change Cipher Spec, Application Data

110.136754 192.168.1.254 192.168.1.100 853 39640 TCP. 66 853 - 39640 [ACK] Seq-1334 Ack=1528 Win-63872 Len=0 T!
12 0.137109 192.168.1.100 192.168.1.254 39640 853 TLSV1.3 317 Application Data

130.138668 192.168.1.254 192.168.1.160 853 39640 TCP 66 853 > 39640 [ACK] Seq-1334 Ack-1779 Win-63744 Len-@ T!
1410.149792 192.168.1.254 192.168.1.160 853 39640 TLSvi.3 576 Application Data, Application Data

150.187698 192.168.1.254 192.168.1.160 853 39640 TLSv1.3 208 Application Data

16 0.187744 192.168.1.160 192.168.1.254 39640 853 TCP. 66 39640 + 853 [ACK] Seq~1779 Ack-1986 Win-62336 Len=0 T!
170.189688 192.168.1.160 192.168.1.254 39640 853TLSv1.3 90 Application Data

18 0.190486 192.168.1.254  192.168.1.160 853 39640 TLSvi.3 90 Application Data

19.0.190486 192.168.1.254 192.168.1.160 853 39640 TCP 66 853 + 39640 [FIN, ACK] Seq-2010 Ack=1803 Win=63744 Lei
200.191365 192.168.1.100 192.168.1.254 39640 853 TCP 66 39640 + 853 [FIN, ACK] Seq=1803 Ack=2011 Win=62336 Le
210.193097 192.168.1.254 192.168.1.160 853 39640 TCP 66 853 > 39640 [ACK] Seq-2011 Ack-1864 Win-63744 Len-@ T!

X4 SRV RREFED 7 v b (6T 7 — + 7 = A 24458 DNS 3 — %)

No. Time Source Destination ~ Source Port Dest Port Protocol Length Info
10.000000 172.16.0.1 172.16.0.100 50769 853 TCP 66 50709 » 853 [SYN] Seq=8 Win=65535 Len=0 MS5=1460 WS=256 ¢
20.000241 172.16.0.100 172.16.0.1 853 50709 TCP 66 853 > 50709 [SYN, ACK] Seq=0 Ack=1 Win=64660 Len=0 MSS=1:
30.001018 172.16.0.1 172.16.0.100 56709 853 TCP 60 56709 > 853 [ACK] Seq=1 Ack=1 Win=65280 Len-9
40.001943 172.16.0.1 172.16.0.100 56709 853 TLSv1.3 1517 Client Hello

50.001986 172.16.0.100 172.16.0.1 853 50709 TCP 54853 - 50709 [ACK] Seq=1 Ack=1464 Win=63232 Len=0
60.007827 172.16.0.100  172.16.0.1 853 50709 TLSvi.3 1387 Server Hello, Change Cipher Spec, Application Data, Appl:
172.16.0.100 56709 853 TCP 60 56709 > 853 [ACK] Seq=1464 Ack=1334 Win=65280 Len=0
172.16.0.100 56709 853 TLSv1.3 118 Change Cipher Spec, Application Data

70.009261 172.16.0.1
80.009799 172.16.0.1

90.009799 172.16.0.1  172.16.0.100 50709 853 TLSvi.3 214 Application Data
10 0.011489 172.16.0.100  172.16.0.1 853 50709 TLSv1.3 564 Application Data, Application Data

110.012735 172.16.0.100  172.16.0.1 853 50709 TLSv1.3 320 Application Data

120.013519 172.16.0.1  172.16.0.100 50709 853 TcP 60 50709 ~ 853 [ACK] Seq=1688 Ack=2110 Win=64512 Len=0
130.013520 172.16.0.1  172.16.0.100 50709 853 TLSv1.3 78 Application Data

14 0.014419 172.16.0.100  172.16.0.1 853 50709 TLSvi.3 78 Application Data

150.015148 172.16.0.1  172.16.0.100 56709 853 TCP. 6050709 ~ 853 [FIN, ACK] Seq=1712 Ack=2134 Win=64512 Len=0
16 0.016438 172.16.0.100  172.16.0.1 853 50709 TCP 54 853 + 50709 [FIN, ACK] Seq=2134 Ack=1713 Win=63104 Len=0
17 0.017300 172.16.0.1  172.16.0.100 50709 853 1CP 60 50709 ~ 853 [ACK] Seq=1713 Ack=2135 Win=64512 Len=0
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WEDLED T v M & F ¥ 7F v L, Wireshark TA[#IL L 7=,
ZNHDRRITONWT, FiFEER 41, BEEX S I th
RY, INHDF v IF v #ERD 5. SRVRR DB} B D
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No. Time Source Destination Source Port Dest Port Protocol Length Info

51.787341 172.16.0.1 192.168.1.100 61456 5683 OSCORE 93 CON, MID:3311@, POST, TKN:52 5d
61.793475 192.168.1.108  192.168.1.2 49734 5683 OSCORE 93 CON, MID:3311@, POST, TKN:52 5d
71.796943 192.168.1.2 192.168.1.100 5683 49734 CoAP 60 ACK, MID:33110, Empty Message
81.797907 192.168.1.2 192.168.1.100 5683 49734 OSCORE 71 CON, MID:9045, 2.84 Changed, TKN:52 5d
91.798276 192.168.1.108  172.16.0.1 5683 61456 COAP 46 ACK, MID:33118, Empty Message

10 1.803332 192.168.1.100  172.16.0.1 5683 61456 OSCORE 71 CON, MID:9845, 2.84 Changed, TKN:52 5d
111.809149 172.16.0.1 192.168.1.100 61456 5683 CoAP 60 ACK, MID:9045, Empty Message
121.815944 172.16.0.1 192.168.1.100 61456 5683 OSCORE 103 CON, MID:33111, POST, TKN:52 Se
131.817529 192.168.1.160  192.168.1.2 49734 5683 CoAP 46 ACK, MID:9845, Empty Message
141.820390 192.168.1.100  192.168.1.2 49734 5683 OSCORE 103 CON, MID:33111, POST, TKN:52 Se

15 1.824296 192.168.1.2 192.168.1.100 5683 49734 CoAP 60 ACK, MID:33111, Empty Message

16 1.824591 192.168.1.100  172.16.0.1 5683 61456 CoAP 46 ACK, MID:33111, Empty Message
171.833922 192.168.1.2 192.168.1.1080 5683 49734 OSCORE 60 CON, MID:9846, 2.84 Changed, TKN:52 Se
181.837040 192.168.1.100  172.16.0.1 5683 61456 OSCORE 59 CON, MID:9846, 2.84 Changed, TKN:52 Se
19 1.877998 172.16.0.1 192.168.1.100 61456 5683 CoAP 60 ACK, MID:9046, Empty Message
201.877998 172.16.0.1 192.168.1.100 61456 5683 OSCORE 73 CON, MID:33112, POST, TKN:52 5f
211.879398 192.168.1.160  192.168.1.2 49734 5683 CoAP 46 ACK, MID:9046, Empty Message
221.880244 192.168.1.100  192.168.1.2 49734 5683 OSCORE 73 CON, MID:33112, POST, TKN:52 5f
231.892828 192.168.1.2 192.168.1.100 5683 49734 CoAP 60 ACK, MID:33112, Empty Message
241.892828 192.168.1.2 192.168.1.100 5683 49734 0SCORE 8@ CON, MID:9047, 2.@4 Changed, TKN:52 SF
251.893246 192.168.1.108  172.16.0.1 5683 61456 CoAP 46 ACK, MID:33112, Empty Message
261.895744 192.168.1.100  172.16.0.1 5683 61456 OSCORE 80 CON, MID:9047, 2.84 Changed, TKN:52 SF
27 1.900346 172.16.0.1 192.168.1.100 61456 5683 CoAP 60 ACK, MID:9047, Empty Message

28 1.900680 192,168.1.100  192.168.1.2 49734 5683 CoAP 46 ACK, MID:9047, Empty Message
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