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In the recent years, researchers started to enrich the classical textbook specification of
embedded systems by more formal descriptions such as the Unified Modeling Language
(UML). This enables to lift the starting point for verifcation techniques to the specifi-
cation level and leads to an improved design flow, where crucial flaws can be detected,
even if no executable implementation is available. However, researcfiicierd solv-
ing techniques for the respective verification tasks is just at the beginning. In the talk,
the improved design flow based on specifications enriched with formal descriptions is
introduced. We illustrate how early design flaws become evident within this flow and
briefly review algorithms aimed at detecting them. Furthermore, first experimental re-
sults are presented. Overall, the aim of the talk is to provide an introduction into this
emerging area and to present first results.
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inv: ack. isDefined()ﬁ

Client 0.8 C d 1.2 Host
. omman .. 9
req: String — ack: String
clients hosts
process()

context Host::process()
pre: clients->size() > 0
post: clients@pre->at(0).req = "exit"
implies ack = "good"
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client1: Client host: Host client2: Client client1: Client | command | host: Host | command | client2: Client

req = “date” ack ="good” req = “exit” req = “date” ack ="good” req = “exit”
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Solving Flow

Object Diagram
?

sat

Class Diagram

Number of objects —»‘ Satisfiability Problem ‘
Verification Task unfat

verification task disproven
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Running Example

Register

name: String
purpose: RegisterType
bitwidth: Integer

Tk

register

processor

Kenum>>

RegisterType

general
pc

ir
overflow

Processor

context Processor inv bw:
register->forAll(r|r.bitwidth=bitwidth)

bitwidth: Integer

Mathias Soeken et.al.
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Running Example

Is there a valid system state consisting of one processor and three registers?

r0 : Register r1: Register r2 : Register
name name name
purpose purpose purpose
bitwidth bitwidth bitwidth

pO : Processor

bitwidth
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Running Example

Is there a valid system state consisting of one processor and three registers?

r0 : Register r1: Register r2 : Register
~r0 ~rl ~r2
“néame “n1ame ‘xnzame
= Zr =l
Xpurpose Xpurpose Xpurpose
&ro &H &rZ
bitwidth bitwidth bitwidth

pO : Processor

-p0
Fbitwidth
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Encoding Attributes

How many bits are needed for the bit-vectors?

[1d(n + 1)] bits are needed. The additional value is for representing
undefined attributes. Determination of n by type of attribute:
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undefined attributes. Determination of n by type of attribute:

Boolean n=2
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Encoding Attributes

How many bits are needed for the bit-vectors?

[1d(n + 1)] bits are needed. The additional value is for representing

undefined attributes. Determination of n by type of attribute:
Boolean n=2

Enumeration n = Number of fields

String n = Number of all possible strings
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Boolean n=2
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fields

String n = Number of all possible strings
Integer n = 2! — 1 for I-bit integers
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r0 : Register r1: Register r2 : Register
~r0 2 ~rl 2 ~r2 2
“name € ]B ‘xname € ]B ‘xname € ]B
~r0 7 ~r2
“purpose < B’ “purpose <B’ “purpose ¢ B’

8
Gewicen € B Gewicn € B Gewiden € B

pO : Processor

8
“b|tW|dth cB
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r0 : Register r1: Register r2 : Register
arO ~rl _ 4r2

noame 0 ‘xn1ame =1 nzame 3
=T = _ -, _
‘xpurpose 1 “purpose 0 ‘xpurpose 4
‘xbitwidth =32 "‘bnw.dth 32 "‘bnw.dth 32

pO : Processor

~p0
Fhitwidth — 32
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r0 : Register r1:Register r2 : Register
~r0 2 ~rl 2 ~r2 2
‘xngme € ]B 3 ‘xname € B ‘xname € ]B
L
apurpose B purpose € B purpose € B
~r0 rl
Hitwigth € B Fitwidth € B® ‘j‘bitwidth eB
Aro A” ArZ

processor processor processor

pO : Processor

~p0 8
Fiewicth € B
bl

A

register
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register
areg ister
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- AP isa bit-mask and each bit enables or disables a possible link to
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. AP0
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Encoding Links

7p0 . . . . . .
. )Lregister is a bit-mask and each bit enables or disables a possible link to

aregister
L3p0
Aregister =dodi4z

+ Thereis a link between p0 and ri iff A; = 1
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Running Example

r0 : Register r1: Register r2 : Register

~r0 2 ~rl 2 12 2

(xnéime € B 3 ‘xn1ame € ]B 3 ‘xnzame € ]B 3

Zn =T =l

Xpurpose B Xpurpose B Xpurpose eB

~r0 8 ~rl 8 ~r2 8

Fpitwidth € B Fpitwidth € B Fitwidth € B
r0 r1 r2

Aprocessor € B Aprocessor € B APTOCESSOY € B

pO : Processor

register
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Running Example

r0 : Register r1: Register r2 : Register
~r0 2 ~rl 2 ~r2 2
“n(?me € ]B 3 “n1ame € ]B 3 “nzame € ]B 3
= ~r ~r
“purpose B “purpose eB “purpose €B
~r0 8 = 8 ~r2 8
‘fb(;twidth €B Hitwidth € B ‘j‘bzitwidth €B

r _ r _ r. —
/\processor - 1 /\processor - 0 /\processor - 0

pO : Processor

po 8
‘j‘b(i)twidth €B

p _
Aregister =100
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Encoding Invariants

context Processor inv bw:
register->forAll(r|r.bitwidth=bitwidth)
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Encoding Invariants

register->forAll(r|r.bitwidth=bitwidth)

context Processor inv bw: j

|oid(Register)|—1
=0

: ~ri _ ~P0
s Aregister[l] = <“bitwidth - abitwidth)]
j=
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Encoding Invariants

register->forAll(r|r.bitwidth=bitwidth)

context Processor inv bw: j

|oid(Register)|—1

by ~ri _ =p0
) [Aregister[l] = (“bitwidth - abitwidth)]
=

- Can easily be converted to a CNF using Boolean transformations
« Other OCL functions can be translated in a similar way

Formal Verification of UML-based Specifications
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Verification Tasks

- LetZ = {i1,...,in} be aset of invariants
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+ Let 0 denote a system state, i.e. a concrete assignment of attributes
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- Let o denote a system state, i.e. a concrete assignment of attributes
and links
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« LetZ ={i,...,in} be aset of invariants
+ Let o denote a system state, i.e. a concrete assignment of attributes
and links

« Let o (i) € B with i € Z be the evaluation of i in ¢

Consistency

Jo: N\ o(i)

i€Z
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Verification Tasks

- LetZ = {i1,...,in} be aset of invariants
« Let 0 denote a system state, i.e. a concrete assignment of attributes
and links

« Let g(i) € B with i € Z be the evaluation of i in ¢

Consistency
Jo: N\o(i)
i€
Independence If the model is consistent, an invariant j € Z is
independent, if

Jo:

N o)) r=a(j)
i€Z~N{j}
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Verification Tasks

- LetZ = {iy,...,in} be a set of invariants
+ Let 0 denote a system state, i.e. a concrete assignment of attributes
and links

« Let g (i) € B with i € Z be the evaluation of i in ¢

Consistency
Jo: Ao(i)
i€
Independence If the model is consistent, an invariant j € Z is
independent, if

do:

N o(i)|r=o())
i€Z~N{j}
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Experimental Results Experimental Results

+ Consistency check for consistent models - Consistency check for consistent models

+ Enumerative approach is USE + Enumerative approach is USE

+ UML2Alloy converts UML models to an Alloy model which is solved by - UML2Alloy converts UML models to an Alloy model which is solved by
a SAT solver a SAT solver

t

O Enumerative
m UML2Alloy
B SAT based

1000 +
100 +
10 +

0.1 +
0.01 +

arbiter

demo
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Experimental Results Experimental Results

- Consistency check for consistent models - Consistency check for consistent models
« Enumerative approach is USE + Enumerative approach is USE
« UML2Alloy converts UML models to an Alloy model which is solved by + UML2Alloy converts UML models to an Alloy model which is solved by
a SAT solver a SAT solver
t t
O Enumerative O Enumerative
1?82 m UML2Alloy 1?38 m UML2Alloy
B SAT based B SAT based
10 10 +
1+ 1+
0.1 + 0.1+
0.01 1 0.01 1 L
demo arbiter simple-cpu ‘ ‘ demo arbiter ‘simple—cpu " train

Mathias Soeken et.al. Mathias Soeken et.al.

Formal Verification of UML-based Specifications Formal Verification of UML-based Specifications

@ Universitat Bremen - Computer Architecture

M. Soeken, R. Wille, and R. Drechsler. Verifying
Dynamic Aspects of UML Models. In Design, Au-

tomation and Test in Europe (DATE), Grenoble, Mar. Runnlng Example
2011.
go context requesting()
\, - - Button pre: tl.pedLight = false
- \ 1 post: tl.request = true
counter: Integer [ post: counter = counter@pre + 1
% ~ o requesting()
. button | 2
. context switchPedLight()
light | 1 pre: request = true
oA /// post: pedLight != pedLight@pre
Tl‘affICnght -7 post: request = false
e~ pedLight: Boolean
carLight: Boolean context switchCarLight()
77777 post: carLight != carLight@pre

= request: Boolean
/ VE RI F I CAT I o N switchPedLight() [~._ ;... T ——
OF DYNAM IC ASPECTS SWitchCarLight() . carLight true) ﬂ
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Running Example Running Example

Time: 0 Time: 0

b1: Button
context Button: :requesting() counter=0 context Button::requesting()
pre: tl.pedLight = false pre: tl.pedLight = false
post: tl.request = true . post: tl.request = true .
post: counter = counter@pre + 1 Car Pedestrlan post: counter = counter@pre + 1 Car Pedestrlan
tl: TrafficLight tl: TrafficLight
contns g iSO pedLight = faise s it a0 pedLight= ale
post: pedLight != pedLightOpre carLight = true (@) post: pedLight != pedLightGpre carLight = true (@)
post: request = false request = false post: request = false request = false

context TrafficLight::switchCarLight () context TrafficLight::switchCarlight ()

post: carLight != carLightCpre post: carLight != carLightGpre

b2: Button b2: Button
context TrafficLight counter =0 context TrafficLight counter =0
inv: not(pedLight = true and carLight = true) inv: not(pedLight = true and carLight = true)
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Running Example Running Example

Time: 1 Time: 1

b1: Button

context Button::requesting() context Button::requesting() counter=1
pre: tl.pedLigh

alse pre: tl.pedLight = false
post: tl.request = true . post: tl.request = true .
post: counter = counter@pre + 1 Car Pedestrian post: counter = counter@pre + 1 Car Pedestrian
tl: TrafficLight
context TrafficLight::switchPedLight () pedLight = false context TrafficLight::switchPedLight()
pre: request = true " pre: request = true
post: pedLight != pedLight@pre carLight = true @) post: pedLight != pedLightOpre @)
post: request = false request = true post: request = false
context TrafficLight::switchCarLight() context Traffi :switchCarLight()

post: carLight != carLightGpre post: carLight = carLight@pre

b2: Button b2: Button
context TrafficLight counter=0 context TrafficLight counter=0
inv: not(pedLight = true and carLight = true) inv: not(pedLight = true and carLight = true)
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Running Example Running Example

Time: 2 Time: 2
b1: Button b1: Button

context Button: :requesting() counter=1 context Button::requesting() counter=1
pre: tl.pedLight = false pre: tl.pedLight = false
post: tl.request = true post: tl.request = true

post: counter = counterGpre + 1 Car Pedestrian post: counter = counter@pre + 1

Car Pedestrian
I ’ I

Formal Verification of UML-based Specifications

context TrafficLight::switchPedLight ()
pre: request = true

post: pedLight != pedLight@pre

post: request = false

context TrafficLight::switchPedLight()
pre: request = true

. post: pedLight != pedLight@pre

post: request = false

context TrafficLight::switchCarLight() context TrafficLight::switchCarLight()

post: carLight != carLight@pre post: carLight != carLightQpre

b2: Button b2: Button
context TrafficLight counter=0 context TrafficLight counter=0
inv: not(pedLight = true and carlight = true) inv: not(pedLight = true and carLight = true)
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Running Example

Time: 3

context Button::requesting()
pre: tl.pedLight = false

post: tl.request = true

post: counter = counter@pre + 1

context TrafficLight::switchPedLight()
pre: request = true

post: pedLight != pedLight@pre

post: request = false

context TrafficLight::switchCarLight ()
post: carLight != carLightCpre

context TrafficLight
inv: not(pedLight = true and carLight = true)

Mathias Soeken et.al.
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b1: Button

counter =1

Car Pedestrian

b2: Button

counter=0
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Running Example

Time: 3

context Button::requesting()
pre: tl.pedLight = false

post: tl.request = true

post: counter = counter@pre + 1

context TrafficLight::switchPedLight()
pre: request = true

post: pedLight != pedLightOpre

post: request = false

context TrafficLight::switchCarLight()
post: carLight != carLightGpre

context TrafficLight

inv: not(pedLight = true and carLight = true)

Mathias Soeken et.al.

b1: Button
counter =1

Car Pedestrian

tl: TrafficLight

pedLight = true
carLight = false Q
request = false

b2: Button
counter=0
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- Introduce time model, i.e. we consider k steps (operation calls)
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Encoding

+ Introduce time model, i.e. we consider k steps (operation calls)
« This leads to k + 1 system states ay, . . ., 0k

- Create & and 1 variables for each time step
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Encoding

+ Introduce time model, i.e. we consider k steps (operation calls)

« This leads to k + 1 system states ay, . . ., 0k

- Create & and 1 variables for each time step
- Let OP be the set of all possible operation calls

- Letop; withi€ {0,...,k - 1} the operation call executed in system
state
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Encoding

+ Introduce time model, i.e. we consider k steps (operation calls)
This leads to k + 1 system states oy, . . .

> Ok

- Create & and 1 variables for each time step

Let OP be the set of all possible operation calls

Let op; with i € {0,...,k — 1} the operation call executed in system
state j

Besides the invariants, let <., and o, with op € OP the pre- and
post-conditions of the operation associated to the operation call op
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Encoding

Introduce time model, i.e. we consider k steps (operation calls)
This leads to k + 1 system states oy, .. .

» Ok
Create @ and A variables for each time step

Let OP be the set of all possible operation calls

Let op; with i € {0,...,k — 1} the operation call executed in system
state

Besides the invariants, let <, and o, with op € OP the pre- and
post-conditions of the operation associated to the operation call op
Then, each verification task 7 can be described as:

k k-1
f= 1‘/:})(71‘(1) A é) (0t(<op,) A Ots1(Pop,)) A T
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Encoding
00 01 Ok
b1: Button b1: Button b1: Button
counter=0 counter =7 counter=?
I I
tl: TrafficLight tl: TrafficLight tl: TrafficLight
pedLight = false pedLight=7? . .. , | pedLight=?
carLight = true opo =7 carLight=? op1 =7  opx1 =7| carLight=?
request = false request =7 request=7?
[ [
b2: Button b2: Button b2: Button
counter=0 counter =7 counter =7
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Solving Flow

‘ Sequence Diagram ‘

Class Diagram f
sat

Object Diagram

| satisfiability Problem

Verification Task
Depth k

unsat
— 1 —
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Experimental Results

Name Task #0Obj Depth Status Run-time
switch Reachability 25 23 sat 49.70
switch Reachability 25 22 unsat 50.00
switch Reachability 25 50 sat 621.70
switch Reachability 9 103 sat 147.50
switch Reachability 9 102  unsat 90.40
simple-cpu2 State Gen. 13 100 sat 1.30
simple-cpu2 State Gen. 13 100 unsat 0.40
traffic-control Reachability 6 5 sat 0.00
traffic-control Reachability 24 10 sat 1.60
traffic-control State Gen. 9 30 unsat 0.10

traffic-control State Gen. 0.40

Formal Verification of UML-based Specifications
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