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ERATOセミナ 2010- No. 05

データ匿名化に関する検討

白井康之
JST ERATO湊離散構造処理系プロジェクト

2010/7/9

概要

個人情報をはじめとする機微なデータから個人が特定されないようにする技術は，

近年の個人の行動履歴情報の利活用の進展に伴い，特にデータマイニングの分野で

注目を集めている．k匿名性をはじめとする匿名化技術は，基本的にはデータ項目の

組み合わせ問題に帰着するが，匿名化されたデータの効率的な管理という側面から

見れば，ZDDをはじめとしたデータベースの効率的な管理手段が必要とされる分野

である．本発表では，データの匿名化が必要とされる背景や研究動向等のサーベイ

を行った上で，必要とされる匿名化技術の概要ならびに ZDDによるコーディング手

法に関する検討結果について触れる．
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2010年度 ERATO湊離散構造処理系プロジェクト講究録
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k-anonymity

l-diversity

t-closeness
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Kristen LeFevre, David J. DeWitt and Raghu Ramakrishnan, "Incognito: Efficient Full Domain K-Anonymity", 
In Proceedings of the 2005 ACM SIGMOD International Conference on Management of Data
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ID Place Sex Old Hobby
A Tokyo Male 35 Baseball
B Tokyo Female 38 Bonsai
C Yokohama Male 36 Programming
D Yokohama Female 32 Tennis

Tokyo Yokohama

Kanto

* *

Male Female 30s

*

31 32 39 Baseball Tennis

Sports

Programming Bonsai

Art

*

…

…

…
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S = 0
S = S + tokyo * male * y35 * baseball
S = S + tokyo * female * y38 * bonsai
S = S + yokohama * male * y36 * programming
S = S + yokohama * female * y32 * tennis

T = 0
T = T + tokyo * male * y30s * sports
T = T + tokyo * female * y30s * arts
T = T + yokohama * male * y30s * arts
T = T + yokohama * female * y30s * sports

U = T
U = U / tokyo * kanto + U / yokohama * kanto
U = U / male * gender + U / female * gender

V = T
V = V / tokyo * kanto + V / yokohama * kanto
V = V / sports * hobby + V / arts * hobby

W = T
W = W / male * gender + W / female * gender
W = W / sports * hobby + W / arts * hobby
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/case S= 1:  tokyo male y35 baseball + tokyo female y38 bonsai + yokohama
male y36 programming + yokohama female y32 tennis

/maxcover S= (sensitive)  
<Items>: tokyo female y38 bonsai  [10]
/mincover S= (unsensitive)
<Items>: yokohama female y32 tennis  [7]

/case T=1:  tokyo male y30s sports + tokyo female y30s arts + yokohama male 
y30s arts + yokohama female y30s sports

/maxcover T= (sensitive)
<Items>: yokohama male y30s arts  [7]
/mincover T= (unsensitive) 
<Items>: yokohama female y30s sports [5]
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/case U= 2:  kanto gender y30s sports + kanto gender y30s arts

/maxcover U= (sensitive)
<Items>: kanto gender y30s arts [4]
/mincover U= (unsensitive) [2]
<Items>: kanto gender y30s sports 

/case V= 2:  kanto male y30s hobby + kanto female y30s hobby

/maxcover V= (sensitive)
<Items>: kanto female y30s hobby  [3]
/mincover V= (unsensitive)
<Items>: kanto female y30s hobby [3]

/case W= 2:  tokyo gender y30s hobby + yokohama gender y30s hobby

/maxcover W= (sensitive)
<Items>: yokohama gender y30s hobby [2]
/mincover W= (unsensitive)
<Items>: yokohama gender y30s hobby  [2]
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ID Place Sex Old Hobby

A Tokyo Male 35 Sports

B Tokyo Female 38 Arts

C Yokohama Male 36 Arts

D Yokohama Female 32 Sports

E Tokyo Male 33 Sports

F Tokyo Female 35 Sports

G Yokohama Male 32 Arts

H Yokohama Female 31 Arts
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