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Chapter 1   

Introduction 

 

 

Conventional cryptosystems such as ElGamal, Rabin, or RSA, are based on the 

computation complexity. According to the development of the novel computer science 

and technology, for example the quantum computer, the current encryption cannot 

undertake the attack from future eavesdroppers. However the quantum cryptography, a 

combination of information theoretical cryptography and quantum mechanics, provides a 

new concept for encryption. Quantum key distribution (QKD) is founded on principles of 

fundamental physics rather than computational assumptions. The significant feature of 

QKD system is that it can detect the attack in real time and drop the eavesdropped 

information to keep the secure key safe. Therefore, QKD system with the one-time pad 

(OTP) allows two parties (Alice and Bob) to share information with the information 

theoretically secure key, even if the eavesdropper (Eve) exists.  

The first QKD protocol proposed in 1984 is called BB84 [1] after its inventors (Bennett 

and Brassard). It has been extensively developed in theory and implementation [2]. QKD 

allows two distant parties, Alice and Bob, to share secure cryptographic keys, even in the 

presence of an eavesdropper, Eve. The performance of QKD systems has improved in 

recent years. For example, ultrafast QKD systems operating with above-gigahertz clock 

speeds provide secure key distribution at several hundred kilobits per second over 50 km 

transmissions [3–6]. Moreover, systems installed on fiber networks can continuously 

operate for months [7-12]. Despite such remarkable achievements, QKD systems have 

not been widely deployed in mainstream networks. 

One of the main obstacles for QKD adoption is the lack of security certifications for 

practical devices. Although the unconditional security of the BB84 protocol for QKD has 

been proved theoretically [13], the proof requires several conditions to be satisfied. 

Among them, the transmitter should encode the information on the photon states without 

introducing errors, but this premise may not be fully satisfied in practice due to device 

imperfections. 

Most high-speed QKD systems implementing the phase-encoding BB84 protocol use 

modulators based on lithium niobate for phase and intensity modulation controlled by 

electric signals during state preparation. Although the lithium niobate modulators are 
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suitable for conventional optical communication systems, high-speed QKD systems can 

be adversely affected by imperfect modulation [14]. In fact, the state preparation flaw 

[15], that is, the difference between the modulated and ideal states, arises from degraded 

electrical signals applied to the modulators. Although signal degradation due to practical 

bandwidth-limited devices is common in high-speed systems, it substantially increases 

the error rate in QKD systems compared to conventional light-wave communication 

systems, given the analog nature of quantum states [16]. Moreover, discrepancy between 

prepared quantum states and theoretical quantum states caused by imperfection of device, 

especially the phase modulator which will be discussed in this article, severely decreases 

the key generation rate given the increased channel loss [17]. Therefore, modulation 

devices should be more tolerant to degraded electric signals for realizing security certified 

ultrafast QKD systems. Although a loss-robust protocol is recently available [18], it 

requires to constrain the state errors into a small range to provide high key generation rate. 

In this article, we propose using a dual parallel modulator (DPM) to mitigate the state 

preparation flaw. We show that the DPM allows to generate QKD states that are robust to 

inaccurate voltage signals. We quantitatively define the state preparation flaw with 

fidelity between conjugated-basis states to relate the corresponding density matrices. 

Then, we examine the mechanism of state preparation flaw in conventional modulators 

and introduce the proposed DPM approach. We describe the method and results of state 

characterization using state tomography. Then, we estimate the state preparation flaw 

caused by varying the supply voltage based on the results of state tomography. We also 

calculate the secure key generation rate and show that this rate is not affected by degraded 

modulation signals in the proposed approach.  

Another obstacle is that QKD systems require amount of random numbers during its 

operation [1]. The random number generation should be reliable, economical and 

practical. As new generation cryptographic scheme, quantum key distribution is based on 

quantum mechanics. Therefore, random number generators (RNG) likewise based on 

nature of quantum process comes to front [19]. Unlike pseudo-RNG based on 

competitional algorithms, quantum random number generator (QRNG) has true 

randomness obtained via quantum process involving inherent randomness. QRNG is 

divided into three types, trusted device QRNG, self-testing QRNG, semi-self-testing 

QRNG. Among three types, the trusted device QRNG, also called practical QRNG has 

been developed rapidly because of its convenience and low cost. With a well-designed 

post-process, the trusted device QRNG is information-theoretically secure and meets the 

security requirements of most applications. 

In the trusted device QRNG, many quantum processes are used to build practical 



7 

 

QRNG [20-25], including photon number, vacuum fluctuation of quantum state, phase 

fluctuation of amplified spontaneous emission, intensity fluctuation of amplified 

spontaneous emission and so on. Among the above, phase noise, or phase fluctuation of 

amplified spontaneous emission, which is quantum mechanical by nature, is one of the 

major schemes adopted as random source [26,27]. Because it has high generation rate and 

requires relatively simple implementation setup. 

Traditionally, QRNG based on phase noise requires a light source and a self-delayed 

interferometer. These two devices are commonly implemented in BB84 QKD systems. If 

we can build QRNG with equipment in QKD system, it will cut more cost and reduce the 

risk of information leak during random number transmission from external QRNGs. 

Therefore, in this study, we propose a QRNG based on a transmitter of a time-bin BB84 

QKD system. It uses the laser diode (LD) in QKD system as the phase noise source and 

Asymmetrical Mach-Zehnder interferometers (AMZI) in QKD system as the time-delay 

device. In addition, a Faraday mirror, a photo detector, an analog to digital converter 

(ADC) and a computer are used as the measurement part. With extraction and feedback 

process, we can generate random number at several GHz rate in theory, and supply to the 

QKD system in real time. However, it is difficult to use the AMZI in a high-speed QKD 

system, because a long-time delay (~10ns) [25] is required in a common QRNG based on 

phase noise to reduce the effects of potential phase correlation between light emission 

from the laser. Such long-time delay could not be supplied by the interferometer in a real 

QKD system, because a short time delay (400-1600 ps) interferometer is necessary in 

high transmission speed QKD system [4,5]. We found that the phase noise randomness 

from the gain switched LD depends on the operating condition. We optimized the laser 

operating condition to maximize the phase randomness and obtained a high generation 

rate. We could build a QRNG system with simple implementation and obtained the high 

random number generation rate that matched the requirement for QKD system. We tested 

random numbers from our QRNG and obtained successful results [28,29]. We 

implemented a feedback system to improve the randomness, and optimized it by using 

test results to improve the tradeoff between QRNG generation rate and randomness. 

  In this thesis based on the our works in preparation. The outline of this thesis is as 

follows: 

 

Chapter 2 

 

In chapter 2, we review quantum communication and protocol of quantum key 

distribution based on different quantum characteristics. They are polarization encoding 



8 

 

quantum key distribution and phase encoding QKD. This introduction is aid to understand 

the significance and secure of quantum key distribution. 

 

Chapter 3 

 

In chapter 3, we analyze the influence of imperfect device on the security of QKD system 

and make a proposal to reduce the imperfection. We investigated the system performance 

of the QKD system with our proposed DPM against the modulation voltage fluctuation, 

which is a common effect in high speed systems due to the limited bandwidth of the 

practical devices. 

 

Chapter 4 

 

In Chapter 4, we show the modulation voltage fluctuation is overcome by using DPM and 

we use a control experiment and Quantum state tomography to prove that. To verify the 

effectiveness of the dual parallel modulator, we characterize the generated states using 

state tomography and estimate the key generation rate based on the Gottesman–Lo–

Lütkenhaus–Preskill theory with fidelity derived from the estimated density matrices. 

Simulation results show that the key generation rate remains unaffected by modulation 

voltage shifts up to 20%. 

 

Chapter 5 

 

In this chapter, we introduce the significance of random numbers and 2 different random 

number generators including pseudo-random number generator based on competitional 

algorithms, quantum random number generator (QRNG) having true randomness 

obtained via quantum process involving inherent randomness. After that, we introduce 

the trusted-device QRNG which is previse research of our proposal in detail. 

 

Chapter 6 

 

In Chapter 6, we introduce our proposal, a QRNG sharing a light source and 

interferometer with a transmitter of a time-bin BB84 QKD system. When I introduce the 

principle of Proposed QRNG, we discuss the phase noise in a gain-switched laser in with 

simulation and give a definition to the gain-switching laser diode operation. 
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Chapter 7 

 

In this part, we discuss our experiment on proposed QRNG, we change the gain-switching 

laser diode operation to maximize the randomness of the output of QRNG. Min-entropy 

is used to quantify randomness of raw data. We use an analog to digital converter to 

digitize the raw data to bit strings. The optimal Min-entropy of 7.9bits per pulse was 

obtained with 625MHz clock frequency, which is smaller than the ADC resolution, 

because signal pulse does not obey the ideal arcsine distribution under the influence of an 

electrical noise and the limited dynamic range of PD and ADC. Nevertheless, the 

theoretical generation rate is exceeded the required rate, 5 bits per pulse for a two-decoy 

BB84 transmitter. We implemented the extraction method (Toeplitz-hashing matrix) in 

PC and generated random numbers passing random number test successfully. 

 

Chapter 8 

 

Chapter 8 is devoted to summary, conclusions and outlook. 
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Chapter 2   

Quantum key distribution 

 

It is no exaggeration to say that the history of the cryptography is as long as the human 

history. In the accent time, the Greeks use Polybius checkerboard [30] to transform 

information secretly. As the development of the science, especially the invention of the 

telegraph, the mechanical cryptography was used in the diplomatic and military 

communication. Until 1949, Shannon published his epoch-marking paper, A 

Mathematical Theory of Communication, founding the information theory. Since then, 

the electronic cryptography came into the world. Data Encryption Standard (DES) and 

the RSA [31] algorithm, published in 1970s, highly influenced the advance of 

modern cryptography. Until now, these successful modern encryption algorithms serve us 

in our daily life, for example the network security and the electronic commerce security. 

However, the information theory shows that the modern key cryptosystem cannot be 

perfectly secure. Because in the modern key cryptosystem the length of the secure key is 

shorter than cleartext, it is broken by the eavesdropper using quantum computer in 

principle. The perfect secrecy can be achieved only when the key is at least as long as the 

plain text and is used only once. This encryption algorithm is called One-Time Pad (OTP) 

[32]. However, there are serious drawbacks for OTP in practical deployment. First, 

generation of truly random numbers (as opposed to pseudorandom numbers generated by 

an algorithm) is non-trivial. Second, information theoretically secure key exchange is 

impossible by classical communication without limitations on the ability of the 

eavesdroppers. In general, it is hard to ensure whether the limitations are applicable in 

practice. This is the biggest problem for OTP to use in practice to transfer a large-scale 

data at high speed. Finally, it is difficult to make sure that it continues to remain secret, 

and is disposed of correctly preventing any reuse in whole or part—hence "one 

time". Therefore, the development of the key distribution, for example the quantum key 

distribution, is able to popularize the OTP. Quantum key distribution (QKD) resolves the 

key-sharing problem and supports the OTP [33]. The combination of OTP and QKD 

creates a new cryptosystem called quantum cryptography, which guarantees information 

theoretic security that cannot be broken even by the eavesdroppers using the quantum 

computer.  

 

https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Pseudorandomness
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2.1 Quantum key distribution (QKD) 

 

Fig. 2.1 Construction of the classic secure communication 

 

In the 19th century, the Kerckhoffs's principle[34] was stated: A cryptosystem should be 

secure even if everything about the system, except the key, is public knowledge. This 

principle was reformulated by Claude Shannon as so called Shannon's maxim [32]. These 

principles imply that the security of the cryptosystem depends on the security of the key 

management system [33].  

The key management system includes the generation, storage, distribution, usage and 

disposal of key. It affects not only the security but also the reliability, validity and cost of 

the cryptosystem. The key generation refers to generating random numbers that should 

be completely random and unpredictable. To this end, physical noise is often used as a 

seed. In modern cryptography, key is distributed from the seed with algorithm, such as 

Duffie-Helman (DH) [35], and RSA. However, since these algorithms are 

computationally secure, the improvement of computers and algorithms may break the key 

distributed with the current technology. Therefore, information theoretically secure key 

distribution is desirable to ensure the security against future decryption technology. 

According to the quantum mechanics, which governs the microscopic world, 

Heisenberg's uncertainty principle [36] and no-cloning theorem [37] prohibit us from 

measuring unknown quantum states certainly and creating an perfect copy of an arbitrary 

unknown quantum state. This means that eavesdroppers cannot obtain useful information 

by hacking the quantum channel. Furthermore, they will introduce detectable errors by 

measurement. These two properties provide a base of the security of the quantum 

communication. However, it is impractical to use the quantum channel for direct message 

transmission, due to the loss and disturbance in the channel. Instead, we can use the 

quantum channel to share random numbers by combining with a classical communication 

channel, which is necessary to extract bit information. The shared random numbers can 

be used as key for data encryption. The key sharing with a quantum channel is called 

source encryption public channel decryption receiver 

M 

secure channel 

C 

K K 

M 

eavesdropper 

https://en.wikipedia.org/wiki/Cryptosystem
https://en.wikipedia.org/wiki/Cryptographic_key
https://en.wikipedia.org/wiki/Claude_E._Shannon
https://en.wikipedia.org/wiki/Quantum_state
https://en.wikipedia.org/wiki/Quantum_state
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quantum key distribution (QKD,) which provides information theoretically secure key. 

Perfectly secure communication is achieved with the key provided by QKD by encrypting 

information with one-time-pad protocol. In the next part, I will introduce some typical 

QKD systems briefly.  

 

2.2 Security of BB84 protocol 

If there is no Eve, both sift key match without errors, as shown in table 2.2. However, if 

Eve tries to obtain information on the key, her eavesdropping causes bit errors. Suppose 

she makes so called absorption-resend attack. She measures the quantum states in her 

randomly selected basis and resend Bob the quantum states encoding the measured bit 

value in her basis, as depicted in table 2.3. Eve can eavesdrop on the bits when she chooses 

the same basis as Alice and Bob without being detected. However, when she chooses the 

different basis from Alice and Bob, eavesdropping results in errors. If Alice, Bob, and 

Eve selects their bases with the probability of 50%-50%, the possibility that the 

eavesdropping is not detected is 0.75. Therefore, the possibility that Eve obtains n-bit 

information without being detected is 0.75𝑛, which can be made arbitrary small value by 

increasing the size of the test bits. For example, when n is set to 100 the probability is 

reduced to 0.75100 ≈ 3 × 10−13.  If Eve eavesdrops on a fraction of bits sent, the 

resultant error rate is smaller than 0.25. Then, Alice and Bob can estimate the amount of 

Eve’s information from the error rate. The attack is called individual, if Eve eavesdrops 

on one qubit at a time as described above. It is easy to prove the security of the BB84 

protocol against the individual attacks. 

Eve may, however, attack on whole the qubits with a quantum compute, which refers 

to coherent attack. For general (i.e., any eavesdropping method that quantum mechanics 

allows) attacks, the analysis becomes formidable to prove the security by directly 

calculating Eve’s information. I will introduce the proof of security of BB84 QKD 

protocol against the general attack briefly. 

In the quantum communication, errors occur not only on the bit error 0 ↦ 1 but also 

the phase |0〉 ↦ −|0〉, |1〉 ↦ −|1〉. Since errors are caused by eavesdropping, the QKD 

protocol is secure, if we can correct both errors and obtain the error-free qubits. However, 

a quantum computer is necessary to correct errors in this way. Shor-Preskill’s proof [13] 

uses CSS codes (named after its inventors Calderbank, Shor and Steane) which have a 

nice property that their generators are given in the form of either X-type or Z-type. i.e., 

the bit-flip and phase error correction procedures are decoupled. Since we require only 

the bit values, which is not affected by phase error, as the output of the QKD protocols, 

Alice and Bob do not actually need to perform phase error correction in the protocol. 
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Consequently, no quantum computers are needed. What is important is that the phase 

error correction is not actually performed, but that it should be successful, if it were 

performed. We can connect the error correction and privacy amplification in BB84 

protocol to the bit error correction and phase error correction with CSS code. The 

generation rate R of the secure final key is given by 

 

 𝑅 = 1 − 𝐻(𝛿𝑏) − 𝐻(𝛿𝑝), (2-1) 

 

where 𝐻(𝑥) = −𝑥 log2 𝑥 − (1 − 𝑥) log2(1 − 𝑥)  is Shannon entropy, 𝛿𝑏  and 𝛿𝑝 

represent bit error rate and phase error rate, respectively. The term −𝐻(𝛿𝑝) reflects the 

virtual phase error correction. 

 

2.3 BB84 protocol 

BB84 was proposed in 1984 and named after its inventors, Charles Bennett and Gilles 

Brassard. The BB84 protocol uses four quantum states to encode the key information. 

These states consist of two orthogonal states in one basis and two orthogonal states in the 

conjugate basis. This QKD protocol is based on the fact that non-orthogonal states cannot 

be measured without disturbing the original states. The BB84 protocol is described as 

follows. We here assume that the bit value {0,1} of the key is encoded in either 

computation basis denoted as "+" = {|0⟩, |1⟩}  or the conjugated basis "×" =

{| +⟩, | −⟩},  which are defined as | ±⟩ = (|0⟩ ± |1⟩) √2⁄ .  The quantum state is 

determined by the bit value and the selected basis as depicted in Table 2.1.[1] 

 

 

 

 

Table 2.1 Basis 

Basis/Bit 0 1 

+ ↑ → 

× ↗ ↘ 

 

 

 

 

https://en.wikipedia.org/wiki/Charles_H._Bennett_(computer_scientist)
https://en.wikipedia.org/wiki/Gilles_Brassard
https://en.wikipedia.org/wiki/Gilles_Brassard
https://en.wikipedia.org/wiki/Orthogonality
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Table 2.2 Process of the BB84 protocol if no Eve exists 

Alice’s  

random bits 

0 0 0 1 0 1 1 1 

Alice’s 

selection of  

basis 

＋ ＋ × × ＋ × ＋ ＋ 

State Alice 

sends 

↑ ↑ ↗ ↘ ↑ ↘ → → 

Bob’s selection 

of  measuring 

basis 

＋ ＋ ＋ × × ＋ ＋ × 

measurement 

result of Bob. 

0 0 1 1 1 1 1 0 

Public 

discussion of 

basis 

Match Match Un 

match 

Match Un 

match 

Un 

match 

Match Un 

match 

Shared secret 

key 

0 0  1   1  

 

 

The process of BB84 protocol is as follow: 

1. Quantum transmission 

(1) Alice generates a random bit sequence. 

(2) Alice chooses a basis randomly for each bit and prepares the quantum state.  

(3) Alice sends the quantum state to Bob. Alice keeps the record on the bit value and 

selected basis. 

(4) Bob chooses a basis randomly for each bit. Bob measures the received quantum state 

and obtains the bit value. Bob keeps the record of the measurement bases and obtained 

bit values. 

2. Classical communication 

Ⅰ. Extract sift key  

(1) Bob shows his choice of measurement basis for each bit. 

(2) Alice informs Bob her choice of the basis. 

Alice and Bob keeps the bits where both basis choices coincide as sift key, and discard 

others. 
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Ⅱ. Error estimation 

(1) Alice and Bob choose a part (n bits) of their sift keys as test bits randomly and estimate 

the error rate by comparing them through a public channel.  

(2) If the error rate is smaller than a predetermined value, Alice and Bob continue the 

session, but otherwise they discard the session.  

(3) Alice and Bob correct the errors in remaining part of the sift key and obtain error-

corrected key. (4) Alice and Bob estimate the upper-bound of Eve’s information. They 

discard an amount of the error-corrected key determined from the estimated upper-bound. 

This process, called privacy amplification [13], reduces Eve’s information on the key to 

less than the required value.  

If there is no Eve, both sift key match without errors, as shown in table 2.2.  However, 

if Eve tries to obtain information on the key, her eavesdropping causes bit errors. Suppose 

she makes so called absorption-resend attack. She measures the quantum states in her 

randomly selected basis and resend Bob the quantum states encoding the measured bit 

value in her basis, as depicted in table 2.3.   

 

 

 

Table 2.3 Process of protocol if Eve exists 

Number 1 2 3 4 5 6 7 8 9 10 

Alice’s random bits 0 1 0 1 1 0 1 0 0 0 

Alice’s random sending 

basis 

× ＋ ＋ × ＋ × × ＋ × × 

State Alice sends ↗ → ↑ ↘ → ↗ ↘ ↑ ↗ ↗ 

Eve’s measurement basis ＋ × ＋ ＋ × ＋ × × ＋ × 

Eve’s bits 1 1 0 1 0 1 1 1 0 0 

Bob’s measurement basis × × ＋ × × ＋ × ＋ ＋ × 

Bob’s bits 0 1 0 1 0 1 1 1 0 0 

Public discussion of basis M U M M U U M M U M 

Sift key 0  0 1   1 0  0 
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Eve can eavesdrop on the bits when she chooses the same basis as Alice and Bob without 

being detected. However, when she chooses the different basis from Alice and Bob, 

eavesdropping results in errors. If Alice, Bob, and Eve select their bases with the 

probability of 50%-50%, the possibility that the eavesdropping is not detected is 0.75. 

Therefore, the possibility that Eve obtains n-bit information without being detected is 

0.75𝑛, which can be made arbitrary small value by increasing the size of the test bits. For 

example, when n is set to 100 the probability is reduced to 0.75100 ≈ 3 × 10−13. If Eve 

eavesdrops on a fraction of bits sent, the resultant error rate is smaller than 0.25. Then, 

Alice and Bob can estimate the amount of Eve’s information from the error rate. For 

general (i.e., any eavesdropping method that quantum mechanics allows,) it is possible to 

bind the Eve’s information, any BB84 protocol is proven to be secure against general 

attack.  

 

2.3.1 Polarization encoding BB84 protocol 

  As a concrete example of implementing the BB84 protocol, we describe polarization 

encoding. In the polarization encoding, we use the polarization of a photon as a quantum 

state: the  linear polarization at +45°|D⟩, the linear polarization at -45°|D̅⟩, the horizontal 

polarization |H⟩ and the vertical polarization |V⟩. The linear polarization state at +45° 

and the linear polarization state at -45° define an orthonormal basis, and the horizontal 

polarization state and the vertical polarization state define another orthonormal basis [1]. 

 ⟨H|V⟩ = 0 (2-2) 

 ⟨D|D̅⟩ = 0 (2-3) 

The relationship between |D⟩, |D̅⟩, |H⟩ and |V⟩ is shown as 

 
|D⟩ =

1

√2
(|H⟩ + |V⟩) 

(2-4) 

 
|D̅⟩ =

1

√2
(|H⟩ − |V⟩) 

(2-5) 

We encode the bit value “0” to either |𝐻⟩  or |𝐷⟩,  and “1” to either |𝑉⟩  or |𝐷̅⟩, 

respectively, as shown in table 2.4, which corresponds to table 2.1.  

 

Table 2.4 Basis 

Basis/Bit 0 1 

+ H V 

× D D̅ 
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Fig. 2.3 Schematic structure of a transmitter for the polarization encoding 

BB84 protocol. LD represents a laser diode, ATTN: an attenuator, Pol: a 

polarizer, and PC: a polarization controller [14] 

 

Fig. 2.4 Schematic construction for polarization encoding BB84 protocol. 

BS represents a beam splitter, PBS a polarization beam splitter, HWP a 

half-wave plate, and D a detector [14], 

 

A transmitter for polarization encoding BB84 protocol is constructed as shown in 

Fig.2.3. In the transmitter, the states, |D⟩, |D̅⟩, |H⟩ and |V⟩, are prepared with a photon 

from the laser diode (LD,) the attenuator, the polarizer and the polarization controller. A 

two-bit random number determines the bit value and the basis of a photon pulse with an 

optical switch by choosing one of four quantum states. The selected quantum state is sent 

to Bob through a quantum channel. Selection of the basis is sent after the quantum 

communication has completed through a public channel. 

In the receiving end in polarization encoding BB84 protocol, quantum states are  

LD1 ATTN Pol PC(|H⟩) 

LD2 ATTN Pol PC(|V⟩) 

LD3 ATTN Pol PC(|D⟩) 

LD4 ATTN Pol PC(|D̅⟩) 
S

w
itch

 

Random number generator 

Quantum 

channel 

control 

Classic channel 

BS 

Data exchange 

Quantum 

channel 

Classic channel 

PBS 

PBS 

D1 

D2 

D3 

D4 

measure 

HWP 
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Fig. 2.5 Schematic implementation of phase encoding BB84 protocol. LD 

is the laser diode, D represents the detector, BS is the beam splitter, PM is 

the phase modulator  

 

measured randomly through a set of the polarization beam splitters and the beam splitter. 

They compare the measurement results through the classic channel to generate a secret 

key. 

 

2.3.2 Phase encoding BB84 protocol [38] 

In the polarization coding, the implementation is straight forward and easy to understand, 

as shown in sec. 2.3.1. However, it has a severe drawback when applied to practical 

optical fiber transmission. It is hard to maintain the polarization in a long-haul 

transmission using optical fiber, because stress and deformation in the fiber changes the 

polarization state during the transmission.  

  To circumvent the needs of precise polarization control, phase coding is often used for 

optical fiber transmission. The phase encoding BB84 protocol uses four values of phase 

difference in qubits. As shown in Fig.2.4, a path qubit is defined in a Mach-Zehnder 

interferometer, where the pulse from LD is divided into two branches by a BS. The photon 

amplitudes in the branches A and B define the computational basis states |0⟩ and |1⟩, 

Path A 

Path B 
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respectively. A phase modulator (PMA) in the branch A, which changes the phase of the 

|0⟩ state by 𝜙𝐴 at Alice side, provides qubit state 𝑒𝑖𝜙𝐴|0⟩ + |1⟩. By setting 𝜙𝐴 = 0, 𝜋, 

the photon state is(|0⟩ ± |1⟩) √2⁄ , which is the orthonormal states in X-basis. Similarly, 

setting 𝜙𝐴 = 𝜋 2⁄ , 3𝜋 2⁄   yields (|0⟩ ± 𝑖|1⟩) √2⁄  , the orthonormal basis states in  -

basis. The measurement basis is defined by the phase shift by a phase modulator PMB 

by 𝜙𝐵 in branch B at Bob’s side.  

The phase difference between branches A and B is [39] 

 𝛥𝜑 = 𝜓0 + 𝜙𝐴 + 𝐾𝑙 − (𝜓0 + 𝜙𝐵 + 𝐾𝑙) = 𝜙𝐴 − 𝜙𝐵 (2-6) 

where 𝜓0 is the original pulse phase, 𝜙𝐴 is the phase shift in branch A,  𝜙𝐵 is the 

phase shift in branch B, K is the propagation coefficient, and l is the length of each branch. 

The lengths of branches A and B should be exactly the same to ensure the interference 

between the branches. The detection probability at detector D0 is unity at 𝛥𝜑 = 𝜙𝐴 −

𝜙𝐵 = 0 , whereas the detection probability at detector D1  is 0. On the contrary, the 

detection probability at detector D1 is unity at 𝛥𝜑 = 𝜙𝐴 − 𝜙𝐵 = 𝜋, and the detection 

probability at D0  becomes 0. When 𝛥𝜑 = 𝜙𝐴 − 𝜙𝐵 =
𝜋

2
 or 

3π

2
 , both the detection 

probabilities at D0  and D1  become 1/2.  Those observations show that, as in 

polarization coding, the bit value is obtained deterministically when the basis selections 

of Alice and Bob coincide, and no information is obtained when the basis selection is 

different. Table 2.5 shows the relationship between bit values and basis selection. Here, 

Alice sends the bit value “0 “by setting  𝜙𝐴 = 0 𝑜𝑟 
𝜋

2
, and Alice sends “1” by setting  

𝜙𝐴 = 𝜋 𝑜𝑟 
3𝜋

2
, respectively. Bob chooses the measurement basis by setting 𝜙𝐵 = 0 or 

𝜋

2
 

randomly. In table 2.5, ? means the detection events where the basis choices by Alice and 

Bob are unmatched. 
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Table 2.5 the relationship between bit values and basis selection in Phase encoding 

BB84 protocol 

Sending 

bit 
𝜙𝐴 𝜙𝐵 𝛥𝜑 D0 D1 

Receiving 

bit 

0 0 0 0 1 0 0 

0 0 
𝜋

2
 

𝜋

2
 ? ?  

0 
𝜋

2
 0 

𝜋

2
 ? ?  

0 
𝜋

2
 

𝜋

2
 0 1 0 0 

1 𝜋 0 𝜋 0 1 1 

1 𝜋 
𝜋

2
 

𝜋

2
 ? ?  

1 
3π

2
 0 

3π

2
 ? ?  

1 
3π

2
 

𝜋

2
 𝜋 0 1 1 

 

 

Fig. 2.6 Schematic implementation of phase encoding BB84 protocol 

using AMZI. LD is the laser diode, BS is the beam splitter, PM is the phase 

modulator, LD is the laser diode, ATT is attenuator, PD represents the 

photon detector 

 

In the practice experiment, we use an asymmetric Mach-Zehnder interferometer in the 

phase encoding BB84 protocol [40]. A single-pulse is emitted from LD and passes 

through a asymmetric Mach-Zehnder interferometer with the adjustable length difference 

𝜏 between two paths to generate a time-bin qubit. If the photon takes the short path, it is 

said to be in the state |0⟩; if it takes the long path, it is said to be in the state |1⟩. If the 
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photon has a non-zero probability to take either path, then it is in a coherent superposition 

of the two states: 

 |𝜓⟩ = 𝛼|0⟩ + 𝛽|1⟩ (2-7) 

 |𝛼|2 + |𝛽|2 = 1  

The time-bin qubit is phase modulated in Alice’s station to 

 
|𝜓⟩ =

|0⟩ + 𝑒𝑖𝜃𝐴|1⟩

√2
 

(2-8) 

where 𝜃𝐴 is phase modulation in Alice’s station. We encode the bit value “0” to either 

𝜃𝐴 = 0  or 𝜃𝐴 =
𝜋

2
,  and “1” to either 𝜃𝐴 = 𝜋  or 𝜃𝐴 =

3𝜋

2
,  respectively, as shown in 

table 2.6, which corresponds to table 2.1. Bob has an asymmetric Mach-Zehnder 

interferometer with the same length difference 𝜏  between two paths and chooses the 

measurement basis by setting 𝜙𝐵 = 0 or 
𝜋

2
  randomly as measurement bases. The 

measurement results responding to bits 0 and 1 respectively are the 

consequence of destructive interference and constructive interference detected by two 

photon detectors connecting to the output of AMZI. Because of its convenience in practice, 

in the following thesis I will use the phase encoding BB84 protocol to introduce my work. 

 

Table 2.6 Basis and bits in Alice’s station 

 |𝜓⟩ 𝜃𝐴 

𝑋0 
|0⟩ + |1⟩

√2
 𝜃𝐴 = 0 

𝑋1 
|0⟩ − |1⟩

√2
 𝜃𝐴 = 𝜋 

𝑌0 
|0⟩ + 𝑖|1⟩

√2
 𝜃𝐴 =

𝜋

2
 

𝑌1 
|0⟩ − 𝑖|1⟩

√2
 𝜃𝐴 =

3𝜋

2
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Table 2.7 Basis and bits in Bob’s station 

𝜃𝐵 

𝜃𝐴 
0(X) 

𝜋

2
( ) 

0(X0) 0 - 

𝜋(X1) 1 - 

𝜋

2
( 0) - 0 

3𝜋

2
( 1) - 1 
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Chapter 3   

The state generation in Phase-encoding BB84 

QKD system and State preparation flaw 

 

Imperfect device such as imperfect single-photon sources, lossy channels, imperfect 

single-photon detection efficiency and detectors’ dark counts will cause lots of flaws to 

practical BB84 QKD protocol [41]. As shown in the chapter 2, in the BB84 phase 

encoding protocol, the bases of the generating states is determined by the phase difference 

between two time-bin pulses. Therefore, the phase modulator is used to modulate the 

phase of the pulse. It is necessary to analysis potential flaw during phase modulation. In 

this chapter, I will introduce the state preparation flaw in detail, firstly, I will define the 

state preparation flaw. Secondly, I will show the relationship between the state preparation 

flaw and the quantum key generation rate. Then, I will introduce the principle of the phase 

modulator. I will introduce the conventional dual-drive modulator (DDM) and how it 

generates the states. We propose the dual-parallel modulator in place of the DDM as the 

phase modulator. Finally, I will show one of the state preparation flaws is caused by the 

fluctuation of the signal voltage to the modulator in the BB84 phase encoding. We 

compare results of two phase modulators against the fluctuation of the signal voltage, and 

show you the robust of our proposal theoretically. 
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3.1 Definition of the state preparation flaw 

Most security analysis on QKD assume that the photon state emitted from Alice is perfect. 

For BB84 protocol, the states are defined as (|0⟩ ± |1⟩) √2⁄   in X-basis and 

(|0⟩ ± 𝑖|1⟩) √2⁄  in  -basis. Since bit values are selected randomly with the probability 

of 1/2, the states are described as 𝜌𝑋 = 𝜌𝑌 = 𝑰 2,⁄   where 𝜌𝑋  and 𝜌𝑌,  denote the 

density operator in X-basis and  -basis, respectively. The assumption that X-basis states 

and  -basis states are equal to the half of the identity operator  𝑰 in two-dimensional 

Hilbert space implies that no information can be extracted without basis information. It 

is essential for the security. If these are distinguishable, Eve may improve her 

measurement to obtain the key information without causing errors. State preparation flaw 

refers to the imperfection of the photon states prepared by Alice, which increases the 

distinguishability between the X-basis states and the  -basis states. Suppose the 

absorption-and-resend attack. If Alice and Bob select their bases with the probability of 

50%-50%, and we assume the probability that Eve select the same basis becomes 80%. 

The possibility that the eavesdropping is not detected is 0.9, which is much greater than 

the 0.75 when state generation is perfect. 

 

Fig 3.1 cross-section view of X-Y bases 
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As shown in Fig 3.1, the state preparation flaw Δ is an error from the intended states 

in BB84 protocol leading to the imperfect non-orthogonal states. The state preparation 

flaw Δ can be quantitatively defined with the fidelity 𝐹(𝜌𝑋 , 𝜌𝑌 ) [42] between the X-

basis state 𝜌𝑋 and  -basis state 𝜌𝑌 as 

 
Δ =

1 − 𝐹(𝜌𝑋 , 𝜌𝑌 )

2
 

(3-1) 

where the fidelity in quantum information theory is a measure of the "closeness" of two 

quantum states. The fidelity is calculated with 

 
𝐹(𝜌𝑋 , 𝜌𝑌 ) = tr (√(√𝜌𝑋√𝜌𝑌)

†
√𝜌𝑋√𝜌𝑌) 

(3-2) 

using the density operators  

 
𝜌𝑋 =

1

2
(|X0′⟩⟨X0′|+|X1′⟩⟨X1′|) 

(3-3) 

 
𝜌𝑌 =

1

2
(|Y0′⟩⟨Y0′|+|Y1′⟩⟨Y1′|) 

(3-4) 

 

3.2 Relationship between State preparation flaw and Quantum key generation rate 

As discussed in section 2.2, the bit-flip error rate 𝛿 and phase error rate 𝛿𝑃 determine 

the final key generation rate R as 

 𝑅 = 1 − 𝐻(𝛿) − 𝐻(𝛿𝑃). (3-5) 

If we assume that the final key is generated from the sift key obtained from the photons 

encoded in X-basis, we set the bit-flip error rate 𝛿 = 𝛿𝑋 and the phase error rate 𝛿𝑃 =

𝛿𝑌, where 𝛿𝑋 and 𝛿𝑌 denotes the bit error rate on X-basis and  -basis, respectively. The 

final key rate is given by 

 𝑅 = 1 − 𝐻(𝛿𝑋) − 𝐻(𝛿𝑌). (3-6) 

  When an imperfection happens in the state generation, it is easier for Eve to distinguish 

between two bases. Therefore, the amount of Eve’s information is larger than that 

estimated by Alice and Bob from the observed error rate 𝛿𝑌 . The effects of the state 

preparation flaw can be treated by increasing the phase error rate [43] as  

 
Y Y Y4 4   = +  + 

 
(3-7) 

where ∆′ is defined with transmittance 𝜂 as, 

 
∆′=

∆

𝜂
 

𝜂 = 𝑒−𝛼𝑙 

(3-8) 

The transmittance is determined by the absorption coefficient 𝛼 in the channel and the 
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path length  𝑙.  Here the formula means the loss in the path increases the influence of 

the state preparation flaw Δ on the phase error rate, because Eve can select the pulses 

that are the most advantageous to her. The final key generation rate given with the decoy 

state method [44–46] influenced by the state preparation flaw Δ is: 

 
( )1 Y s X1 ( ) ( )R q Q H Q fH  − −    

(3-9) 

where 𝛿X is the bit-flip error rate, whereas 𝑄1 and 𝑄s represent the gains of the single-

photon states sent by Alice in the received pulses and the signal states, respectively. We 

here assume key distillation from X-basis pulses and phase error estimation using  -basis 

pulses. A constant q is given by the selection ratio of the X basis [2]. The key generation 

rate relates to the bit and phase error rates through Shannon binary entropies 𝐻(𝛿X) and 

𝐻(𝛿′ )  in the signal pulses. Parameter f represents the efficiency of error correction. 

Obviously, the key generation rate is reduced due to the state preparation flaw. Therefore, 

our investigation aims to decrease the state preparation flaw and enhance the quantum 

key generation rate should examine the imperfection in practical BB84 QKD protocol, as 

presented in the following chapters.  

 

3.3 Principle of the phase modulator 

The principle of the phase modulation is based on the electro-optic effect, where 

the refractive index of the material is changed by the electric field supplied when the light 

passes the material. The change in the refractive index of the electro-optic crystal is due 

to the electric polarization caused by the supplied electric field. Here we assume that the 

velocities of light in vacuum and in the crystal are c and 𝑣, the magnetic permeability 

and dielectric constant of the crystal are 𝜇   and 𝜖,  the magnetic permeability 

and dielectric constant in vacuum are 𝜇0 and 𝜖0, respectively. Then, refractive index 𝑛 

is given by 

 

𝑛 =
𝑐

𝑣
= √

𝜖𝜇

𝜖0𝜇0
 (3-10) 

The electro-optic effect changes the refractive index by the change of the dielectric 

constant with the electric field. When the modification of the refractive by an electric field 

is in proportion to the field strength, it is called the linear electro-optic effect (also called 

the Pockels effect). When the modification of the refractive index is proportional to the 

square of the field strength, it is called the Kerr effect (also called the quadratic electro-

optic effect), which is much smaller than the Pockels effect. The Pockels effect [47] 

occurs only in crystals that lack inversion symmetry, such as lithium niobate (LiNbO3 or 

https://en.wikipedia.org/wiki/Inversion_symmetry
https://en.wikipedia.org/wiki/Lithium_niobate
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LN) [48] or gallium arsenide (GaAs), meanwhile all materials show a Kerr effect. It is 

general to use LN for the phase modulator in light-wave communication, because 

it is a ferroelectric material of low loss and high electro-optic constant. Moreover, a LN 

crystal is easily grown with a simple process. 

Because LN is uniaxial crystal, birefringence occurs depending on the light direction. 

Here we assume that the optical axis of the LN crystal is z-axis, and light is incident on 

the y-direction. When an electric field 𝐸𝑍 is applied to the crystal in parallel to the z-axis, 

the refractive indices 𝑛𝑥 and 𝑛𝑧 for the light fields in x- and z-directions are change as  

 
𝑛𝑥 = 𝑛0 − ∆𝑛𝑥 = 𝑛0 −

1

2
𝑟13𝑛0

3𝐸𝑧 (3-11) 

 
𝑛𝑧 = 𝑛𝑒 − ∆𝑛𝑧 = 𝑛𝑒 −

1

2
𝑟33𝑛𝑒

3𝐸𝑧 , (3-12) 

where, 𝑛0  and 𝑛𝑒  are refractive indices for the x- and the z-directions without the 

electric field. 𝑟13 and 𝑟33 are electro-optics constants for the light fields in x- and z-

directions with the electric field applied in the z-direction. When the polarization of the 

input light is in z- direction, phase 𝜙 of the output light is modulated by 

 
𝜙(𝑉) = −

2𝜋

𝜆
𝑛𝑧(𝑉)𝑙 = −

2𝜋𝑙

𝜆
(𝑛𝑒 −

1

2
𝑟33𝑛𝑒

3
𝑉

𝑑
) (3-13) 

where 𝑙  is the length of the LN crystal in the y-direction, and 𝑑 is the crystal thickness 

in the z-direction. Equation (3-13) shows that the phase shift is proportional to the 

applied voltage V. Because the electro-optics constant 𝑟33 is largest in LN crystal, the 

phase modulation can be performed most efficiently to the z-polarized light by applying 

the electric field in the z-direction. The polarization of the input beam often needs to be 

aligned with one of the optical axes of the crystal to keep the polarization state. 

 

3.3.1 Conventional state generation method: Dual-drive modulator (DDM) 

The state preparation for BB84 protocol requires phase modulation with four values. A 

simple phase modulation described in the previous section needs four values of applied 

voltage.[16] This requirement makes the drive circuit complicated. Moreover, it is hard 

to control the voltage precisely in high speed modulation. A dual-drive modulator (DDM) 

solves this problem. The DDM is based on a Mach-Zehnder (MZ) interferometer, where 

two electrodes attached to the branched waveguides supply two different modulation 

signals. as shown in Fig. 3.2. The applied voltages 𝑉𝜙1 and  𝑉𝜙2 to the upper electrode 

and the lower electrode lead the phase changes 𝜙1  and 𝜙2 to the pulses through the 

upper and lower waveguides, respectively. The result of phase modulation for the pulse 

through the DDM is 

https://en.wikipedia.org/wiki/Gallium_arsenide
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𝑒𝑖𝜃 =

𝑒𝑖𝜙1 + 𝑒𝑖𝜙2

√2
 (3-14) 

Therefore, we can use DDM to generate the phase difference between pulses |0⟩ and 

|1⟩, and modulate the input state (|0⟩ + |1⟩) √2⁄  to the output state (|0⟩ + 𝑒𝑖𝜃|1⟩) √2⁄  

used as the four states in the phase encoding BB84 protocol. For example, if we want to 

get the state X0, no phase difference is required between |0⟩ and |1⟩ components. Then, 

we set the voltages 𝑉𝜙1

(0)
  and  𝑉𝜙2

(0)
  so as to supply the phase changes 𝜙1

(0)
= 0  and 

𝜙2
(0)

= 0 to the pulse |0⟩, and set the voltages 𝑉𝜙1

(1)
  and 𝑉𝜙2

(1)
 so as to supply the phase 

change 𝜙1
(1)

= 0 and 𝜙2
(1)

= 0 to the pulse |1⟩. We obtain the state  

 
1

√2
(

𝑒𝑖𝜙1
(0)

+ 𝑒𝑖𝜙2
(0)

√2
|0⟩ +

𝑒𝑖𝜙1
(1)

+ 𝑒𝑖𝜙2
(1)

√2
|1⟩) =

1 + 𝑖

√2

|0⟩ + |1⟩

√2
. 

(3-

15) 

Here (1 + 𝑖) √2⁄ = 𝑒𝑖𝜋/4 is a global phase and can be ignored. The state X0 =
|0⟩+|1⟩

√2
 

is thus generated. Similarly, we can generate all the four states used in BB84 phase 

encoding protocol by changing the voltage supplied to two electrodes as Table 3.1. In 

summary, the electric field of input light Ei is transformed into that of output light Eo 

as follows: 

 
𝐸𝑜 =

1

2
(𝑒𝑖𝜙1 + 𝑒𝑖𝜙2) = cos

𝜙1 − 𝜙2

2
𝑒𝑖

𝜙1+𝜙2
2 𝐸𝑖 (3-16) 

Then the photon state is given by: 

 
1 2 1 2

0,1

1
exp( )cos

2 22

j j j j

j

i j
   

=

+ −
 = 

 
(3-17) 

  The reason that we choose DDM as the phase modulator is that, firstly, only two values 

for each electrode are necessary to generate the four states, and secondly, the difference 

of the applied voltage is V for both electrodes, as shown in the table 3.1. These features 

simplify the design of the drive circuit significantly. 
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Fig. 3.2 Schematic of DDM (Ei, electric field of input light; Vϕ, applied 

voltage to electrodes; ϕ, phase shift; Eo, electric field of output light). 

DDM is based on MZI and modulates light intensity and phase by applying 

phase shifts independently on upper and lower paths. 

 

Table 3.1 Phase shifts in DDM to generate photon states X0, X1, Y0, and Y1. Variable 

𝝓𝒊
(𝒋)

 (i = 1, 2, j = 0, 1) denotes phase applied to i-th electrode for state |𝒋⟩. 

 

 𝜙1
(0)

 𝜙1
(1)

 𝜙2
(0)

 𝜙2
(1)

 θ State 

X0 0 0 
π

2
 

π

2
 0 

|0⟩ + |1⟩

√2
 

X1 0 π 
3π

2
 

π

2
 π 

|0⟩ − |1⟩

√2
 

Y0 0 π 
π

2
 

π

2
 

π

2
 

|0⟩ + i|1⟩

√2
 

Y1 π π 
π

2
 

3π

2
 

3π

2
 

|0⟩ − i|1⟩

√2
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3.3.2 Proposed state generation method: Dual-parallel modulator (DPM) 

We propose the use of a dual-parallel modulator (DPM) [49] for state preparation in QKD 

systems. The DPM is often used as an I-Q modulator in coherent optical communication. 

As depicted in Fig. 3.3, DPM is constructed with two push-pull driven MZ modulators 

connected in parallel. In each MZ modulator, an electrode provides phase shifts to the 

two branches, where the phase shifts are the same amount and opposite sign. For example, 

in the upper interferometer, phase modulation in waveguides A and B, denoted by 𝜙1𝐴 

and  𝜙1𝐵 , are described as 

 𝑒𝑖𝜙1𝐴 = 𝑒−𝑖𝜙1 (3-18) 

 𝑒𝑖𝜙1𝐵 = 𝑒𝑖𝜙1 . (3-19) 

Therefore, the phase modulation 𝜙1𝐴𝐵 of the combined pulse becomes 

 𝑒𝑖𝜙1𝐴𝐵 = 𝑒−𝑖𝜙1 + 𝑒𝑖𝜙1 = cos 𝜙1 (3-20) 

Similarly, the phase modulation on the lower interferometer is cos 𝜙2. An electrode at 

the output shown as block i in Fig. 3.3 provides a fixed phase shift of π/2. Then, the final 

phase modulation 𝑒𝑖𝜃 becomes 

 
𝑒𝑖𝜃 =

cos𝜙1 + 𝑖cos𝜙2

√2
 (3-21) 

We can use the DPM to generate the phase difference between pulses |0⟩ and |1⟩ to 

prepare the four states in the phase encoding BB84 protocol. For example, if we want to 

get the state X0, no phase difference is required between |0⟩ and |1⟩ components. Then, 

we set the voltages 𝑉𝜙1

(0)
  and  𝑉𝜙2

(0)
  so as to supply the phase changes 𝜙1

(0)
= 0  and 

𝜙2
(0)

= 0 to the pulse |0⟩, and set the voltages 𝑉𝜙1

(1)
  and 𝑉𝜙2

(1)
 so as to supply the phase 

change 𝜙1
(1)

= 0 and 𝜙2
(1)

= 0 to the pulse |1⟩. We obtain the state X0 as 

 
1

√2
(

𝑒𝑖𝜙1
(0)

+ 𝑒𝑖𝜙2
(0)

√2
|0⟩ +

𝑒𝑖𝜙1
(1)

+ 𝑒𝑖𝜙2
(1)

√2
|1⟩) =

1

√2
(|0⟩ + |1⟩). 

(3-

22) 

Similarly, we can generate all the four states in BB84 phase encoding protocol by 

changing the voltages supplied to the electrodes. In summary, the electric field of the 

output light, 𝐸o, is related to that of the input light, 𝐸i, as follows: 

 

  

1 2cos cos

2
o i

i
E E

 +
=  (3-23) 

Then the photon state is given by:   
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|Ψ⟩ =

∑ (cos 𝜙1
(𝑗) + 𝑖 cos 𝜙2

(𝑗))𝑗=0,1

√∑ (cos2 𝜙1
(𝑗) + cos2 𝜙2

(𝑗))𝑗=0.1

|𝑗⟩ 
(3-23) 

Then, the four states, X0, X1, Y0, and Y1,  |ψ⟩ = [|0⟩  +  exp(𝑖𝜃) |1⟩] √2⁄  𝜃 ∈

{0, π/2, π, 3π/2}, can be obtained by adjusting voltages Vϕ1
 and Vϕ2

 to provide the 

appropriate phase shifts, ϕ
1
 and ϕ

2
, respectively, as shown in Table 3.2. Here global 

phase is ignored. The DPM is operated with two phase shifts of 0 and  on each 

interferometer to generate the four states, and thus only two output values of 0 and Vπ 

are required, simplifying the driver. 

 

 

 

Fig. 3.3 Schematic of DPM (𝐸i, electric field of input light; 𝑉𝜙, applied 

voltage to electrodes; 𝜙, phase shift; 𝐸o, electric field of output light; 

MZM, Mach–Zehnder modulator; i, 𝜋 2⁄  phase shift). DPM is 

constructed with two push–pull Mach–Zehnder modulators connected in 

parallel. 
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Table 3.2 Phase shifts in DPM to generate photon states X0, X1, Y0, and Y1. 

Variable 𝝓𝒊
(𝒋)

 (i = 1, 2, j = 0, 1) denotes phase applied to i-th electrode for state |𝒋⟩. 

 𝜙1
(0)

 𝜙1
(1)

 𝜙2
(0)

 𝜙2
(1)

 𝜃 State 

X0 0 0 0 0 0 
|0⟩ + |1⟩

√2
 

X1 0 𝜋 0 𝜋 𝜋 
|0⟩ − |1⟩

√2
 

Y0 0 𝜋 0 0 
𝜋

2
 

|0⟩ + 𝑖|1⟩

√2
 

Y1 0 0 0 𝜋 
3𝜋

2
 

|0⟩ − 𝑖|1⟩

√2
 

 

 

 

 

3.4 Voltage fluctuation applied for the phase modulators 

  In recent high-speed QKD systems, the clock rate of the system reaches 1 GHz, so that, 

the phase modulators need to be operated at this rate. However, the limited-bandwidth of 

the electric circuit results in the degradation of the modulation signal at such high 

frequency, as shown in Fig. 3.4. We observe that electric signal to the modulator varies 

20% in 200 ps from time A to B as illustrated in Fig. 3.4 which is longer than the pulse 

duration of light (100 ps). Therefore, the phase modulation to the light pulse differs up to 

20%, if the timing of light pulse fluctuates from time A to B. This inaccuracy in voltages 

applied for phase modulators will produce error in the phase difference resulting in the 

state generation flaw in BB84 protocol. Although limited-bandwidth devices have been 

investigated on light intensities regarding the decoy effect [16], it also affects the accuracy 

of state preparation. In this thesis, we consider the effects of fluctuation in the voltages 

applied to the phase modulator for both DDM and DPM.  
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Fig. 3.4 Inaccurate square wave signals in high frequency 

 

Firstly, we consider a voltage fluctuation 𝑉𝜀  occurs on Vϕ2
  (the electrode on the 

upper branch) in DDM. As the electro-optical effect is linear with the applied electric 

field, phase shift error ε to ϕ
2
 also varies linearly according to voltage shift V𝜀. Then, 

the coefficients in Eq. (3-16) change to  

 

exp (i
𝜙1

(𝑗)
+ (𝜙2

(𝑗)
+ 𝜀)

2
) cos

𝜙1
(𝑗)

− (𝜙2
(𝑗)

+ 𝜀)

2
 

= exp (𝑖
𝜙1

(𝑗)
+𝜙2

(𝑗)

2
) [(1 + 𝑖𝜀) cos

𝜙1
(𝑗)

−𝜙2
(𝑗)

2
+ 𝜀 sin

𝜙1
(𝑗)

−𝜙2
(𝑗)

2
]. 

(3-25) 

up to the first order of ε. The phase shift error results in the change of the amplitude ratio 

and the relative phase. In a widely used direct phase modulator, the phase shift error 

causes the relative phase shift linear to ε, as the phase varies linearly on the applied 

voltage. 

Secondly, we consider the phase modulation error in the DPM, where a voltage 

fluctuation 𝑉𝜀 occurring in Vϕ2
 (two opposite electrodes on the lower branch) produces 

an error 𝜀. As the cosine varies proportionally to the square of the error for ϕ
2
 = 0 or : 

 2 4

2 2

1 1
cos( ) cos (1 )

2! 4!
    + = − + −

. 
(3-26) 

Therefore, the lowest-order error during phase modulation is proportional to the square 

of phase shift error ε. When error ε is small enough (i.e., much lower than 1), the relative 

phase error by the DPM is negligible. Hence, the state preparation flaw is suppressed in 

the DPM much more effectively than in the DDM. In the next chapter, I will compare the 

state generation flaw in DDM and DPM experimentally.   
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Chapter 4   

PM Experiment and Analysis 

 

  To experimentally prove the superiority of DPM over DDM, we need to take a 

comparison experiment. In this experiment, it is important that we use the DDM and DPM 

to modulate the phase of double pulses and keep other part of the experiment is the same. 

For example, both of the DDM and DPM are controlled under the same change of DC 

bias and the voltages of the pulse height from PPG to simulate the fluctuation in voltage 

supply. We will use the measurement results to analyze the output light states from the 

phase modulator with the quantum state tomography to obtain the density operators. 

Fidelity between X-basis states and  -basis states are calculated to quantify the state 

generation flaw caused by the voltage fluctuation. Finally, we calculate the final key 

generation rate, and show the superiority of the DPM over the DDM on the resistance to 

the fluctuation. 
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4.1 Set up of the experiment 

 

 

 

Fig. 4.1 Experimental setup for phase encoding BB84 quantum system in 

Alice’s station 

 

 

 

Fig. 4.2 Experimental setup for phase encoding BB84 quantum system in 

Bob’s station 
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Fig. 4.3 Schematic structure of Asymmetric Mach Zehnder Interferometer 

(AMZI) used in our experiment 

 

Experimental setup to investigate the effects of voltage shifts on the photon states in the 

phase encoding BB84 QKD system is shown in Figs. 4.1-4.3. The setup consists of the 

state generation part (we here call it Alice’s station after the description in QKD) and the 

state measurement part (here Bob’s station.) At Alice’s station depicted in Fig. 4.1, a laser 

diode (LD) emits light pulses of 1550-nm wavelength, 625MHz and 100 ps duration, 

through the isolator, which prevents the reflected light by the connectors and the optical 

devices from being fed back to the laser. A polarization controller (PC) and a polarizer 

define the polarization of the light. The pulse is converted to a coherent double-pulse with 

800 ps time delay using the planar lightwave circuit (PLC) [50] asymmetric Mach 

Zehnder interferometer (AMZI), the schematic structure of which is shown in Fig. 4.3. 

We use silica-based PLC, which refers to a planar integrated optical circuit of silica 

waveguides formed on a substrate of with the technique of the semiconductor process. As 

for the AMZI, a path difference varies with the temperature-dependent propagation 

constant in the silica waveguide. In other words, the path difference can be controlled 

precisely by the temperature control. In this experiment, the temperatures of the AMZI’s 

are controlled with computer-controlled temperature controllers with the accuracy of 0.01 

degree to set the identical path difference τ to AMZI’s in Alice’s station and Bob’s. 

The double-pulse enters into a phase modulator (PM) after another PC. We select DDM 

or DPM for comparison. The PM is driven by two pulse pattern generators (PPG) and DC 

biases. The polarization control is necessary to obtain reliable results because of 

polarization dependence of the PM’s.  
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To measure the states of light, a PLC-AMZI is used at Bob's station. We select the 

measurement basis X or   by changing the relative phase between the arms in AMZI with 

the temperature. We use a switch to choose detection port from the two output ports of 

the AMZI and measure the light intensity with a high-speed photodetector instead of using 

two photodetectors connecting to two ports. We use a single photodetector to avoid the 

error that may be caused from the difference between two photodetectors. The output of 

the AMZI contains three components, only the center of which bring the information of 

relative phase between |0⟩ and |1⟩. We select this part from the detection signal of a 

high-speed photo detector, and store it. We recorded the intensities of the interference 

signals with an oscilloscope of 6 GHz bandwidth and 20 GSa/s sampling rate. The 

intensity was defined as the pulse area. We also need to measure the states in Z-basis to 

perform the quantum state tomography. The measurement in Z-basis refers to the intensity 

measurement on each component of the double pulses after the PM in Alice’s station. The 

measurements were done with unattenuated light. Therefore, the measured intensities 

were proportional to the expectation values, considering the attenuation as independent 

from the photon states. This assumption is natural, because the characteristics of passive 

attenuators are expected to remain unchanged during the period of double-pulse 

components and keep the relative phase. 

 

4.2 Experimental method 

To examine the effects of voltage fluctuation, we intentionally change the voltages 

applied to the phase modulator. In the present experiment, we fix the shift of the voltage. 

Here, we investigate two types to change the voltage: one is DC bias and the other is the 

pulse height from PPG to simulate the sift of the operating point of the modulator and the 

fluctuation of the control signals, as shown in Fig. 4.4. The difference between two types 

is that both pulse |0⟩ and |1⟩ are influenced by the change of DC bias, while there is 

only an impact on the pulse |1⟩ for the change of the pulse height from PPG. 

In our experiment, we change the voltages including the PPG and DC bias from -0.25𝑉𝜋 

to 0.25𝑉𝜋 on purpose to simulate the fluctuation of the voltage. Here 𝑉𝜋 represents the 

voltage that causes 𝜋 phase shift at the phase modulator. Then we record the intensities 

of inference signals to calculate the visibility and the fidelity. We also record the 

intensities of double-pulses after generated in Alice’s station as Z basis measurement. 

Actual experiment is proceeded as follows. We set the pulse amplitude from PPG and 

DC bias to modulate the time-bin double-pulse to generate a nearly perfect state, and we 

set the measurement basis to X. We assume that the measurment bases to be perfect. The 

setup is controlled so as to yield the highest visibility. Then, we change the DC bias from  
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Fig. 4.4 Two type of the voltage sift to the modulator to simulate the 

fluctuation 

 

 

-0.25𝑉𝜋 to 0.25𝑉𝜋 to simulate the shift in DC bias and record the interference signal. 

After completion, we change the basis to  , and perform the same measurement. We also 

record the intensities of the double-pulse components as measurement in Z-basis. We 

continue the measurement by changing the pulse amplitude (AC) with the same procedure. 

 

4.3 Quantum state tomography 

  As the definitions of the state preparation flaw and fidelity introduced in chapter 3, we 

need to calculate the density matrix of the states. Here, we introduce the Quantum state 

tomography to estimate the density matrix of states [51][52]. 

  Since we need to determine a single qubit state, we present the density matrix as a 

linear expansion with Pauli matrices 𝜎𝑖̂’s as 

 

𝜌̂＝
1

2
∑

𝑆𝑖

𝑆0
𝜎𝑖̂

3

𝑖=0

 (4-1) 

where the expansion coefficients are related to the Stokes parameters, which are originally 

introduced to define the polarization states in Poincare sphere. They are determined from 

a set of four intensity measurements (1) with a filter that transmits 50% of the incident 

radiation, regardless of its polarization; (2) with a polarizer that transmits only 

horizontally polarized light; (3) with a polarizer that transmits only light polarized at 45° 

to the horizontal; and (4) with a polarizer that transmits only right-circularly polarized 

light. The intensities obtained in these four experiments are as follows: 

 
𝑛0 =

𝑁

2
(⟨𝐻|𝜌|𝐻⟩ + ⟨𝑉|𝜌|𝑉⟩) 

    =
𝑁

2
(⟨𝑅|𝜌|𝑅⟩ + ⟨𝐿|𝜌|𝐿⟩) 
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 𝑛1 = 𝑁(⟨𝐻|𝜌|𝐻⟩) (4-2) 

 𝑛2 = 𝑁⟨𝐷̅|𝜌|𝐷̅⟩ 

 𝑛3 = 𝑁⟨𝑅|𝜌|𝑅⟩, 

where |𝐻⟩ , |𝑉⟩ , |𝐷̅⟩ =
|𝐻⟩−|𝑉⟩

√2
 , and |𝑅⟩ =

|𝐻⟩−𝑖|𝑉⟩

√2
  represent the state polarized in the 

linear horizontal, linear vertical, linear diagonal (45°), and right-circular senses 

respectively. A two-by-two density matrix 𝜌 describes polarization state of the light, and 

N is a constant depending on the detector efficiency and light intensity. The Stokes 

parameters, which fully characterize the polarization state of the light, are then defined 

by 

 𝑆0 = 2𝑛0 = 𝑁(⟨𝑅|𝜌|𝑅⟩ + ⟨𝐿|𝜌|𝐿⟩) 

(4-3) 
 𝑆1 = 2(𝑛1 − 𝑛0) = 𝑁(⟨𝑅|𝜌|𝐿⟩ + ⟨𝐿|𝜌|𝑅⟩) 

 𝑆2 = 2(𝑛2 − 𝑛0) = 𝑁𝑖(⟨𝑅|𝜌|𝐿⟩ + ⟨𝐿|𝜌|𝑅⟩) 

 𝑆3 = 2(𝑛3 − 𝑛0) = 𝑁(⟨𝑅|𝜌|𝑅⟩ − ⟨𝐿|𝜌|𝐿⟩) 

We here use the equivalence between polarization and time-bin qubits, and regard |0⟩ as 

|𝐻⟩ and |1⟩ as |𝑉⟩. We can connect our |𝑋1⟩ =
|0⟩−|1⟩

√2
 to |𝐷̅⟩ and |𝑌1⟩ =

|0⟩−𝑖|1⟩

√2
 to 

|𝑅⟩. Then, the measurement results in our experiment determine the state generated in X-

basis 𝜌𝑋 as follows: 

 
𝑛0 =

𝑁

2
(⟨0|𝜌𝑋|0⟩ + ⟨1|𝜌𝑋|1⟩) 

= 𝑃(𝑍0|𝑋0) + 𝑃(𝑍0|𝑋1) + 𝑃(𝑍1|𝑋0) + 𝑃(𝑍1|𝑋1) 
(4-4) 

 𝑛1 = 𝑁⟨0|𝜌𝑋|0⟩ = 𝑃(𝑍0|𝑋0) + 𝑃(𝑍0|𝑋1) 

 𝑛2 = 𝑁⟨𝑋1|𝜌𝑋|𝑋1⟩ = 𝑃(𝑋1|𝑋0) + 𝑃(𝑋1|𝑋1) 

 𝑛3 = 𝑁⟨𝑌1|𝜌𝑋|𝑌1⟩ = 𝑃(𝑌1|𝑋0) + 𝑃(𝑌1|𝑋1) 

where 𝑃(𝑍0|𝑋0′) refers to the probability that the measurement result is 0 in Z-basis 

when the state |𝑋0′⟩ is generated. In the experiment, we calculate the probability from 

the intensity measurement as 

 
𝑃(𝑍0|𝑋0′) =

𝐼(𝑍0|𝑋0)

𝐼(𝑍0|𝑋0) + 𝐼(𝑍1|𝑋0)
 (4-5) 

where 𝐼(𝑍0|𝑋0)  represents the intensity of |0⟩⟩ and 𝐼(𝑍0|𝑋0)  the intensity of pulse 

|1⟩, when the state |𝑋0⟩ is intended to generate in Alice’s station. 

 
𝑃(𝑋1|𝑋0) =

𝐼(𝑋1|𝑋0)

𝐼(𝑋1|𝑋0) + 𝐼(𝑋0|𝑋0)
 (4-6) 

where 𝐼(𝑋1|𝑋0) represents the intensity of destructive interference signal in X-basis, 

when the state |𝑋0⟩ is intended to generate in Alice’s station. We can calculate other 
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probabilities similarly. The Stokes parameters for the states are related to 𝑛𝑖’s as 

 𝑆0 = 2𝑛0 = 𝑁(⟨𝑌1|𝜌𝑋|𝑌1⟩ + ⟨𝑌0|𝜌𝑋|𝑌0) 

(4-7) 
 𝑆1 = 2(𝑛1 − 𝑛0) = 𝑁(⟨𝑌1|𝜌𝑋|𝑌0⟩ + ⟨𝑌0|𝜌𝑋|𝑌1⟩) 

 𝑆2 = 2(𝑛2 − 𝑛0) = 𝑁𝑖(⟨𝑌1|𝜌𝑋|𝑌0⟩ + ⟨𝑌0|𝜌𝑋|𝑌1⟩) 

 𝑆3 = 2(𝑛3 − 𝑛0) = 𝑁(⟨𝑌1|𝜌𝑋|𝑌1⟩ − ⟨𝑌0|𝜌𝑋|𝑌0⟩) 

We substitute the estimated Stokes parameters into Equation. 4-1 to obtain the density 

matrices. 

 

4.4 Results and discussion 

Figure 4.5 shows the reconstructed density matrices ρ
X
  for X states. They are 

reconstructed by the intensities of the interference signals and substituted into Eq. (4-1) - 

(4-7). Experimental details are shown in the section 4.3. Figures 4.5(a) and 4.5(d) show 

that, without voltage shift, the density matrices from the DDM and DPM are both close 

to half of the identity matrix, which implies that the states are almost ideal [51]. However, 

the states generated by the DDM in Figs. 4.5 (b) and 4.5 (c), deviate from the ideal one 

by changing 25% of Vπ in the applied AC or DC voltage, whereas those generated by 

the DPM remain close to ideal as shown in Figs. 4.5 (e) and 4.5 (f).  

The effects of the modulation voltage on fidelity F(ρ
X

, ρ
 
) are summarized in Figs. 4.6 

(a) and 4.6 (b) for the DC bias and AC amplitude changes, respectively. We substitute the 

reconstructed density matrices into Eq. (3-2) to obtain the fidelity. The error bars mainly 

originate from the noise of the oscilloscope during the measurement of output states. The 

observed signal-to-noise ratio was approximately 16 dB. The effect of this estimation 

error was negligible on the final key generation rate, as verified in the simulation reported 

below. The fidelity of sent states using the DPM remained almost at unity for the voltage 

deviation range in the present experiment, whereas the states generated by the DDM were 

affected by the voltage deviation. These results agree well with the theoretical prediction. 

A small decrease observed under a large voltage deviation may result from the nonlinear 

response of the phase modulators. 

We then evaluated the QKD system performance by simulating the final key 

generation rate considering the state preparation flaw for decoy state BB84 protocol in 

the asymptotic case. We use experimentally obtained fidelity and visibility to express the 

state preparation flaw as described in section 2. For the simulation, we used experimental 

results described in Chapter. 3, Eq. (3-9) and the parameters listed in Table 4.1, and the 

error rates were calculated for signal (s) and decoy (d) pulses in the X and Y bases, as 

follows [44–46]: 
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𝑒𝑖,𝑗 =

1

𝑆𝜇𝑗

[(1 − exp (−𝜂𝜇𝑗10−
𝛼𝑙
10)) 𝐸𝑖

+
1

2
exp (−𝜂𝜇𝑗10−

𝛼𝑙
10) 𝑦0] , 𝑖 = X, Y, 𝑗 = d, s 

(4-8) 

where η is the detector efficiency, α (in dB/km) is the loss coefficient in fiber, l is the 

transmission distance, 𝑦0  is the background rate, 𝜇s  and 𝜇d  are the mean photon 

numbers of the signal and nontrivial decoy state, respectively, Ei is the source error rate 

for the corresponding basis, Sμd
 is the count rate of the decoy pulse, and Sμs

 is the count 

rate of signal pulse: 

 
d

10
0 d1 ( 1 )exp 10

l

S y


 
− 

= + − + − 
 

, (4-9) 

 
s

10
0 s1 ( 1 )exp 10

l

S y


 
− 

= + − + − 
 

. (4-10) 

 

Fig. 4.5 Reconstructed state 𝜌𝑋 with DDM (a) without voltage variation 

and with (b) 25% DC bias and (c) 25% AC amplitude change. 

Reconstructed state 𝜌𝑋 with DPM (d) without voltage variation and with 

(e) 25% DC bias and (f) 25% AC amplitude change. 
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Fig. 4.6 (a) Fidelity according to DC bias. (b) Fidelity according to pulse 

amplitude (AC). Squares and stars represent the measured values for DDM 

and DPM, respectively. The solid and dotted lines represent the theoretical 

values for DDM and DPM, respectively. 
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Source error rate Ei (i = X, Y) represents the rate at which Alice generates states with 

incorrect bit values in the corresponding basis and is related to visibility 𝜈i  of the 

interference by 

 

1
=

2

i

i

v
E

−

. (4-11) 

The visibilities can be calculated from the measured intensities as 

 
X

(X0 | X0 (X1| X0

(X0 | X0 (X1| X0

I I
v

I I

 

 +

)- )
=

) )
, (4-12) 

 
Y

(Y0 | Y0 (Y1| Y0

(Y0 | Y0 (Y1| Y0

I I
v

I I

 

 +

)- )
=

) )
. (4-13) 

where I (X0|X0')  and I (X1|X0')  represent the intensities of pulses measured in 

photodetectors X0 and X1, respectively, when Alice generates state |X0'⟩  while 

intending to send state |X0⟩.  

The result of the visibility is: 

 

 

Fig. 4.7 Visibility of DDM by changing AC from -0.25𝑉𝜋 to 0.25𝑉𝜋 
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Fig. 4.8 Visibility of DPM by changing AC from -0.25𝑉𝜋 to 0.25𝑉𝜋 

 

In our decoy state method to calculate the secure key generated from signal pulses, we 

used quantum bit error rate (QBER) 𝛿X = 𝑒X,𝑠  calculated with Eq. (4-8). Using 

vacuum+weak decoy states [45], we consider the single-photon state error rate, 

 

d

d

Yd 0 0

1 , ,0

1 d

L

e e e y
e

y



 

−


, (4-14) 

as phase error rate 𝛿 . To account for the influence of the state preparation flaw ∆, the 

fidelity from the experimentally obtained density matrices with Eq. (3-2) is used in Eq. (2-

1),.We calculate 𝛿′  as Eq. (3-8) and substitute it into Eq. (3-9) to obtain the final key. 

Here, e0 is the error rate of zero-photon state, and we used the same value of e0y0 as in 

[45]. The yield of the single-photon state is given by 

 

d s d

2 2 2
, ,0 s d s d

1 d s 02 2 2

d s d s s

( )
L

y Q e Q e y
     

    

−
= − −

− , (4-15) 

where the superscript in y
1

L,μd,0 represents distance, mean photon number of the weak 

decoy state, and mean photon number of the vacuum decoy state. The gains can be 

calculated as above with the given parameters as 

 d s d

d s

2 2 2 2
, ,0 s d s d

1 1 02 2 2

d s d s s

( )
L

Q Q S e S e y
  

 

   
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−
 = − −

−
, (4-16) 
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Table 4.1 Parameters for key generation rate 

Parameter Value 

Fraction of X basis q 1 

Error correction efficiency f 1.1 

Efficiency of photon detector 𝜂 0.1 

Absorption coefficient 𝛼 (dB/km) 0.2 

Mean photon number in signal pulse 𝜇s 0.5 

Mean photon number in decoy pulse 𝜇d 0.1 

Background rate 𝑦0 1.0×10-6 

 

The simulation results are shown in Fig. 4.9 and clearly describe the effects of the state 

preparation flaw. In both the DC bias and AC amplitude changes, the DPM yields higher 

key generation rate than the DDM. The final key generation rate is almost unchanged up 

to 0.2Vπ deviation for AC, and a finite key generation rate is obtained at 180 km under 

DC bias variation. As the DC bias changes the phases of both states |0⟩ and |1⟩, its effect 

is more notable, though the errors in DC bias would be much smaller than AC deviation 

in a practical device. As our experimental fidelity and simulation result, state preparation 

flaw generated by the imperfection in implementation will lead to a decrease in key 

generation rate as theoretical analysis [2], [18-41]. The improvement on intensity 

modulator and phase modulator is also studied to decrease the imperfection in 

implementation [53]. Our proposal take advantage of the PLC-AMZI to keep the stable 

interference to avoid inaccuracy during the state preparation. Moreover, our proposal, 

DPM, is an off-the-shelf device used in optical communication. It requires only two 

values, 0 and V  to define the BB84 states will simplify the design of the driving circuit. 

Other researches based on the feedback of the quantum key distribution system were also 

supplied to decrease the imperfection in implementation [54]. Our proposal can suppress 

the state preparation flaw without complicated feedback circuits. Of course, the 

combination of these researches and ours will decrease state preparation flaw further and 

provide a much more efficient transmitter. 
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Fig. 4.9 Final key generation rate by (a) DC and (b) AC variations in the 

modulator. Dashed lines represent voltage deviation of 0 (red), 0.05Vπ 

(blue) and 0.1Vπ (black) in DDM. Solid lines represent voltage deviation 

of 0 (red), 0.05Vπ (blue), and 0.1Vπ (black) and 0.2Vπ (green)in DPM. 
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Chapter 5   

Quantum Random number generator 

 

As described in introduction, another obstacle is that QKD systems require amount of 

random numbers during its operation. In this section, we will discuss reason and method 

we generate random numbers. And firstly, I will introduce 2 types of random numbers, 

pseudorandom numbers and true random numbers. As the requirement of different 

application, different random numbers are generated and utilized. True random numbers 

generated from quantum random number generator (QRNG) based on quantum 

mechanics are usually called as quantum random numbers [19, 55]. For many superiors 

that we will discuss in this section, QRNG is on the front in the last 20 years. Then, I will 

show you the common block description of QRNG.  
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5.1 Random numbers 

Random numbers play significant roles in many fields, secure communication, 

fundamental science test, gambling industry, numerical simulation and many aspects in 

our daily life. Some applications need a particle of random numbers and utilize the manual 

and mechanical methods to generate randomness, for example, tossing a coin, throwing 

a die, spinning a roulette wheel or a drawing some balls from a lottery machine. Here, we 

will focus on the random number generators with high generation rate applying to 

computers.  

 

5.1.1 Pseudorandom number generator 

As the development of computer science, a large number of random numbers are required. 

Meanwhile, generating random numbers directly from computers looks like a matter of 

course. PRNG is full named as pseudorandom number generators that produce random 

numbers from a deterministic algorithm. The greatest benefit of this generator is its high 

generation rate, because it is only limited by the calculation speed of a computer.  

The pseudorandom number of a computer is calculated by random seeds according to 

a certain calculation method. For example, we can use real time in computer as the seed 

and build random numbers. As long as the calculation method is certain and the random 

seeds are certain, the random number generated is fixed. It means that generated random 

numbers could be reproducible, if seed and generation algorithm is known. This character 

might be an advantage for some applications, for example, we can repeat the same 

simulation when we do some researches.  

Back in the 1940s, when computers were first invented, Von Neumann came up with a 

so-called "Middle-square method" method to generate random numbers. Take a four-digit 

number, such as 1234, as the seed, calculate that its square is 1522756, fill the left side 

with a 0, change to 01522756, and then he output the middle four numbers as random 

numbers, that is 5227. And then we square 5227 and we take the middle four digits and 

we repeat. This algorithm is doubtful after you realize it, the last number is very simple 

to know what the next output is, no matter what seed number you used. So, how can it be 

called random number? But Von Neumann felt that the random numbers met his needs, 

they were fast, required fewer resources, and were repeatable and easy to troubleshoot. If 

you use other hardware to generate random numbers, such as a punched paper tape 

machine for input, it's too slow and consumes too much resources. At the time, Von 

Neumann also pointed out that using overly complex mathematics to generate so-called 

"random numbers" might hide more errors than it solves. 
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But it was clear that Von Neumann's algorithm could not satisfy the need for random 

numbers in many cases. Since the 1960s, a method called linear congruency or LCG 

algorithm [56] has been widely used to generate random numbers. The linear congruence 

algorithm is very simple, it's just a function 𝑎𝑥 + 𝑏 mod 𝑐, and it takes the remainder as 

a random number, and then the next random number takes the last remainder as 𝑥, and 

iterates over the next remainder.  ou could even take b to be equal to 0, which is 𝑎𝑥 over 

c. In practice, each remainder can be converted into a binary number and output in turn. 

Recursive formula of LCG algorithm: 

 𝑋𝑛+1 = 𝑎𝑋𝑛 + 𝑐 mod 𝑚 (5-1) 

The advantages of the above algorithm are obvious, that is, simple and efficient. And 

if I make the c that's being divided big enough, I can make the period very long, and I can 

pass almost all the statistical tests. So this algorithm was widely used as soon as it 

appeared, for example, the Random function in the Standard library of The Java language 

is still the LCG algorithm, where the dividend c is 2^48, because if the calculation by the 

power of 2 is the fastest in the computer, just shift it. And 𝑎  is a strange number 

25214903917, b=11. Instead of writing out the remainder each time, you write the 

numbers in reverse, from the 47th to the 16th digits, because the higher digits have a 

shorter cycle, so the lower digits pass the statistical test better.  

The above algorithm has been used since the 1960s, which shows its superiority. But it 

certainly has some drawbacks. One is that you must choose your parameters 𝑎, b, and c 

carefully, and if you don't choose them well, you have a problem. Another problem is that 

you should not use the LCG algorithm in cases where encryption is required, because if 

someone wants to, they can count your seeds backwards from your history output. So this 

is kind of a math problem: you know the remainder of 𝑎, b, c and 𝑎𝑥 plus b divided by 

c, and you figure out 𝑥 .  ou could write a polynomial time algorithm to solve this 

problem.  

Then there is the so-called "cryptography secure" random number generation algorithm. 

First of all, we need to define "cryptographic security". We see that the previous algorithm 

is "unsafe", which is unsafe because we can predict the number of seeds you use by 

looking at the historical data, and finally achieve the effect of the random number 

generated after the prediction. That, in turn, is a cryptographically-secure random number 

algorithm, where I can give you fairly long historical data, and you have very strong 

computers, and I can still make sure that you can't make any "nonnegligible" changes in 

a sufficiently long period of time, for example, a year, to guess what random numbers I'm 

going to produce in the future. "Fairly long," "very strong," "sufficiently long," and "not 

negligible," are variables that we do not need to have a precise numerical definition of, 
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as long as we know that these variables can be used to measure the quality of the final 

algorithm. In different cases, we can define some values for these variables, and if the 

algorithm can achieve the values we define, then the algorithm can be used in our case. 

 

5.1.2 True random number generator 

However, in other application, unpredictability, that we cant reproduce generated random 

numbers, is significant. Especially in cryptography, with the development of modern 

computer science, normal random number algorithms will be hard to meet the 

requirement of cryptography secure. Random numbers cant be predicted is called true 

random numbers or hardware random number generator and its generator is called true 

random number generator (TRNG).  

Physical process, which is hard to predict or even is unpredictable, is utilized by true 

random number generators to create the random number strings. So that, it is also called 

physical random number generator. The unpredictability of PRNG is ensured by values 

from the software in the computer or create the bit strings in a professional device that 

inputs it into the operating system. There are physical TRNGs based on different 

principles, such as chaotic systems [57], thermal noise in electronic circuits [58], free 

running oscillators [59], or biometric parameters as a few examples. 

Many IT vendors product processors containing physical random number generators 

using physical values in this device. An example is that Intel integrate a digital RNG 

based on a metastable thermal noise working at 3 GHz rate into his production which is 

normally used in our computers. This integrated RNG can be directly accessed from a 

processor instruction, RdRand [60]. In addition, the VIA Technologies Nehemiah 

processor core from Taiwan contains an on-chip random number generator which is based 

on a series of oscillators where thermal noise alters the jitter so that the combination of 

the oscillators’ output is random. These integrated RNG combines with conditioning 

circuits that process the output to remove biases. 

However, there are inconveniences that have impeded wider adoption of physical 

TRNGs. Some of the problems in physical TRNGs are: first, limited generation rate. 

Physical RNG usually produce random numbers at a much smaller rate than algorithm 

methods. There would be a fundamental limitation in the rate of change of the sampled 

physical parameter during several physical phenomenon. If the sampling rate is too high 

in this system, the system will have not enough time to change and the random numbers 

which make them not independent. Secondly, a convincing argument for the randomness 

of the data is hard to supplied. So that, the randomness of the chosen physical 

phenomenon could be doubtful. From this point, many physical random number 
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generators are generated by our ignorance to describe a physical process rather than its 

intrinsic randomness. However, if no one can describe this randomness with our own 

knowledge, it is a kind of pseud-random number generator which may be solved someday 

in future. The third one is that it is inconvenient to add an external device in the physical 

phenomenon. Finally, it is difficult to detect failures in this system. If a hardware random 

number generator fails during operation, it can be difficult to notice. Official 

recommendations suggest introducing a startup test, a total failure test and an online test 

to check errors during operation [87].  

An important distinction between pseudorandom number generators and physical 

random number generators is the focus on product or process randomness. For 

pseudorandom number generators we can only evaluate the output strings. We focus on 

the product of the ultimately deterministic algorithm and we try to determine whether the 

string has all the properties of a random sequence. In order to determine if we have 

product randomness our options are limited to checking the output strings and submitting 

them to certain statistical test. In physical TRNG we concentrate on process randomness. 

We look for a process that produces a random output and seek to obtain true random 

numbers from fundamentally random physical phenomena. Here, randomness is usually 

taken as unpredictability. While, properly, classical phenomena can not be considered 

truly random, in common use, the terms physical and true random number generator are 

used interchangeably. Usually, it is fine to use an unpredictable physical system as a 

randomness source. However, there remains a doubt whether the backing physical 

process is truly random or, at least, presents serious difficulties to be predicted, like a 

chaotic system, or we simply have a poor model and a better one could destroy the illusion 

of randomness. Quantum random number generators (QRNG) excel in that aspect: they 

use very well defined inherently random processes as the source of their bits. 

 

5.2 Block description 

 

Fig. 5.1 Block figure of a typical physical random number generator.  
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Physical random number generators can be divided into separate blocks with well-defined 

subtasks. The two most important blocks are the entropy source and the postprocessing 

stage. The entropy source consists of a physical system with some random physical 

quantity and the measurement equipment that reads these random variables. In digital 

random number generators, we usually need to convert analog measurements into bit 

strings with the help of analog-to-digital converters. Measurement and quantization are 

noisy processes and there will be some contamination in what is called the raw bit string 

even if the measured quantity is truly random and free from correlations. The 

postprocessing block takes the raw bits and distills a shorter sequence without correlations. 

The most important phase in postprocessing is randomness extraction. Randomness 

extractors are functions that transform the bits from the raw sequence into a uniform 

random sequence at the output with most or all of the randomness available in the input. 

Fig. 5.1 shows the block diagram of a typical physical random number generator. The 

exact parts vary from device to device. For instance, some physical random number 

generators are designed to produce raw sequences with negligible bias and forgo the 

postprocessing phase. There is a delicate balance in choosing an adequate postprocessing 

system. More involved randomness extraction methods usually allow to minimize the 

amount of random bits that are thrown away, but are slower. The overall bit rate depends 

on whether the increased production of bits compensates or not for the slower processing 

circuit or if it is justified to use a faster but more complex hardware to remove biases from 

the raw bit sequence. 

 

5.3 Quantum random number generator 

In quantum mechanics, the state of a physical system can be prepared as a superposition 

state. In Stern–Gerlach electron spin experiment [61] in Fig. 5.1, we assume optional 

vertical upward and downward along a vertical direction. If the electron is started with 2 

superimposed directions, the electron spin detection for failure out of an electronic start 

in which the coherence state of superposition, and therefore have a true random 

measurement. According to the Born rule, the nature of the measurement results of 

quantum states shown above is random and unpredictable, which means that we cannot 

have a better prediction method than blind guessing. Therefore, the inherent randomness 

in quantum measurement can be used to generate true random numbers. In quantum 

mechanics, quantum coherence can be regarded as a kind of resource. The measurement 

process can destroy the coherence of the measured sub-state on a certain measurement 

basis vector, thereby generating randomness equivalent to the quantum coherence 
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consumed. In turn, the quantum coherence can be quantified from the inherent 

randomness. 

A simple example of a quantum random number generator shown in Fig 5.1. Based on 

different mechanisms and equipment of the method, the actual QRNGs are diverse. In 

general, a good quantum random number generator program should have a low cost and 

a high random number generation rate. In fact, in each quantum random number generator 

scheme, quantum effects are often mixed with classical noise. By establishing a suitable 

physical model, even if the quantum signal and classical noise cannot be separated 

technically, the signal-to-noise ratio can be calculated, and the true randomness can be 

accurately estimated. 

This can usually be achieved by a high number of theoretical modeling of the random 

number generator generates a random rate. However, the random number generator only 

when the device is authentic, the output of the random number sequence that has the " 

information-theoretic security" of randomness. If the device is manipulated by an 

adversary, the output may not be truly random. For instance, if a quantum random number 

generator is provided by a malicious manufacturer, a very long random string is copied 

to a large hard drive and removed in order from the hard drive outputs numbers, and the 

manufacturer can always predict the output of the device. 

On the other hand, we can design the quantum random number generator by means of 

an approach, called " random is not dependent on physical apparatus". By means of a self-

testing method for preparing apparatus, even if the physical means are not enough trusted, 

we can still produce truly random numbers. Its basic principle is entanglement witness or 

locality witness, the observation of Bell inequality violation. Even if output this random 

number generator, mixed with classic noise, according to the detection result of Bell's 

inequality, we can still estimate a lower bound of true randomness. Since Bell's inequality 

itself requires random input, random seeds are necessary in this kind of random number 

generator. So that, this process is more appropriate to be considered as a process of 

random expansion, using less randomness to generate more randomness. The 

disadvantage of this random number generator is that the generation rate is very slow. 
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Fig. 5.1 Electron spin detection in the Stern–Gerlach experiment. Assume 

that the spin takes two directions along the vertical axis, denoted by |↑〉 

and |↓〉. If the electron is initially in a superposition of the two spin 

directions, |→⟩ = (|↑⟩ + |↓⟩)/√2, detecting the location of the electron 

would break the coherence, and the outcome (↑ or ↓) is intrinsically 

random. 

 

We wish to make a compromise between generation rate and safety. In general, in the 

actual apparatus, a random number generator can be divided into source and the 

measurement device 2 modules as shown in last section. We can partially trust the 

equipment of the random number generator, that is, a trusted source or a trusted 

measurement device. Such a random number generator scheme is between the above two 

schemes. It has a certain degree of security but does not lose too much of the generation 

rate. It is called a semi-self-testing random number generator. In this paper, we will focus 

on the trusted device QRNG or we can call it practical QRNG. 

 

5.4 Trusted device QRNG 

From the above, the true randomness can be obtained by any method that destroys the 

properties of quantum coherent superposition. Due to the high quality of optical devices 

and the potential to be integrated on the chip, most actual quantum random number 
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generators currently use optics system. I will introduce the principles of various optical 

quantum random number generators below. 

Generate quantum random numbers by measuring the state of qubits. We can directly 

compare the superposition state |+⟩ = (|0⟩ + |1⟩)/√2  under the measurement 

basis vector (Z basis vector, |0⟩  and |1⟩  are the eigen basis vector of Z) to generate 

quantum random numbers. The biggest advantage of this quantum random number 

method is that it directly depends on a clear and simple principles of quantum mechanics, 

and thus theoretically straightforward. This method is widely adopted early quantum 

random number generator. In this lower frame, each photon we can get a 

measurement 1b random numbers. Rate of random number generator is limited primarily 

by the detector parameters such as dead time of the detector, the detection efficiency and 

so on. For instance, a silicon single-photon detector (SPD) based on a typical avalanche 

diode hold tens of nanoseconds dead time [62], then the generation rate of the quantum 

random number generated in such a frame rate is restricted to order of several tens 

of Mbps. It cannot meet the requirement of some applications, such as high-speed 

quantum key distribution (key distribution already do GHz rate as described in chapter 

2). There are already a large number of random numbers generated based on a single 

photon measurement method to improve this plan. 

Generate quantum random numbers based on the measurement of time patterns. One 

way to increase the rate of random number generation is to obtain random numbers by 

measuring in a higher-dimensional space, such as measuring the time or space pattern of 

photons. In this method, a continuous-wave mode laser emits photons and shoots into a 

single-photon detector with time resolution. The intensity of laser can be accurately 

controlled to ensure that the number of photons detected within a selected time period T 

is expected to be 1. The time t of a single photon detected is uniformly distributed within 

the time period T and discretized by the time detection precision 𝛿𝑡. The probe time t is 

recorded as raw data for random numbers. So for each probe, we can generate the original 

random number 1b (T/𝛿𝑡). In essence, the resolution of a time probe is limited by the 

detector's time jitter (typically on the order of 100ps), which is much shorter than the 

detector's dead time (typically on the order of 100ns). The important advantage of time 

detection to generate random numbers is that through each measurement, we can extract 

quantum random numbers exceeding 1b, which can increase the rate of random number 

generation. We usually choose the time period T that is at the same order of magnitude as 

the detector dead time. Compared with the qubit-based measurement method, the scheme 

of generating random numbers based on time measurement alleviates the impact of the 

detector dead time. For example, if the time resolution and dead time of a SPD are 100ps 
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and 100ns respectively, so the random number generation rate is about 1b:1000×10Mbps, 

which is higher than the previous measurement method based on qubits. The method of 

generating random numbers based on time detection has been extensively studied recently. 

The generation of quantum random numbers based on the measurement of spatial 

patterns is similar to the generation of random numbers based on time detection. By 

detecting the spatial pattern of a photon through a detection system with spatial resolution, 

we can generate multi-bit random numbers. A simple spatial detection It can be achieved 

by letting photons pass through a 1×N beam splitter to detect the path of the outgoing 

photons. In this method, distributed random number depends on the intensity and spatial 

distribution SPD detection efficiency of the array have a property. The spatial-pattern-

based approach has similar properties as the time-based approach, but it requires multiple 

detectors. At the same time, there may be a correlation between the generated random 

numbers, because the signals received on the closely spaced detectors may overlap. 

Based on the measurement of multiple photon number states, quantum random number 

randomness can be generated not only from the measurement of a single photon, but also 

from the state containing multiple photons. For example, quantum coherent states 

 

|α⟩ = 𝑒−
|𝛼|2

2 ∑ |n⟩

∞

𝑛=0

 (5-2) 

is superposition from different photon number states |n⟩  (Fock state), where n is the 

number of photons and |𝛼|2  is the average number of coherent states. Then, by 

measuring the number of photons in the coherent state pulse generated by the laser with 

a photon number resolution detector, we can obtain random numbers satisfying the 

Poisson distribution. The method of obtaining random numbers by measuring the number 

of photons has been successfully implemented by experiments [63]. This method is used 

in the first smart phone with a QRNG inside from Samsung (Galaxy A Quantum). The 

photon number distribution achieved through LED light sources and commercial cameras 

in Galaxy A Quantum, and quantum random numbers are generated. 

Generate quantum random numbers based on vacuum fluctuations. In quantum optics, 

the quadrature of the amplitude and phase of the vacuum state in the phase space is 

represented by a pair of noncommutative operators X, P, which satisfy [X , P]=i/2, this 

pair of physical quantities cannot be accurately detected at the same time,  

 〈(△ 𝑋)2〉  ×  〈(△ 𝑃)2〉  ≥  1/16 (5-3) 

where the mean value of the operator is 〈𝑂〉, and the deviation is defined as ∆𝑂 = 𝑂 −

〈𝑂〉. We can easily visualize this uncertainty relationship in the phase space. In the phase 

space, the vacuum state is represented as a two-dimensional Gaussian distribution, the 
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center of which is located at the origin, and the uncertainty in each direction is 1/4. In 

principle, the Gaussian distribution of random numbers can be obtained by measuring the 

orthogonal components of any phase space. One possible solution is to detect the 

orthogonal components of the phase space using a strong laser pulse through a 

symmetrical beam splitter and a balanced detector to detect the difference beat signals. 

The local oscillator in Homodyne detector is a single-mode coherent state created by the 

laser intensity. The quadrature component of the uncertainty will be shot noise embodied 

in the form of a random number generated by the program will follow the Gaussian 

distribution. This approach has several outstanding advantages: first, The light source 

based on this scheme is in a vacuum state, which is easy to be prepared in experiments 

with high fidelity; second, such a random number generator is not sensitive to the 

detection loss of the detector, and we can easily compensate for it by increasing the light 

intensity ; third, since the quadrature component of the phase space is a continuous 

variable, through one measurement, we can extract a random number of multiple bits. 

However, it is still technically difficult to construct a wide-band, scattered-particle noise 

limited zero-difference detector in the range of several hundred MHz. These will limit the 

final random number generation rate. 

In order to overcome the problem of bandwidth limitation in homodyne detection 

under the limitation of shot noise, researchers have developed a novel scheme for 

generating quantum random numbers based on measuring the phase or amplitude 

fluctuations of amplified spontaneous emission (ASE). The first option is to measure the 

amplified spontaneous radioactive phase noise. In this option, random numbers can be 

generated by measuring the "phase-randomised weak coherent states" (signal States) in 

the phase space with their orthogonal components. Random number generators based on 

phase noise will have better immunity to detector noise. In fact, this scheme can be 

implemented using commercial photon detectors at the GHz scale. 

 Another solution is to use an interferometer to measure the light intensity fluctuations 

caused by the phase fluctuation of the spontaneous emission of the laser as shown in Fig. 

5.2. This solution consists of a CW laser source and a about 10ns delayed self- 

heterodyning detection system. Random numbers can be achieved by detecting the phase 

difference between time t and time t+∆𝑇. Intuitively, if the time delay ∆𝑇 relative to the 

coherence of the laser If the time is long enough, then the interference of the two laser 

beams in the second beam splitter in the figure can be regarded as the laser interference 

produced by two independent laser light sources. In this case, the phase difference is one 

in [-𝜋, 𝜋) uniformly distributed random numbers and have nothing to do with the classical 

noise generated by the unbalanced interferometer. This shows that a robust quantum 
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random number generator can be constructed by an interferometer without phase 

stabilization device. On the other hand, if we have performed a phase-stabilized operation 

in the interferometer, and the time delay ∆𝑇  can be shortened to much less than the 

coherence time of the laser, thus providing a higher sampling rate method. This stable-

phase interferometer generates random numbers program has been experimentally 

adopted ≥6Gb ps [64] and 68Gbps [25].  

In addition, a pulsed laser source can supply an automatically randomized phase 

difference between adjacent pulses. So that, the QRNG based on phase noise has also 

been implemented using a pulsed laser source [76, 77]. A speed of 43 Gbps (raw rate 82 

Gbps as shown in Table 5.1) has been demonstrated [85]. Our proposal holds the same 

principle as this method, so I will discuss it in detail in next chapter. 

In the last, I will show you some QRNG examples using methods described in this 

section in Table 5.1. 

 

 

 

 

 

Fig. 5.2 Configure of QRNG based on ASE-phase noise  

 

 

 

 

 

 



59 

 

Table 5.1 Parameters for key generation rate 

 ear Entropy source Detection Raw Refined Aquisition 

2000[20] Spatial mode SPD 1 Mbps — Dedicated 

2000[65] Spatial mode SPD 100 Kbps — Dedicated 

2014[66] Spatial mode MCP-PCID 8 Mbps — Dedicated 

2008[21] Temporal mode SPD 4.01 Mbps — Dedicated 

2009[67] Temporal mode SPD 55 Mbps 40 Mbps Dedicated 

2011[68] Temporal mode SPD 180 Mbps 152 Mbps Dedicated 

2014[25] Temporal mode SPD 109 Mbps 96 Mbps Dedicated 

2010[22] Photon number PNRD 50 Mbps — Dedicated 

2011[69] Photon number PNRD 2.4 Mbps — Dedicated 

2015[70] Photon number PNRD — 143Mbps Oscilloscope 

2010[71] Vacuum noise Homodyne 10 Mbps 6.5 Mbps Dedicated 

2010[72] Vacuum noise Homodyne — 12 Mbps Dedicated 

2011[73] Vacuum noise Homodyne 3 Gbps 2Gbps Dedicated 

2010[24] ASE-intensity noise PD 12.5 Gbps — Dedicated 

2011[74] ASE-intensity noise PD 20 Gbps — Dedicated 

2010[75] ASE-phase noise Self-heterodyne 1 Gbps 500Mbps Oscilloscope 

2011[76] ASE-phase noise Self-heterodyne 1.2 Gbps 1.11 Gbps Oscilloscope 

2012[64] ASE-phase noise Self-heterodyne 8 Gbps 6 Gbps Oscilloscope 

2014[77] ASE-phase noise Self-heterodyne 80 Gbps — Oscilloscope 

2014[85] ASE-phase noise Self-heterodyne 82 Gbps 43 Gbps Oscilloscope 

2015[25] ASE-phase noise Self-heterodyne 80 Gbps 68 Gbps Oscilloscope 
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5.4 Postprocessing 

In theory, a QRNG can produce random numbers with provable randomness. In practice, 

quantum signals (the source of true randomness) are inevitably mixed with classical 

noises. An adversary can, in principle, control the classical noise and gain partial 

information about the raw random numbers. In QRNG research, we assume a trusted 

device scenario, but the classical noise might be deterministic if we calibrate the system 

more carefully. For instance, imagine that an input to our device is an external power 

supply. Imagine further that through carefully monitoring the input value of the power to 

our device, we have determined that the power may still fluctuate by, say, up to 1%. In 

principle, the source of such fluctuations of an external power supply might be the action 

of an adversary—Eve—who, therefore, always has complete knowledge about the actual 

value of the power supply. 

Therefore, it is necessary to apply a postprocessing procedure to distill out the true 

randomness that Eve has almost no information about. This distilling procedure is called 

randomness extraction, realized by employing randomness extractors. The goal of 

randomness extractors is to extract (almost) perfect randomness from the raw data 

generated from a practical QRNG with the help of a short random seed, which requires 

an extra source of randomness. The key input parameter of a randomness extractor is the 

min-entropy of raw data.  

 

5.4.1 Entropy estimation 

Entropy represents the degree of disorder in a random distribution and offers a convenient 

way to measure randomness in its many forms. In information theory, Rényi entropy is 

the general one, its definition is shown as [78] 

 

H𝛼(𝑋) =
1

1 − 𝛼
log (∑ 𝑃𝑖

𝛼

𝑛

𝑖=1

) (5-4) 

Where 𝛼  is the order, X is a discrete random variable with possible outcomes 

{1,2,3,4…n}, and corresponding probabilities 𝑃𝑖 = Pr (𝑋 = 𝑖)  for i=1,2,3…n. The 

logarithm is conventionally taken to be base 2, especially in the context of information 

theory where bits are used. It is easy to find that the common entropy (called Shannon 

entropy) in information theory is the limiting value of H𝛼 as 𝛼 → 1,  

 

H1(𝑋) ≡ lim
𝛼→1

H𝛼(𝑋) = − ∑ 𝑃𝑖log2 (𝑃𝑖)

𝑛

𝑖=1

 (5-5) 
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In a uniform random process, all the outcomes are equally “surprising”, and we need to 

use all the bits. Less surprising distributions where some results are more likely than 

others would need, on average, less bits to be described. Table 5.2 shows an example of 

bit representations for the results of throwing a balanced and an unbalanced die. For each 

possible outcome of a throw (first column) there is an associated probability shown in the 

second column. The third column shows a possible way to assign a bit sequence to each 

outcome. For a balanced die we have three bits of entropy H(X) = −6(1/6) log2(1/6) = 

2.585. For a loaded die, we have an entropy H(X) =−(1/2)  log2(1/2) − (1/4)  log2(1/4) − 

(1/8)  log2 (1/8) − (1/16)   log2 (1/16) − 2(1/32)   log2 (1/32) = 1.9375. For the given 

encoding, we can check we need an average of 1*(1/2) +2*(1/4) +3*(1/8)+4*(1/16)+2* 

5*(1/32) = 1.9375 bits to describe the result. 

 

Table 5.2 Entropy calculation example for a fair and a loaded die 

 

Fair die 

x P(x) Sequence 

1 1/6 001 

2 1/6 010 

3 1/6 011 

4 1/6 100 

5 1/6 101 

6 1/6 110 

 

Loaded die 

x P(x) Sequence 

1 1/2 0 

2 1/4 10 

3 1/8 110 

4 1/16 1110 

5 1/32 11110 

6 1/32 11111 
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In the limit as 𝛼 → ∞, the Rényi entropy H𝛼 converges to the Min-entropy H∞ [77] 

 
H∞(𝑋) ≡ lim

𝛼→∞
H𝛼(𝑋) = −log2(max

𝑥∈𝐴
𝑃𝑋(𝑥)) (5-5) 

The min-entropy gives a lower, worst-case bound to all the Rényi entropies. In this sense, 

it is the strongest way to measure the information content of a discrete random variable. 

So that, Min-entropy is widely used for quantifying the randomness of a probability 

distribution from entropy source. In a distribution with min-entropy k, every possible 

outcome x has a bounded probability 𝑃𝑋(𝑥) ≤ 2−𝑘. Any probability distribution of min-

entropy k can be written as a convex combination of distributions that are uniform for k 

bits. This gives an important interpretation of min-entropy as the number of uniform bits 

that can be extracted from a given distribution. Generally speaking, we can extract k bits 

from every random output at most. 

 

5.4.2 Randomness extractor 

The randomness extractor is an algorithm that converts unevenly distributed raw data into 

uniformly distributed random numbers. Some simple methods have been widely used for 

QRNGs. For example, an xor operation has been employed in the literature [80]: dividing 

the raw data into two-bit strings and performing a bitwise xor operation between them. 

This operation can certainly refine the raw data to pass some randomness statistical tests. 

However, with this method, the generated randomness is not information-theoretically 

provable. 

  First, I will give you definition of a randomness extraction, a (𝑘, 𝜀, 𝑛, 𝑑, 𝑚) extractor 

 Ext: {0,1}𝑛 × {0,1}𝑑 = {0,1}𝑚 (5-6) 

Here, for every probability distribution X on {0,1}𝑛 with min-entropy is bigger than k, 

the probability distribution Ext(X,𝑈𝑑) is 𝜀 close to the uniform distribution on {0,1}𝑚. 

From this definition, we can know that the extractor is a function that takes a small seed 

of d bits and a partially random source of n bits to output an almost perfect random bit 

string of m bits. Here I will introduce a strong extractor using Toeplitz-Hashing which is 

information-theoretically secure [81]. In principle, because of the similarity between the 

definitions of extractors and privacy amplification [82], some privacy amplification can 

be used as a random number extractor. Toeplitz-Hashing extractor is one of methods for 

privacy amplification and is made of a Toeplitz matrices for universal hashing function 

construction. A Toeplitz matrix of dimension n × m requires only the specification of the 

first row and the first column. Other elements of the matrix are determined by descending 

diagonally down from left to right. Thus, the total number of random bits required to 

construct a Toeplitz matrix is n + m− 1.  
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The detail of this extraction is shown as: 

1. Given raw data of size n with a min-entropy of k and a security parameter ε, b is ADC 

resolution determine the output length to be 

 
𝑚 =

𝑛𝑘

𝑏
+ 2𝑙𝑜𝑔ε (5-7) 

2. Construct a Toeplitz matrix with an n+m-1 random-bit seed. Here, seeds from 

pseudorandom number generator or other physical random number generator is used.  

3. The extracted random bit string is obtained by multiplying the raw data with the 

Toeplitz matrix. In stance, the n=212 = 4096 data is chosen, and min-entropy of raw 

data from quantum source is 7.9, 
𝑛𝑘

𝑏
 is calculated as 4096*(7.9/12) = 2697. If we set 

m=2569, ε will be resulted in 2−64.  
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Chapter 6   

Proposed QRNG  

  

As shown in last part of 5.4.1, QRNG based on phase noise from ASE in optical source 

requires a light source and a self-delayed interferometer. By coincidence, as shown in 

Chapter 2, this two equipment is commonly implemented in BB84 QKD system, which 

require amount of random numbers during its operation. If we could build QRNG with 

equipment in QKD system, it will cut more cost and reduce the risk of information leak 

during random number transmission from external QRNGs. So that, we propose a QRNG 

based on a transmitter of a time-bin BB84 QKD system. It uses the laser diode (LD) in 

QKD system as the phase noise source and Asymmetrical Mach-Zehnder interferometers 

(AMZI) in QKD system as time-delay structure. In addition, a Faraday mirror, a photo 

detector, analog to digital converter (ADC) and computer are used as the measurement 

part. However, a long-time delay (~10ns [25]) is required in an existing high generation 

rate QRNG based on phase noise, because of the potential phase correlation ship between 

two close emissions from laser. And such long-time delay could not be supply by 

interferometer in real QKD system, because a short time delay interferometer is necessary 

in high transmission speed QKD system. Fortunately, the phase noise randomness from 

the gain switched LD depends on the operating condition [83, 89]. We will introduce it 

in this chapter. 
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Fig 6.1. Configuration of QRNG integrated in transmitter in BB84 QKD 

system (LD, laser diode; Iso, isolator; AMZI, asymmetric Mach–Zehnder 

interferometer; FM, faraday mirror; PM, phase modulator; ATT, 

attenuator; PD, photon detector; ADC, analog to digital converter; PC, 

computer) 

 

6.1 Configuration of Proposed QRNG 

As shown in Fig.1, our QRNG shares the LD and the AMZI with the transmitter of BB84 

time-bin QKD system. The LD emitted light pulses of 1550 nm wavelength, 625MHz and 

150 ps duration with random phase fluctuation. The AMZI has two input ports and two 

output ports. Usually, one input port and one output port are used, and unused ports are 

closed. We connect a Faraday mirror (FM) to the output port and a high-speed 

photodetector (PD) to the input port. Only these two devices provide the optical part of 

the QRNG. Since the time difference generated in the AMZI (800ps) is set to the half of 

pulse interval from the LD (1.6ns), the reflected pulse can interfere with the adjacent 

pulse at the input beam splitter of the AMZI. The interference signal intensity is random, 

because the gain-switched LD provides phase-randomized optical pulses. To avoid the 

back reflection into the oscillator cavity, an isolator (Iso) is supplied here. An analog to 

digital converter (ADC) with 12 bits resolution and 5.4 GS/s sampling rate (TI 

ADC12DJ2700) [84] and computer (PC) were used to extract random number bits from 

random interference pulse intensities. 

 

6.2 Principle of Proposed QRNG 

Pulses A, B from laser source hold 1.6 nano seconds interval. They passed AMZI with 

0.8 nano seconds time delay first time. Then, they turned to 4 pulses with 0.8 nano seconds 

interval at the output. They are reflected by faraday mirror and pass AMZI with 0.8 nano 

seconds time delay second time. Finally, they interfered at another input of AMZI. The 

interference signal intensity is random, because the gain-switching Laser Diode provides 
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phase-randomized optical pulses. 

Theoretical model of the setup is established as follows. Suppose the field at port 1 of 

the AMZI is  

 𝐸1(𝑡) = Aexp[𝑖𝜔𝑡 + 𝑖𝜑(𝑡)]. (6-1) 

where A is the amplitude of electric field, ω=
2𝜋

T
 (T is the operation period of laser diode) 

is the optical center angular frequency, and 𝜑(𝑡) is the phase of the laser, respectively. 

Since the amplitude of laser is tunable and could be very stable during the experiment, 

the amplitude part of field could be regarded as a constant in our scheme, which means 

A is a constant. The field reflected by faraday mirror in port 2 is 

 
𝐸2(𝑡) =

A

√2
exp[𝑖𝜔(𝑡 + ∆𝑇) + 𝑖𝜑(𝑡)]. (6-2) 

The time change 
T

2
 occurs because the pulse passed AMZI with ∆𝑇=T/2 time delay and 

BS is set as 50:50 transmission ratio. And the field at port 3 of the AMZI is the 

interference intensity that caused by the reflected pulses holding interval T/2 and they 

passed AMZI with T/2 time delay second time. Observed signal for port is shown as 

 𝑃𝑜𝑢𝑡 = |𝐸2(𝑡)|2 = 𝐸2(𝑡)𝐸2
∗(𝑡) 

=
A2

2
(exp [𝑖𝜔 (𝑡 +

T

2
) + 𝑖𝜑(𝑡)] + exp [𝑖𝜔 (𝑡 +

T

2
+

T

2
) + 𝑖𝜑(𝑡 + T)]) 

∗ (exp [−𝑖𝜔 (𝑡 +
T

2
) − 𝑖𝜑(𝑡)] + exp [−𝑖𝜔 (𝑡 +

T

2
+

T

2
) − 𝑖𝜑(𝑡 + T)]) 

=
A2

2
(2 + 2cos (𝜔 ((𝑡 + T) − (𝑡 +

T

2
)) + 𝜑(𝑡 + T) − 𝜑(𝑡))) 

= A2 (1 + cos (
2𝜋

T
∗

T

2
+ 𝜑(𝑡 + T) − 𝜑(𝑡))) 

= A2(1 + cos(𝜋 + 𝜑(𝑡 + T) − 𝜑(𝑡))) 

= A2(1 + cos(𝜑(𝑡) − 𝜑(𝑡 + T))) 

(6-3) 

Phase fluctuation between 2 pulses is ∆𝜃 = 𝜑(𝑡) − 𝜑(𝑡 + T). So that, intensity of output  

 𝐼 ∝ A2(1 + cos(∆𝜃)) + 𝐹. (6-4) 

where F represents the background noise containing, detection and digitization 

electronics [71]. Other fluctuation, for example, intensity fluctuation from amplified 

spontaneous emission is negligible on the scale of the phase fluctuations described below 

[64]. 
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Fig 6.2. Schematic of proposed QRNG containing laser source time-delay 

system and measurement part (FM, faraday mirror; M, mirror; BS, beam 

splitter; PD, photon detector; ADC, analog to digital converter) 

 

6.3 Phase noise in a gain-switched laser 

In recent decades, semiconductor lasers have become pivotal elements in optoelectronics. 

They come up with sharp accuracy under sophisticated design that includes complex 

multi-level structure based on semiconductor gain media. When carrier density is high in 

the conduction band, due to interband transition stimulated emission occurs and we 

achieve optical gain. In this experiment a gain-switching distributed feedback laser is 

working under gain-switching conditions, and the field within the cavity alternately 

experiences two working regimes: far above threshold and far below threshold. During 

the former, stimulated emission dominates and coherent optical pulses are emitted. 

During the latter, the intracavity field is strongly attenuated and significant phase noise 

occurs.  

To be specific, phase noise is a quantum noise that correspond to intrinsic fluctuations 

in the photon number, carrier number and phase [27]. As research of C. Henry, the 

quantum noise coming from spontaneous emission can be described with a Langevin rate 

equation. First, the time variation of the field amplitude is  

 𝑑𝐸

𝑑𝑡
=

1

2
(𝐴 − 𝐺𝑡ℎ + 𝑗Ψ)𝐸 + 𝑈(𝑡). (6-5) 

where 𝐴 and Ψ are coefficients of the gain and phase change induced by the stimulated 
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emission. 𝐺𝑡ℎ  is the threshold gain level. The term 𝑈(𝑡)  is a complex function 

describing the rate of change of 𝐸(𝑡) due to inclusion of the spontaneous emission in 

the stimulated emission. The change of the photon number, carrier number and phase in 

LD can be described as the Langevin rate equation 

 𝑑𝑆

𝑑𝑡
= 𝐴𝑆 − 𝐺𝑡ℎ𝑆 +

𝑎𝜉𝑁

𝑉
+ 𝐹𝑆(𝑡) (6-6) 

 𝑑𝜃

𝑑𝑡
=

𝛼𝑎𝜉

2𝑉
(𝑁 − ⟨𝑁⟩) + 𝐹𝜃(𝑡) (6-7) 

 𝑑𝑁

𝑑𝑡
=

𝐼

𝑒
− 𝐴𝑆 −

𝑁

𝜏𝑆
 (6-8) 

 
𝐴 =

𝑎𝜉

𝑉
𝑁 −

𝑎𝜉

𝑉
𝑁𝑔 (6-9) 

Where S means photon number, 𝑎  is the differential gain coefficient, 𝜉  is the field 

confinement factor, 𝑁 is carrier number, V is the volume of the active region, 𝜃 is phase, 

𝛼 is linewidth enhancement factor [27], ⟨𝑁⟩ is the time average value of carrier number, 

𝐼 is the injection current, 𝑒 is the electron charge, 𝜏𝑆 is the electron lifetime, 𝑁𝑔 is the 

electron number at transparency. 𝐹𝑆(𝑡) , 𝐹𝜃(𝑡)  are Langevin force noise which 

represents the spontaneous emission. As shown in Fig.6.3, red arrows are Langevin force 

intensity and phase noise generated from green arrow. These noise sources are given by 

 
𝐹𝑆(𝑡) = √

𝑉𝑆𝑆

𝛥𝑡
𝑔𝑆   (6-10) 

 

𝐹𝜃(𝑡) = √
𝑉𝜃𝜃

𝛥𝑡
𝑔𝜃 = √

𝑉𝑆𝑆

𝛥𝑡

𝑔𝜃

2(𝑆 + 1)
 (6-11) 

 
𝑉𝑆𝑆 = [

𝑎𝜉

𝑉
(𝑁 + 𝑁𝑔) + 𝐺𝑡ℎ𝑜] 𝑆 +

𝑎𝜉𝑁

𝑉
 (6-12) 

where 𝑉𝑆𝑆  is the variance of autocorrelation. 𝑔𝑆  and 𝑔𝜃  are the Gaussian random 

numbers in ranges of −1 < 𝑔𝑆 < 1, −1 < 𝑔𝜃 < 1. They are the random source from 

spontaneous emission and are considered as Gaussian distribution. And 𝛥𝑡 is time-step 

of the calculation. With these equations and parameters in Table 6.1, we can simulate laser 

operation with different input currents. 
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Fig. 6.3 The change of complex field amplitude E(t) during a short time T 

 

Table 6.1 Parameter for simulation of laser [72] 

Symbol Parameter Value Unit 

𝑎 Slope coefficient of the 

gain 

2.75*10^(-12) 

 

m^3/s 

 

𝜉 Optical field confinement 

factor 

0.2  

𝑁𝑔 Carrier number at 

transparency 

1.89*10^8  

𝐺𝑡ℎ Threshold gain level 5.01*10^11 s^(-1) 

𝜏𝑆 Electron lifetime 2.79*10^(-9) s 

𝑉 Active region volume 75 𝜇𝑚^(-3) 
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Fig.6.4 Time-variations of the photon number S(t), the carrier number N(t) 

 

Fig.6.5 Time-variations of the phase fluctuation 𝜃(t), the probability 

distribution of 𝜃(t) 

 

Fig. 6.4 shows the time-variations of the photon number S(t), the carrier number N(t) 

with the equation shown above and injection current is set as  Ith + 0.8Ithcos (
2𝜋𝑡

10−9). A 

stable state occurs after 5ns shock. The phase fluctuation is shown in Fig. 6.5, and the 

probability distribution is nearly a Gaussian distribution, because the Langevin force 

noise is considered as Gaussian distribution. The fluctuation of the lasing frequency is 

used to describe phase fluctuation in detail. 

 
∆𝜈(𝑡) =

1

2𝜋

𝑑𝜃

𝑑𝑡
   (6-13) 

In Fig. 6.6, with different injection current 1.05Ith (a), 1.15Ith (b), 1.5Ith (c), 2Ith (d), 

frequency fluctuation is about 4GHz, 3GHz, 2GHz, 1.5GHz. This means that the phase  
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fluctuation decreases when the injection is increasing. When laser is set as reversely 

biased at the interval, the phase fluctuation will be predominant. Therefore, although, we 

don’t have enough time-delay in interferometer, we can control injection current to 

optimize phase fluctuation. 

 

 

 

Fig.6.6 Instantaneous fluctuations of the oscillating frequency shift ∆𝜈(t) 

far from the relaxation regime at different injection 
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Fig. 6.7 Experimental connection of a Gain-switching laser diode 

 

Fig. 6.8 Schematic of Gain-switching laser diode contains Input current 

and threshold current.  

 

6.4 Gain-switching laser diode operation 

As shown in Fig. 6.7, 2 inputs are connecting to a Gain-switching laser diode 

(NLC5C5EBKA NEL). They are a DC bias current 𝐼𝐷𝐶  and AC current 𝐼𝐴𝐶 =

𝐼𝑃𝑃cos (2π𝑓𝑡 + 𝜙𝐿𝐷) , where 𝐼𝑃𝑃  stands for the peak-to-peak value of the sinusoidal 

current. The current changes periodically with the frequency f = 625 MHz and an initial 

phase 𝜙𝐿𝐷. The operating condition of the LD was controlled by changing the DC bias 

current 𝐼𝐷𝐶. The sinusoidal signal from a pulse-pattern-generator (PPG) was amplified to 
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a fixed amplitude 𝑉𝑃𝑃 = 4.615 V. We estimated the peak-to-peak ac current to the LD as 

𝐼𝑃𝑃  = 92.3 mA, considering the 50Ω  load resistance. We define the minimum drive 

current defined by 

 
𝐼𝑚𝑖𝑛 = −

𝐼𝑃𝑃

2
+ 𝐼𝐷𝐶 (6-14) 

which refers to the drive current at the bottom of the ac current. In the following, we use 

normalized excitation to describe the operating condition. The normalized minimum 

excitation [69] is defined by 

 
Λ =

𝐼𝑚𝑖𝑛 − 𝐼𝑡ℎ

𝐼𝑡ℎ
 (6-15) 

Where 𝐼𝑡ℎ is the threshold current value, which is 9.5mA for this Gain-switching laser 

diode. The LD was always turned on when Λ > 0. The LD was turned off during the 

pulse interval, when Λ  < 0. The turn-off duration increases as the dc bias current 

decreases, which is obtained as a solution of 𝐼𝐴𝐶 +  𝐼𝐷𝐶  =  𝐼𝑡ℎ with Eq. (6-14). The LD 

was reversely biased and no current was injected at the minimum, when Λ < −1. In the 

next, we control the dc bias current to get an optimized turn-off duration to make sure 

that laser cavity prior to lasing is empty and the lasing action is triggered entirely by 

spontaneous emission. 
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Chapter 7   

Random number extraction and Random 

number test 

 

As described in Chapter 6, phase fluctuation of spontaneous emission from a DFB laser 

is used as the quantum random source in our proposed QRNG. It is a Gaussian distributed 

random source as the simulation result. However, in real situation, as equation 6-4, other 

noise is also contained in our interference intensity result. This part of noise is not 

quantum noise and could be used by an adversary to predict results of our output. We will 

optimize the laser operation by control DC current and maximize the randomness of the 

interferometer intensity. Here, we use postprocessing as described in Chapter 5 to extract 

the true random number. Firstly, we use the probability distribution of the interferometer 

intensity to calculate min-entropy which is used to extract uniformly distributed string of 

numbers. Next, we use the Toeplitz matrix to extract random numbers from raw data. 

Finally, we use NIST random number test [28], Diehard random number test [29] and 

autocorrelation ship to test our extracted random numbers. 
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7.1 Probability distribution of interference intensity 

As shown in Chapter 6, ideal probability distribution of phase fluctuation between 2 

pulses caused by amplified spontaneous emission obeys Gaussian distribution. When the 

ideal phase fluctuation is substituted into Eq. (6-4), where the output intensity I is 

proportional to (1 + cos(∆𝜃)) (F is neglected firstly), the ideal probability distribution 

of interference intensity will be the arcsine probability distribution. As shown in Fig. 7.1, 

probabilty distribution phase fluctuation of Λ = −0.6 obeys Gaussian distribution with 

mean (-1.6601*10^8) and variance (4.7137*10^11).  

 

Fig. 7.1 phase fluctuation of Λ = −0.6, probabilty distribution of phase 

fluctuation 
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Fig. 7.2 Ideal probability distribution of interference intensity 

Probability distribution of (1 + cos(∆𝜃)) is shown in Fig. 7.2 where two peaks occur 

at two ends of distribution. The mid part of this distribution cold be considered as a 

uniform distribution. This probability distribution approximates to an arcsine probability 

distribution function, its mean and its variance are given by: 

 𝑃𝐷𝐹(𝑥) =
1

𝜋√（𝑥−𝑎）（𝑏−𝑥）

; 

 𝜇𝑥 =
𝑎+𝑏

2
; 

𝑣𝑎𝑟[𝑥] =
1

8
(𝑏 − 𝑎)2 

(7-1) 

Where 𝑎 and b decide two peaks of this probability distribution.  

According to the discussion above, if phase fluctuation is the only fluctuating term, the 

observed signal would obey an arcsine distribution, the distribution of the cosine of a 

uniformly distributed phase. However, according to other noise in the output, for example, 

F part in Eq. (6-4) including photo-detection noise, laser current fluctuations, and 

digitization errors, and other fluctuation from amplified spontaneous emission, the real 

probability distribution of interference intensity is not as same as the ideal one. The other 

noise sources are not guaranteed to be random. Fortunately, the randomness extraction 

step will remove any non-random effects of these other noise sources, provided that the 

reduction factor is chosen using the min-entropy of the quantum contribution. So that, we 
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use ADC to record interference intensity and calculate the probability distribution of 

interference intensity with different normalized minimum excitation (different laser 

operation condition). With the probability distribution of interference intensity, we can 

find out the most probable event to calculate min-entropy. 

For statistical testing, more than 1 million samples were recorded 1 time on a fast 14-

bit ADC with 3.125GHz sample rates as shown in Fig.7.3. On the board of ADC 

evaluation module, white circle marked ADC chip (ADC12DJ2700), ADC sampling 

clock should be adjusted same as clock as input signal. As shown in Fig. 7.4, it is adjusted 

to meet the 625MHz and 1.25GHz input which is used in our experiment. Two USB 3.0 

make sure that our data transmission has high rate. Power is supplied by 2 DC source. 

TSW14J57EVM is a pattern generator and data capture card which capture up to 1G 16-

bit samples at a maximum line rate of 15 Gbps and hold a 16G DDR4 memory. 

 

Fig. 7.3 Set up of Analog to Digital Converter (ADC) 
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Fig. 7.4 frequency spectrum of Input without noise which is used to 

adjust sampling rate 

 

 

Fig. 7.5 frequency spectrum of Input without noise which is used to 

adjust sampling rate 
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Fig. 7.6 The probability distribution of interference intensity. Green square 

means experimental interference intensity probability distribution 

(Λ=−0.5), Blue asterisk means experimental interference intensity 

probability distribution (Λ=−0.88), Red circle means experimental 

interference intensity probability distribution (Λ=−0.9), Black line means 

theoretical interference intensity probability distribution (phase 

fluctuation as Gaussian white noise) 

As shown in Fig. 7.5, some part of input signal is recorded. The setting sample 

3.125GHz is 5 times as 625MHz, so that 5 samples record an input pulse. The probability 

distribution of interference intensity is shown in Fig. 7.6. In this figure, different 

experimental interference probability distributions with different laser operation are 

shown, which is Λ=−0.5, −0.88 and −0.9. Theoretical interference intensity probability 

distribution also is drawn in this figure, we just substitute ∆𝜃 with Gaussian distribution 

into (1 + cos(∆𝜃)). We did more experiments that changing the normalized minimum 
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excitation from -1.5 to 1, however, the probability of most event become too big to show 

in one figure clearly. In an addition, 4096 events are recorded, but 128 events are shown 

in one figure. Our experiment results prove that results of experiment do not obey the 

ideal arcsine distribution under the influence of flaw from gain switching laser and 

detection and electrical noise as our discussion above. In the next part, I will use 

interference intensity probability distribution to calculate min-entropy to distill the 

random numbers from phase fluctuation in amplified spontaneous emission from laser 

diode. 

 

7.2 Min-entropy 

Randomness extractors transform non-uniformly-distributed sequences into uniformly 

distributed sequences [79] at the cost of losing a fraction of the bits. In our experiment, 

this cost might be the photo-detection noise, laser current fluctuations, and digitization 

errors, and other fluctuation from amplified spontaneous emission, which has no use for 

our QRNG. The min-entropy 

 H∞(𝑋) = −log2( max
𝑥∈{0,1}𝑛

𝑃𝑋(𝑥)) (7-2) 

as Eq. (5-5) shows that it only depends on the weight of the most probable event. A simple 

illustration of the evaluation process is shown in Fig. 7.7, where the raw-data follows a 

Gaussian distribution and is digitized by a 3-bit ADC [64]. Hence, the raw-data will be 

mapped to a binary sequence X with 3 dimensions (n=3 in Eq. (7-2)). The sample point 

(one of the 8 bins in Fig. 7.7) with maximal probability is ‘011’ (or ‘100’) and its 

corresponding probability 𝑃𝑚𝑎𝑥 can be calculated from its bin area. Note that in Fig. 7.7, 

three key parameters to determine 𝑃𝑚𝑎𝑥  are the standard deviation of Gaussian 

distribution (σ), the ADC sampling range and the resolution of ADC (3-bit in Fig 5). 

Similarly, normalization probability distribution of our experiment can be used to 

calculate min-entropy. We just need to find out the most probable event in the figure. As 

Eq. (7-1) and Fig. 7.2, the arcsine distribution is peaked at x = 𝑃𝑜𝑤𝑒𝑟𝑚𝑖𝑛 or 𝑃𝑜𝑤𝑒𝑟𝑚𝑎𝑥, 

and because the min-entropy only depends on the weight of the most probable event, the 

min-entropy of the digitized arcsine distribution only depends on the probability of the 

first bin (or the last bin). However, in real state, most probable event might be other bins 

as shown last page, so that we need to calculate every bin area and find the most probable 

one. Calculation result of min-entropy with different Λ value (-1.5~1) is shown in Fig. 

7.8. LD is optimized at Λ=-0.9 and get max min-entropy 7.9 bits. Min-entropy decrease 

under the influence of an electrical noise and the limited dynamic range of photon detector 

and ADC. 



81 

 

 

 

Fig. 7.7. A simple illustration of min-entropy evaluation (toy model). The 

raw-data follows a Gaussian distribution (μ = 0 and σ = 7) and is digitized 

by a 3-bit ADC. From Eq. (6), the min-entropy is determined by the 

sample point x with the maximal probability 𝑃𝑚𝑎𝑥. Here, x equals to the 

bin of ‘011’ (or‘100’) and 𝑃𝑚𝑎𝑥 can be calculated from its bin area. 
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Fig. 7.8. Min-entropy using 12 bits ADC, its x axis represents normalized 

minimum excitation. We get the biggest Min-entropy at Λ = −0.9 

The optimal Min-entropy of 7.9bits per pulse was obtained with 625MHz clock 

frequency, random number generation rate will be 4.9375GHz theoretically. 7.9 bits is 

smaller than the ADC resolution 12 bits, nevertheless, the theoretical generation rate is 

exceeded the required rate, 5 bits per pulse for a two-decoy BB84 transmitter as shown 

in Section 4-4. 

 

7.3 Randomness extraction 

We use a Toeplitz-hashing extractor here to extract 7.9 min-entropy bits from our raw 

data. As described in section 5.4.2, flow of this extractor is that 1. Given raw data of size 

n with a min-entropy of k and a security parameter ε, b is ADC resolution determine the 

output length to be 

 
𝑚 =

𝑛𝑘

𝑏
+ 2𝑙𝑜𝑔ε (5-7) 

2. Construct a Toeplitz matrix with an n+m-1 random-bit seed. 3. The extracted random 

bit string is obtained by multiplying the raw data with the Toeplitz matrix. In our QRNG 

experiment, the n=212 = 4096 data from 12 bits ADC is chosen, and min-entropy of raw 

data from quantum source is 7.9, 
𝑛𝑘

𝑏
 is calculated as 4096*(7.9/12) = 2697. If we set 

m=2569, ε will be resulted in 2−64. However, the random seed from pseudorandom 

number sequence will reduce the randomness of our QRNG, and a requirement of an extra 

physical random number generator disobeys our original intention that building a QRNG 

integrated into a transmitter of BB84 QKD system. Here, we use a seed improvable 

Toeplitz-hashing extractor to solve this problem. Flow chart of this extractor is shown in 

Fig. 7.9 [86]. 
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Fig. 7.9 Flow chart of a seed improvable Toeplitz-hashing extractor 

Seed from pseudorandom number generated by PC is used to generate Toeplitz matrix 

firstly. Then, raw data from our quantum source is input into Toeplitz matrix and get an 

extracted random number string. This string can be a part of a second-generation Toeplitz 

matrix. In addition, the insertion of the extracted sequence into the second-generation 

Toeplitz matrix is not limited to the case of inserting at one place and may be inserted at 

multiple places or continuously. Since the second generation has higher randomness 

extractor matrix as compared to the first generation, the distillation process performed 

through such a second-generation extractor matrix is possible to output a random number 

with improved randomness. As a result, the output random numbers generated in the 

second generation have further improved unpredictability and Non-Reproducibility. 

Similarly, when the third, fourth, fifth generation Toeplitz extraction matrix is used, 

randomness will be much higher. 

 

7.4 Random number test 

The autocorrelations are often used to evaluate the randomness of a random number string 

[25, 77, 85]. An ordered sequence of random variables is compared to itself, which is the 

definition of autocorrelation function in statistics. Every sequence with no phase 

difference is similar to itself, in which case the autocorrelation function has the greatest 

value. If the components of the sequence are correlated with each other (no longer 



84 

 

random), then the values calculated by the following correlation value equation are no 

longer zero, and such components are autocorrelated. The autocorrelation coefficient R 

of a sequence X is defined as 

 
𝑅(𝑗) =

𝐸[(𝑋𝑖 − 𝜇)(𝑋𝑖+𝑗 − 𝜇)]

𝜎2
 (7-3) 

where E[•] is the expected value operator, j is the sample delay (or shift),𝜇 and 𝜎 are 

the mean and the standard deviation of X. The value range of correlation value R is [-1,1], 

where 1 is the maximum positive correlation value, -1 is the maximum negative 

correlation value, and 0 is irrelevant. Fig. 7.10 (a) shows the autocorrelation results of our 

raw-data with 100 samples delay. The low values of the autocorrelation between raw 

samples (12-bit per sample) verify the assumption of our physical model for min-entropy 

evaluation. A slightly large coefficient at the 2nd delay sample is attributed to the finite 

bandwidth of our photodetector. After post-processing, the autocorrelation with 100 bits 

delay is substantially reduced as shown in Fig. 7.10 (b). Autocorrelation of raw data is 

around -30dB and auto-correlation of extracted random string with 3rd generation seed is 

around -40dB. This proves that our randomness extractor improves the quality of random 

numbers. Because the calculation time is positive to the loop numbers, so we want to 

make a trade-off between the calculation time and randomness. In Fig. 7.10 (c), Auto-

correlation stays around -45dB when seed is improved more than 3 times. Here, the error 

bar means the autocorrelation of different numbers of delays. So that, in our QRNG, we 

will use the third-generation seed Toeplitz-hashing extractor. 
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Fig.7.10 Auto-correlation of raw data, extracted random string (with 3rd 

generation seed) and extracted random string with different seed 

generation 

 

In addition, several standard statistic tests, for example, Diehard [28], NIST [29] are 

used to test our random number bit strings. In detail, 15 items are included in NIST test 

they are 1. The Frequency (Monobit) Test, 2. Frequency Test within a Block, 3. The Runs 

Test, 4. Tests for the Longest-Run-of-Ones in a Block, 5. The Binary Matrix Rank Test, 

6. The Discrete Fourier Transform (Spectral) Test, 7. The Non-overlapping Template 

Matching Test, 8. The Overlapping Template Matching Test, 9. Maurer's "Universal 

Statistical" Test, 10. The Linear Complexity Test, 11. The Serial Test, 12. The 

Approximate Entropy Test, 13. The Cumulative Sums (Cusums) Test, 14. The Random 

Excursions Test and 15. The Random Excursions Variant Test. 𝑃𝑣𝑎𝑙𝑢𝑒  is a evaluate 

parameter in this test. It is a probability (under the null hypothesis of randomness) that 

the chosen test statistic will assume values that are equal to or worse than the observed 

test statistic value when considering the null hypothesis. The value range of 𝑃𝑣𝑎𝑙𝑢𝑒 is [-

1,1], if 𝑃𝑣𝑎𝑙𝑢𝑒 is close to 0, we will reject hypothesis and sequence is not random. In 

NIST test, if 𝑃𝑣𝑎𝑙𝑢𝑒 < 0.01, sequence is considered as not random. For example, in the 

Frequency (Monobit) Test, the value 0 and 1 in a string should be the same number, both 
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50% appearance frequency. If it is a 50:50 string, we think it passed test, and the 

proportion of passed string to the total string is 𝑃𝑣𝑎𝑙𝑢𝑒. Diehard is a similar randomness 

test as NIST random number test. The result of 2 tests is shown in Fig. 7.11. 

NIST results of the Toeplitz-hashing output. Data size is 100 Mbits (10 sequences with 

each sequence around 10 Mbits). To pass the test, P-value should be larger than the lowest 

significant level α = 0.01, and the proportion of sequences satisfying P > α should be 

greater than 0.9. Where the test has multiple P-values, the worst case is selected. (b) is 

the Diehard results of the Toeplitz-hashing extractor output. Data size is 10 Mbits. A 

Kolmogorov-Smirnov (KS) test is used to obtain a final P-value from the case of multiple 

P-values. Successful P-value is 0.01 ≤ P ≤ 0.99. 
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Fig. 7.11 NIST results (s) and Diehard results (b) of extracted random 

number string 
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Chapter 8   

Conclusion 

 

In this thesis, we have investigated the transmitter of BB84 QKD protocol. We propose 

the dual-parallel modulator to remove a state preparation flaw in the transmitter and we 

build up a quantum random number generator integrated into this transmitter.  

In the first part of this thesis, we introduce the state preparation flaw caused by the 

fluctuation in the voltage applied to the phase modulator supplying the phase difference 

for phase encoding BB84 protocol. In addition, we propose the dual-parallel modulator 

(DPM) to take place of the conventional dual-drive modulator (DDM), and prove the 

superiority theoretically and experimentally [90]. We considered two ways to change the 

voltages supply to simulate the fluctuation. We compare the fidelity and the quantum state 

tomography to evaluate the state preparation flaw quantitatively. The fidelity of sent states 

using DPM was kept almost 1 for the voltage deviation range of this experiment, while 

the states generated by DDM was affected by the voltage deviation. Finally, we calculate 

the final key generation rate and make a conclusion that DPM is robust to the fluctuation 

in the modify voltage than DDM.  

In the second part of this thesis, we propose a simple construction of a quantum random 

number generator (QRNG) by adding only a few devices to a time-bin BB84 QKD 

transmitter to replace the external random number generators supporting the operation of 

BB84 QKD system [91]. We optimize laser operating condition to maximize min-entropy 

7.9 bits and the random number generation rate will be up to 4.9375GHz theoretically. It 

meets the requirement of a transmitter in a decoy state BB84 QKD system (containing 2 

bits for bit value, 2 bits for state basis, 1 bit for intensity of decoy state). We use 

randomness extraction with seeds from quantum source and post-processing analysis to 

generate the random number bits passing NSIT test and Diehard test. We also calculate 

the autocorrelation of raw and extracted bits to find a trade-off between running time and 

randomness.  

However, there are a few questions during my work. For example, in the first part, we 

consider that the relationship between the fluctuation in power supply and the phase 

modulation error is linear without strict verification experimentally. This will bring some 

error to our result. In addition, we consider the fluctuation in power supply in low 
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frequency used in our experiment is ignorable and use an artificial fluctuation to simulate 

the the fluctuation in high frequency. This will bring another error to our result.  

In the second part, our QRNG work well under 625MHz system clock frequency. 

However, with higher system clock frequency, in stance, more than 2GHz, pulse interval 

might be too small and min-entropy per pulse might not meet the requirement of decoy 

state QKD system (5 bits per pulse). One solution is that we could expand time-delay in 

the interfermetor, for example, 
3𝑇

2
  in our interferometer (𝑇 : the period of laser diode 

output), and interference between pulses with 3𝑇 interval will happen. Through this way, 

phase correlationship of raw data will decrease and min-entropy per pulse will be 

qualified. Another method to solve this problem is that an extra time delay could be added 

to the output of the interferemetor where there was a faraday mirror. Then we can direct 

the interference result with a director after this extra time delay. In our furture reaserch, 

we will try to exclude errors mentioned before or estimate the error to amend our result. 
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