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Abstract The DNS over HTTPS (DoH) protocol can provide privacy-protection and data-tampering for Internet users. How-
ever, DoH has a problem that makes it difficult for network administrators to detect malicious domain names generated by
malware. Unfortunately, the widespread use of DoH support at the OS level is predicted to make early detection of cyber
attacks using DGA-based malware more difficult. In this research, we propose a machine learning based system that filter the
DoH traffic from the HTTPS traffic such as web access and then recognize the malicious DoH traffic generated by DGA-based

malware.
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