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Abstract Conventional DNS communication uses non-encrypted UDP protocol so that DNS cache poisoning attacks and privacy leakage have
become critical cyber threats nowadays. To protect private information from falsification and eavesdropping during DNS communication, the
IETF has standardized DNS over HTTPS (DoH) protocol and some service providers have started DoH based domain name resolution service.
However, the current DoH protocol only supports the DNS communication between client and DNS full-service resolver due to the
conventional DNS architecture. Thus, the DNS communication between full-service resolver and DNS authoritative server is still unencrypted,
and accordingly the risks of DNS cache poisoning attack and privacy leakage still exist. In this research, we propose a novel DNS authoritative
server architecture using DoH(DoH-exclusive DNS architecture), which enhances DoH communication to between DNS full-service resolver
and DNS authoritative server. Consequently, we expect to mitigate the risks of DNS cache poisoning attacks and privacy leakage during the
whole name resolution process.

Keywords DNS, privacy, cache poisoning, and DoH.
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