


A thesis for the degree of Doctor of Philosophy

A Study on Deep Learning-based Adversarial
Defense by Introducing Robust Features

ロバスト特徴の導入による深層学習ベースの敵対的
防御に関する研究

Jiahuan Zhang
Graduate School of Information Science and Technology

Hokkaido University

March, 2024



Contents

1 Introduction 9

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.2 Proposition in This Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.3 Organization of This Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2 Related Works 15

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.2 Adversarial Attack & Defense for Image Classification . . . . . . . . . . . . . . 15

2.2.1 Adversarial Attack for Image Classification . . . . . . . . . . . . . . . . 15

2.2.2 Adversarial Defense for Image Classification . . . . . . . . . . . . . . . 21

2.2.2.1 Adversarial Training . . . . . . . . . . . . . . . . . . . . . . . 21

2.2.2.2 Adversarial Example Detection . . . . . . . . . . . . . . . . . 23

2.2.2.3 Processing of Input Data . . . . . . . . . . . . . . . . . . . . 25

2.2.2.4 Regularization . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.3 Adversarial Attack for Image Captioning . . . . . . . . . . . . . . . . . . . . . . 27

2.4 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3 Integration of Robust Regularization-based Enhanced Multi-stage Fusion Fea-

tures into Image Classification System 32

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.2.1 Multi-Stage Features Enhancement (MSFE) . . . . . . . . . . . . . . . . 33

3.2.2 Multi-Stage Features Fusion (MSF2) . . . . . . . . . . . . . . . . . . . . 34

3.2.3 Regularization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.3 Dataset & Attack Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.3.1 Dataset: CIFAR-10 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.3.2 Adversarial Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.4 Comparison Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

3.4.1 Comparison Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

3.4.2 Experimental Results under ℓ∞-norm Attacks . . . . . . . . . . . . . . . 41

1



3.4.3 Experimental Results under ℓ2-norm Attacks . . . . . . . . . . . . . . . 42

3.5 Ablation Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.5.1 Performance on Baseline, MSF2Net, and EMSF2Net . . . . . . . . . . . 47

3.5.2 Performance on Each Class of CIFAR-10 . . . . . . . . . . . . . . . . . 48

3.5.3 Visualization by Grad-CAM . . . . . . . . . . . . . . . . . . . . . . . . 53

3.5.4 Visualization by t-SNE . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

3.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

4 Integration of Robust Caption Features from Stable RNN into Image Caption-

ing System 63

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.2 Proposed Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.2.1 Overall Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.2.2 Details of LRNN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

4.2.3 Gate LRNN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

4.3 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

4.3.1 Dataset & Attack Method . . . . . . . . . . . . . . . . . . . . . . . . . 67

4.3.2 Baseline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

4.3.3 Evaluation Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

4.3.4 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

4.4 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5 Integration of Robust Caption Features from Pre-trained Models into Image

Classification System 71

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

5.2 Proposed Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

5.2.1 Extraction of Heterogeneous Features . . . . . . . . . . . . . . . . . . . 74

5.2.2 Calculation of Multi-purpose Loss Functions . . . . . . . . . . . . . . . 76

5.3 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.3.1 Experimental Settings . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.3.1.1 Datasets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.3.1.2 Attack Settings . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.3.1.3 Comparison Methods . . . . . . . . . . . . . . . . . . . . . . 80

5.3.1.4 Ablation Methods . . . . . . . . . . . . . . . . . . . . . . . . 80

5.3.1.5 Parameter Settings . . . . . . . . . . . . . . . . . . . . . . . . 81

5.3.2 Results and Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

2



5.4 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

6 Conclusions 91

6.1 Summary of This Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

6.2 Future Research Directions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

Acknowledgements 94

Bibliography 95

Achievements of the Author 108

3



List of Figures

2.1 A clean image from the dataset CIFAR-10 and its corresponding adversarial ex-

ample. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.2 A map of related works shown in Chapter 2. . . . . . . . . . . . . . . . . . . . . 31

3.1 The framework of EMSF2Net. Serving as its backbone component, ResNet50 [1]

is adopted. STAGEs 0 to 4 in this figure and those in the baseline share the same

structures, and the structural specifics of STAGEs 0 to 4 are detailed in Table 3.1.

Furthermore, the block of feature enhancement is denoted by FE Block, the oper-

ation of concatenation is signified by Concat, and within the FE Block, the global

average pooling is represented by GAP. . . . . . . . . . . . . . . . . . . . . . . 35

3.2 Some visual examples of each class in the CIFAR-10 dataset. . . . . . . . . . . . 40

3.3 Results of the robust accuracy of the baseline, MSF2Net, and EMSF2Net. The

adversarial attacks utilized were set as ℓ∞-norm, with the evaluation on the dataset

of CIFAR-10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.4 Results of the robust accuracy of the baseline, MSF2Net, and EMSF2Net. The

adversarial attacks utilized were set as ℓ2-norm, with the evaluation on the dataset

of CIFAR-10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.5 The accuracy results per class without any attacks and under the adversarial at-

tacks with ℓ∞-norm, with the evaluation of baseline, MSF2Net, and EMSF2Net

on the dataset of CIFAR-10. In these sub-figures, the X-axis denotes the robust

accuracy, while the Y-axis indicates the respective class name within the CIFAR-

10 dataset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

4



3.6 The accuracy results per class under the adversarial attacks with ℓ2-norm, with

the evaluation of baseline, MSF2Net, and EMSF2Net on the dataset of CIFAR-

10. In these sub-figures, the X-axis denotes the robust accuracy, while the Y-axis

indicates the respective class name within the CIFAR-10 dataset. . . . . . . . . . 52

3.7 Visualization results using Grad-CAM, with the utilization of the ℓ∞-norm adver-

sarial attacks for baseline, MSF2Net, and EMSF2Net. Original data was selected

from CIFAR-10. The darker red areas indicate that the models pay more attention

to those parts. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

3.8 Visualization results using Grad-CAM, with the utilization of the ℓ2-norm adver-

sarial attacks for baseline, MSF2Net, and EMSF2Net. Original data was selected

from CIFAR-10. The darker red areas indicate that the models pay more attention

to those parts. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

3.9 Visualization results using t-SNE, with the condition of no attacks for the base-

line, MSF2Net, and EMSF2Net. Experiments were performed on CIFAR-10. . . . 57

3.10 Visualization results using t-SNE, with the utilization of the less complex ℓ∞-

norm attacks for the baseline, MSF2Net, and EMSF2Net. Experiments were

performed on CIFAR-10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

3.11 Visualization results using t-SNE, with the utilization of the more complex ℓ∞-

norm attacks for the baseline, MSF2Net, and EMSF2Net. Experiments were

performed on CIFAR-10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.12 Visualization results using t-SNE, with the utilization of the ℓ2-norm attacks

for the baseline, MSF2Net, and EMSF2Net. Experiments were performed on

CIFAR-10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4.1 The proposed retrieval-based image captioning system, with the design of imple-

menting the defense against the adversarial attack with noun type. In addition,

the visual semantic embedding is represented by VSE in the figure. . . . . . . . . 66

5.1 The outputs of ResNet-50 and ClipCap when the inputs are adversarial examples. 73

5.2 Framework of HFFN, where Up. signifies the upsampling operation, Concat

denotes the operation of concatenation, and ℓ2 (·) corresponds to ℓ2 normalization. 75

5



5.3 Accuracy results among HFFN and four ablation methods on the CIFAR-10 dataset. 87

6



List of Tables

3.1 Details of the baseline architecture. Specifically, LPC denotes the regularization

loss function, whereas the classic cross-entropy loss is represented by LCE . . . . 36

3.2 Accuracy results in clean and FGSM attack scenarios on the CIFAR-10 dataset,

with the rightmost column displaying accuracies from the proposed method. In

addition, the top-performing results are highlighted in bold. . . . . . . . . . . . . 43

3.3 Results of robust accuracy under the less complex iteration-based adversarial

attacks with ℓ∞-norm on the dataset of CIFAR-10. The top-performing results

are highlighted in bold. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.4 Results of robust accuracy under the more complex iteration-based adversarial

attacks with ℓ∞-norm on the dataset of CIFAR-10. The top-performing results

are highlighted in bold. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

3.5 Results of robust accuracy under adversarial attacks with ℓ2-norm on the dataset

of CIFAR-10. ε represents attack strength, IN denotes iteration number (steps),

and the top-performing results are highlighted in bold. . . . . . . . . . . . . . . 46

4.1 Some original captions from the dataset of MS-COCO and some adversarial ex-

amples (captions) generated using the noun-type attack method. The words in

bold represent the original key nouns in the original caption, while the words in

both bold and italic indicate the adversarial key nouns resulting from the noun-

type attack on the original caption. . . . . . . . . . . . . . . . . . . . . . . . . . 69

4.2 Experimental results of the proposed method (PM) and the baseline, where PM

represents the retrieval-based image captioning system with the Gate LRNN,

while baseline represents the retrieval-based image captioning system with the

modified vanilla RNN. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

7



5.1 Accuracy results of HFFN and three comparison methods in clean and FGSM

attack scenarios on the CIFAR-10 dataset. . . . . . . . . . . . . . . . . . . . . . 83

5.2 Accuracy results among HFFN and comparison methods in the scenarios of

PGD10-ℓ∞ and PGD20-ℓ∞ attacks on the CIFAR-10 dataset. . . . . . . . . . . . . 84

5.3 Accuracy results among HFFN and comparison methods in the scenarios of MI-

FGSM20 and Jitter40 attacks on the dataset CIFAR-10. . . . . . . . . . . . . . . . 85

5.4 Accuracy results among HFFN and comparison methods in the scenarios of

PGD20-ℓ2 and PGD40-ℓ2 attacks on the dataset CIFAR-10. . . . . . . . . . . . . 86

5.5 Accuracy results of HFFN, comparison methods, and ablation approaches in

clean and FGSM attack scenarios on the CIFAR-100 dataset. . . . . . . . . . . . 88

5.6 Accuracy results of HFFN, comparison methods, and ablation approaches in the

scenarios of the PGD10-ℓ∞, PGD20-ℓ∞, MI-FGSM20, and Jitter40 attacks on the

CIFAR-100 dataset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

5.7 Accuracy results of HFFN, comparison methods, and ablation approaches in the

scenarios of the PGD20-ℓ2 and PGD40-ℓ2 attacks on the CIFAR-100 dataset. . . . 90

8



Chapter 1

Introduction

The research background about this thesis, the proposition in this thesis, and the organization

of this thesis are shown in this chapter.

1.1 Background

In recent years, deep learning technologies [1–17] have emerged as dominant forces in the

realm of artificial intelligence. However, current research indicates that the prevalent deep

learning-based architectures represented by image classification and image captioning systems

exhibit the significant susceptibility to the malicious data represented by adversarial examples.

Adversarial examples, which are barely noticeable to the human, can lead deep learning models

to make erroneous decisions. In addition, the utilization of these adversarial examples by an

attacker to attack the image classification and image captioning systems could lead to the severe

repercussions. Consequently, the emergence of adversarial attacks [18–42] has developed into

a significant impediment in the development of reliable image classification and image caption-

ing systems. Conclusively, it has become increasingly urgent to construct corresponding defense

methods for these systems to enable them to defend against attacks from adversarial examples.

Numerous contributions have been made in the field of adversarial defense for the image

classification system. The first is adversarial training-based approaches [43–51]. These meth-

ods can introduce slight perturbations to the input images throughout the training phase, com-

pelling the image classification system to adapt them and thereby augmenting its defense per-

formance against adversarial attacks. However, the approaches based on adversarial training
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are incapable of defending against widespread adversarial attacks and require substantial time

investment throughout the training phase. The second is adversarial example detection-based

approaches [52–60]. In the majority of instances, these approaches primarily concentrate on de-

veloping the architecture that identifies whether input images contain adversarial perturbations,

as opposed to classifying them into correct classes. Thirdly, some researchers concentrate on

processing the input data [61–70] to eliminate the perturbations or lessen the effects of such

adversarial noises. Nonetheless, given the substantial variance in the distribution of diverse ad-

versarial noises, it is challenging for the current deep learning-based image classification system

to acquire a distribution function capable of fully addressing every form of adversarial noises.

Consequently, adversarial defense methodologies for processing the input data exhibit certain

limitations. Finally, it has been hypothesized by certain researchers that the subpar effective-

ness of the deep learning-based image classification system against adversarial examples could

be attributed to overfitting. Consequently, methods centered on regularization for adversarial de-

fense [71–78] have been suggested as the solution to mitigate the effects of overfitting and bolster

the generalization capabilities of the image classification system.

Although significant attention has been given by a number of related researchers to the security

and robustness of the existing deep learning-based models, the following issues remain to be

addressed.

• Firstly, within the domain of adversarial defense strategies for the image classification

system, approaches centered on regularization are gaining traction owing to their efficiency

and reduced computational demands. Nonetheless, these approaches lack a comprehensive

analysis regarding the types of features that would be more effective for regularization to

enhance adversarial robustness further. In other words, the existing regularization-centered

methods do not introduce sufficiently robust features for the image classification system.

• Secondly, multimodal deep learning models are gaining significant traction for their closer

approximation to reality, among which the image captioning system is a notable example.

However, it has been observed that the features within the existing image captioning system

lack robustness, rendering it particularly vulnerable to adversarial attacks.

• Lastly, from a holistic perspective, the majority of current adversarial defense methods for
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the image classification system only utilize the information in the input image and have not

incorporated the robust features from other modalities, thereby limiting the enhancements

in robustness.

1.2 Proposition in This Thesis

The purpose of this thesis is to realize adversarial defense for deep learning models. To achieve

this goal, this thesis proposes a method for introducing robust features that are not easily affected

by adversarial examples and can ensure the system stability and effectiveness. The proposed

method includes the following three aspects.

The first aspect proposes a multi-stage feature fusion network with the feature regulariza-

tion operation for the image classification system, which can introduce the adversarially ro-

bust regularization-based enhanced multi-stage fusion features into this system. In this archi-

tecture, the enhanced multi-stage fusion features effectively represent and maintain the global

information from each channel. Furthermore, the proposed network can further improve the

regularization-based adversarial defense approaches for the image classification system.

In addition, to construct the adversarially robust image captioning system, the second aspect

integrates a novel recurrent neural network (RNN) structure with robustness and stability, which

is grounded in the dynamical systems theory, into the system. The recurrent unit within this novel

structure demonstrates a significant ability to represent the hidden states effectively. This means

that such an RNN structure can provide the system with robust caption features.

Since the importance of robust caption features for deep learning models has been demon-

strated in the second aspect, naturally, the third aspect integrates the robust caption features into

the image classification system and fuses them with the image features to improve the robustness

of the system. To mitigate the disparity between the heterogeneous features, the hetero-center

loss function, which effectively minimizes the class center distances between these modalities,

is introduced. Additionally, the adversarial robustness of the image classification system can be

deeply improved with the integration of the guided complement entropy loss function, which

constrains the predictive probabilities on classes that do not align with the ground truth.

Conclusively, the primary focus of this thesis is the introduction of robust features into the

deep learning-based models for adversarial defense, which is the novelty of this thesis.
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1.3 Organization of This Thesis

The subsequent chapters of this thesis are structured as follows.

In Chapter 2, the relevant works about adversarial attack and defense approaches for the image

classification system are presented, the related research on adversarial attack methods targeting

the image captioning system is also introduced.

In Chapters 3, 4, and 5, where these chapters constitute the central parts of this thesis, solutions

to the three problems mentioned in Section 1.1 are presented, respectively. In the following, the

brief introduction to each of these three chapters is provided in sequence.

Chapter 3

In this chapter, we propose the Enhanced Multi-Stage Feature Fusion Network (EMSF2Net),

a novel framework for the image classification system, featuring the multi-stage fusion

structure combined with the feature regularization operation. The EMSF2Net framework

integrates three core components: multi-stage feature enhancement (MSFE), multi-stage

feature fusion (MSF2), and the regularization operation. The MSFE part endeavors to

acquire more expressive and enhanced features at every stage through the multiplication

of features within every channel, while the MSF2 part is designed to fuse the enhanced

features from various stages, thereby augmenting the richness of the feature information.

Furthermore, during the training phase, the regularization component effectively imposes

constraints on both the original and fused features, ensuring the performance of the ro-

bustness. EMSF2Net has demonstrated that incorporating the regularization operation for

the enhanced multi-stage fusion feature significantly boosts the adversarial robustness of

the convolutional neural network (CNN). Experimental results from applying the proposed

method to the image classification dataset CIFAR-10 [79] demonstrate its considerable ef-

fectiveness and adversarially robustness in defending adversarial attacks with white-box

setting.

Chapter 4

In this chapter, we propose a novel defense framework for the retrieval-based image cap-

tioning system, employing a kind of novel RNN structure with robustness and stability to

defend against the image captioning attacks. This advanced RNN is developed from the
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dynamical system theory, endowing its recurrent unit with a superior capacity for repre-

senting hidden states. Theoretically, this structure exhibits global exponential stability. To

evaluate the robust performance of the proposed framework, experiments involving noun-

type attacks are conducted on the retrieval-based image captioning system, contrasting a

modified vanilla RNN with the improved RNN. The results of the experiments comprehen-

sively demonstrate the superior effectiveness and robustness of the integration of improved

RNN into the retrieval-based image captioning system.

Chapter 5

In this chapter, we introduce the heterogeneous feature fusion network (HFFN), a po-

tent method for adversarial defense within the realm of the image classification system.

Drawing inspiration from the human ability to employ multimodal information for object

perception, robust caption features are integrated into conventional CNNs, fusing with

the image features. To mitigate the disparity in heterogeneous feature modalities, the

hetero-center loss is introduced, serving to limit the class center distances between dif-

ferent modalities. Moreover, the incorporation of guided complement entropy loss into the

HFFN framework serves to limit the prediction probability for the classes that do not align

with the ground truth, thereby significantly bolstering the adversarial robustness of the

fused heterogeneous features. To validate the adversarial robustness and effectiveness of

the HFFN framework, three advanced comparative approaches are introduced, along with

the design of four distinct ablation methods. Furthermore, for a comprehensive evaluation

of these methods, a substitute model is employed to produce a diverse array of adversarial

examples. Conducting extensive black-box adversarial attack experiments using these ad-

versarial examples on the CIFAR-10 and CIFAR-100 datasets [79] emphatically confirmed

the superiority of the proposed HFFN framework.

To summarize, this thesis introduces three robust features for deep learning models to achieve

the effective adversarial defense: the robust regularization-based enhanced multi-stage fusion

features for the image classification system, the robust caption features generated from the stable

RNN structure for the image captioning system, and the robust caption features generated by the

pre-trained models for the image classification system.
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Additionally, in Chapter 6, the conclusions derived from the methodology parts are compre-

hensively discussed, and the directions for the potential future investigations and studies are

subsequently delineated.

In closing, the correspondence between each chapter in the methodology parts of this thesis

and the research achievements of the author is presented. Specifically, Chapter 3 is constructed

based on [A-1] (Sensors 2022), while Chapters 4 and 5 are formulated from [B-1] (GCCE 2021)

and [B-2] (ICASSP 2023), respectively.
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Chapter 2

Related Works

2.1 Introduction

In this chapter, the research relevant to this thesis in terms of the image classification sys-

tem and image captioning system is presented. Specifically, the mainstream adversarial attack

and defense methods for the image classification system are presented in Section 2.2. Among

them, some popular adversarial attack approaches for the image classification system are shown

in Subsection 2.2.1, while in Subsection 2.2.2, some adversarial defense methods for the image

classification system are presented in four main directions: adversarial training, adversarial ex-

ample detection, processing of input data, and regularization. In addition, the research advance-

ments on adversarial attack methods against the image captioning system are only discussed in

Section 2.3, given that there are few adversarial defense approaches developed for the image

captioning system at present.

2.2 Adversarial Attack & Defense for Image Classification

2.2.1 Adversarial Attack for Image Classification

First of all, the adversarial examples within the image classification system are introduced

intuitively. As mentioned in Chapter 1, the adversarial examples have the capability to easily

deceive CNNs into making incorrect judgments (misclassifications for the image classification

task), while they are not easily perceptible to the human eyes. Fig. 2.1 [80] illustrates both a

clean image and its associated adversarial example. Where the adversarial example is generated

by ResNet-50 [1] through the FGSM attack [81] with the attack strength ε = 2/255. This figure
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reveals that, given a clean image labeled as “bird”, the CNN is capable of classifying it correctly

before the addition of any adversarial noises. However, after slight adversarial perturbations are

introduced to the original image, the CNN is easily fooled into misclassifying it as “dog”, even

though humans can still identify it correctly.

Figure 2.1: A clean image from the dataset CIFAR-10 and its corresponding adversarial example.

Next, a succinct definition of adversarial examples in the image classification system is pro-

vided from a mathematical perspective. Given a classification model F, and an original image

Iori accompanied by its label yori, the adversarial example Iadv can be defined in the following

equation:

Iadv = max
∆

L [
F (Iori + ∆) , yori

]
s.t. D (Iori, Iori + ∆) ⩽ ε, (2.1)

where L [·, ·] signifies the loss function targeted for maximization, ∆ is the perturbations intro-

duced to Iori. Under the distance measure D (·, ·), the discrepancy of the perturbed image from

Iori remains unobvious, not surpassing the perturbation strength ε.

Next, some commonly used adversarial attack approaches for the image classification system

are introduced.

Reference [81]

Fast Gradient Sign Method (FGSM), a kind of classic adversarial attack strategy, produces

perturbations by leveraging the gradient of the loss function associated with the original

image Iori. The produced adversarial example Iadv can be described in the following equa-
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tion:

Iadv = Iori + ε · sign
[∇IoriL (F(Iori), yori)

]
, (2.2)

where ε denotes the strength of the attack, while sign(·) refers to the sign function and is

defined as follows:

sign(x) =


1, if x > 0

0, if x = 0

−1, if x < 0

. (2.3)

Reference [82]

Since FGSM achieves adversarial attacks by only one iteration, it cannot generate highly

effective adversarial examples when facing non-linear CNN models. Therefore, Madry et

al. proposed Projected Gradient Descent (PGD), an adversarial attack method based on

iteration, which can also be regarded as an iterative version of FGSM. Specifically, PGD

generates adversarial perturbations through multiple steps of iteration, and the perturba-

tions can be confined within a certain range after each step of iteration. The formulation

of PGD at the (k + 1)-th step is represented as follows:

I(0)
adv = Iori +U(−ε, ε), (2.4)

I(k+1)
adv = P

{
I(k)

adv + α · sign
[
∇I(k)

adv
L

(
F

(
x(k)

adv

)
, yori

)]}
, (2.5)

whereU(·, ·) represents the uniform distribution, with α signifying the step size. Through

the projection function P{·}, it is ensured that the produced adversarial example Iadv re-

mains within the bounds of an ε-ball centered around Iori, where ε denotes the radius.

Reference [83]

Unlike the traditional iteration-based FGSMs [82, 84], Momentum Iterative Fast Gradient

Sign Method (MI-FGSM, MIM) incorporates the momentum term into the interactive pro-

cess of the adversarial perturbation generation, thereby helping to stabilize the direction of

updates and produce more effective adversarial examples. The formulae for MI-FGSM at
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the (k + 1)-th step are presented as follows:

g(0) = 0, I(0)
adv = Iori,

g(k+1) = µ · g(k) +
∇I(k)

adv
L

(
F

(
I(k)

adv

)
, yori

)
∥∥∥∥∇I(k)

adv
L

(
F

(
I(k)

adv

)
, yori

)∥∥∥∥
1

,

I(k+1)
adv = P

{
I(k)

adv + α · sign
(
g(k+1)

)}
, (2.6)

where µ denotes the decay factor about the direction of the gradient, g is the value of

momentum, α represents the step size, and P{·} signifies the projection function, which

is capable of projecting the produced adversarial example Iadv within the confines of the

ε-ball.

Reference [85]

Inspired by the data augmentation [3,86], DI2-FGSM (Diverse Inputs Iterative Fast Gradi-

ent Sign Method) enhances the transferability of adversarial examples by introducing the

input diversity. In this method, a transformation function with random, designed for the

inputs, is applied throughout the iterations of adversarial example generation. It should

be noted that a kind of momentum-based DI2-FGSM attack is used in the experiments of

this thesis, and the expressions of this kind of DI2-FGSM attack at the (k + 1)-th step are

presented as follows:

I(0)
adv = Iori +U(−ε, ε),

g(k+1) = µ · g(k) +
∇I(k)

adv
L

(
F

(
T

(
I(k)

adv; P
))
, yori

)
∥∥∥∥∇I(k)

adv
L

(
F

(
T

(
I(k)

adv; P
))
, yori

)∥∥∥∥
1

,

I(k+1)
adv = P

{
I(k)

adv + α · sign
(
g(k+1)

)}
,

T
(
I(k)

adv; P
)
=


T

(
I(k)

adv

)
, with probability P

I(k)
adv, with probability 1 − P

, (2.7)

where U(·, ·) represents the uniform distribution, while the parameters µ, g, α, and P{·}

keep the definitions assigned in Eq. (2.6). In addition, T (·; ·) denotes the transformation
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function with random, with P representing the probability of transformation.

Reference [87]

Drawing inspiration from the expectation over transformation (EOT) [88], an enhanced

variant of PGD, termed averaged PGD (A-PGD, EOTPGD), was developed to achieve

greater stability and effectiveness in adversarial attacks compared to the vanilla PGD.

Specifically, this method incorporates expectation into the PGD attack, with the formu-

lations at the (k + 1)-th step of EOTPGD being delineated as follows:

I(0)
adv = Iori +U(−ε, ε),

I(k+1)
adv = P

{
I(k)

adv + α · sign
(
E

[
∇I(k)

adv
L

(
F(I(k)

adv), yori
)])}
, (2.8)

where E [·] represents the operation of expectation, while α signifies the step size.

Reference [89]

Carlini and Wagner (CW), which is designed based on the optimization, is an innovative

attack approach. Unlike other adversarial attack methods that simply maximize the mis-

classification, the CW attack balances the strength of the perturbation and the ability to

cause misclassification by optimizing the objective function. To produce adversarial ex-

amples with higher deceptiveness, variable w is introduced, which is optimized based on

the following formulations:

w′ = min
w

∥∥∥∥∥1
2

(tanh (w) + 1) − Iori

∥∥∥∥∥2

2
+ c · G

(
1
2

(tanh(w) + 1)
)
,

Iadv =
1
2

(
tanh(w′) + 1

)
,

G(·) = max
(
F(·)yori − max

i,yori
F(·)i,−κ

)
, (2.9)

where c is a hyperparameter directly influencing the strength of the adversarial examples

generated, while κ acts as a confidence hyperparameter, enhancing the probability of mis-

classification for the adversarial example Iadv. The output probability corresponding to the

true label yori is denoted by F(·)yori , and F(·)i signifies the probability associated with the

misclassification.
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Reference [90]

Due to the drawback that too many pixels in the target image may be modified by the

existing adversarial attack methods, potentially leading to perception by the human eyes,

an adversarial attack algorithm called One Pixel was developed by the authors, capable of

achieving good attack effects by altering a minimal number of pixel points, or even a single

pixel point in the image. The optimization problem can be expressed in mathematical

expressions as follows:

max
∆I

F (Iori + ∆I)

s.t. ∥∆I∥0 ≤ d, (2.10)

where ∆I is the additional adversarial perturbation about Iori, and the value of d is small.

If d = 1, it is a pure attack on one pixel. To address the optimization problem mentioned

above, the authors adopted the differential evolution algorithm, a series of sub-images can

be generated by iteratively modifying each pixel, then these sub-images are compared to

the original image. To achieve the goal of the attack, the sub-image producing the most

effective attack impact is chosen.

Reference [91]

The authors proposed an adversarial attack algorithm, called Universal Adversarial Per-

turbations (UAP), that generates the “omnipotent” perturbations. These perturbations are

independent of the individual images and are generic. Thus, the objective of the UAP at-

tack is to find the universal perturbations φ such that they satisfy the following equation

for most images Iori drawn from the distribution µ:

F (Iori + φ) , F (Iori) , (2.11)

where F represents the classifier network. Additionally, to ensure the quality and effec-

tiveness of the generated adversarial examples, the universal adversarial perturbations φ
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should also meet the following conditions:

Condition A: ∥φ∥p ≤ ς, (2.12)

Condition B: PIori∼φ
[
F (Iori + φ) , F (Iori)

] ≥ 1 − δ, (2.13)

where ς controls the strength of the perturbations φ, and δ is capable of regulating the

extent to which images sampled from the distribution µ are deceived. In order to generate

µ, the authors performed the iterative calculations on the sampled images, followed by the

summary operation.

Reference [92]

In most of the traditional attack approaches with the setting of black-box, the adversarial

examples are typically produced using alternative models before being employed to attack

the target models. An effective adversarial attack method, which directly attacks the black-

box target model to produce adversarial examples, was proposed. Since the gradients of

the target black-box model cannot be obtained directly, this method employs the zeroth

order optimization (ZOO) to estimate the gradients. Given input data x, the strategy for

estimating the gradients in the ZOO attack method is expressed as follows:

Gi :=
∂L (x)
∂xi

≈ L (x + hei) − L (x − hei)
2h

, (2.14)

Hi :=
∂2L (x)
∂2x2

ii

≈ L (x + hei) − 2L (x) +L (x − hei)
h2 , (2.15)

where Gi and Hi respectively denote the first-order gradient and the second-order gradient.

h represents a constant with small value, while ei is defined as a vector where the i-th

element is 1, with all remaining elements set to 0.

2.2.2 Adversarial Defense for Image Classification

2.2.2.1 Adversarial Training

Reference [43]

In traditional adversarial training approaches, enhancing the model’s adversarial robust-

ness often comes at the expense of sacrificing its inherent accuracy. The authors identified
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the non-smooth nature of the prevalent ReLU activation function as a significant contrib-

utor to the suboptimal results of adversarial training. Consequently, they introduced a

methodology called Smooth Adversarial Training (SAT), which primarily improves the

conventional ReLU activation function by smoothing it. The improved activation function,

termed SmoothReLU, can be expressed in the following equation:

SmoothReLU(x, θ) =


x − 1
θ

log(θx + 1), if x ≥ 0

0, otherwise
, (2.16)

where θ is a learnable positive parameter. Moreover, SmoothReLU can always maintain

the good property of being differentiable:

d
dx

SmoothReLU(x, θ) =


θx

1 + θx
, if x ≥ 0

0, otherwise
. (2.17)

Reference [46]

In this paper, the authors mainly focused on the improvement of the single-step adversar-

ial training approach. While the single-step training method has a shorter training time

and lower computational complexity compared to the multi-step adversarial training ap-

proaches, the performance of the trained models is suboptimal. The authors argued that

overfitting is likely to occur during the initial phase of single-step adversarial training. To

address this issue, they proposed a novel strategy called Single-step Adversarial Train-

ing with Dropout Scheduling (SADS). Specifically, SADS mainly adds the dropout layer

to each non-linear layer in the model requiring training. Experimental results demonstrate

SADS can enhance the robustness of the single-step method of adversarial training without

high computational costs.

Reference [44]

In this paper, the authors argued that the model capacity of the existing CNNs often falls

short in adversarial training. Therefore, given the limited model capacity, the authors

believed that not all samples should be treated equally. Consequently, they improved the

traditional adversarial training strategy and proposed an approach called Geometry-Aware

Instance-Reweighted Adversarial Training (GAIRAT). From the geometric perspective,
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the adversarial robustness of samples is inversely proportional to their distance from the

classification boundary, meaning samples closer to the classification boundary are less

robust, while those farther away are more robust. Based on this fact, GAIRAT can assign

larger weights to samples located near the classification boundary while allocating smaller

weights to those situated further from the classification boundary.

Reference [49]

In this paper, enhancing the efficiency of adversarial training while ensuring performance

was concentrated. In conventional adversarial training approaches, generating ideal adver-

sarial examples typically requires extensive training time. To address this issue, the authors

introduced a strategy known as Adversarial Training with Transferable Adversarial exam-

ples (ATTA). This method is proposed based on the observation that the adversarial ex-

amples generated in previous epochs retain their adversarial characteristics in subsequent

epochs within the same training process. Specifically, during the training phase, ATTA

continuously utilizes adversarial perturbations from the previous epochs and accumulates

them, significantly reducing the number of iterations while maintaining the performance

of adversarial examples.

Reference [47]

In this paper, enhancing the attack strategy during the adversarial training process was con-

centrated. The authors argued that traditional adversarial training methods rely on fixed or

manually designed attack strategies to produce adversarial examples, thereby limiting the

adversarial robustness in the face of adversarial attacks. Consequently, the authors intro-

duced a framework named LAS-AT, which is innovative and more flexible. This frame-

work can bolster the robust effectiveness and generalization capabilities of deep learn-

ing models by employing learnable, dynamic attack strategies instead of fixed, human-

designed ones.

2.2.2.2 Adversarial Example Detection

Reference [52]

In this paper, to ascertain if the input data falls under the category of adversarial exam-
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ple, the authors ingeniously constructed an additional detection module for the primary

architecture used in image classification. The inputs to this detection network derive from

the classification network, and this detection network can characterize the identification of

adversarial examples as a binary classification task, outputting the probability value of the

input data being adversarial. Experimental results indicate that under specific adversarial

attack conditions, this method can detect the vast majority of adversarial examples.

Reference [54]

In this paper, the authors analyzed the adversarial examples from the perspective of mani-

folds in two scenarios: one in which the adversarial examples lie at a substantial distance

from the decision boundary, and another where they are close to the boundary. Conse-

quently, the authors introduced a novel approach called MagNet, designed to address both

types of adversarial examples accordingly. This approach fundamentally comprises a “de-

tector” and a “reformer”. The former is employed to filter out adversarial examples that

significantly deviate from the decision boundary. For those near the boundary, MagNet

utilizes the “reformer” to find the approximate representation of the adversarial examples,

which can be then used in the subsequent classification task.

Reference [55]

In this paper, in order to enhance the detection of adversarial examples, the authors made

improvements in both the training and inference phases of the model. Specifically, dur-

ing the training phase of the model, they introduced a novel loss function called the re-

verse cross-entropy (RCE) loss, which encourages the mapping of clean data into the low-

dimensional space and facilitates the clustering of clean data of the same class. This ap-

proach simplifies the differentiation of adversarial examples. Additionally, in the inference

stage of the model, the authors also implemented a thresholding strategy centered around

the kernel density theory.

Reference [53]

In this paper, the authors delved into the adversarial examples from a statistical perspec-

tive. Specifically, they argued that the adversarial samples and clean data do not reside

within the same data manifold. Consequently, they introduced methods of kernel density
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estimates and Bayesian uncertainty estimates. Specifically, the kernel density estimates

method is employed to identify data points that stray from the data manifold, while the

Bayesian uncertainty estimates approach is utilized to detect low-confidence data that the

kernel density estimates method fails to recognize.

Reference [59]

In this paper, the authors proposed an attack-agnostic strategy for detecting the adversarial

examples, where they characterized the adversarial perturbations in images as the form of

noises and combined this with classical image processing technologies for detecting them.

Specifically, they introduced techniques of scalar quantization and smoothing spatial filter

to better perceive the presence of adversarial perturbations. Additionally, the authors also

introduced the concept of image entropy to adaptively adjust the parameters.

2.2.2.3 Processing of Input Data

Reference [61]

In this paper, the authors discovered that compressing the input adversarial images can

remove the unnecessary information, thereby achieving the purpose of eliminating the

adversarial noise. Therefore, they proposed a simple but effective image compression

framework named ComDefend, which mainly consists of two parts: a compression module

for removing adversarial noise and a reconstruction module for restoring clean images.

Moreover, the overall architecture of ComDefend bears a resemblance to the framework of

the autoencoder.

Reference [63]

In this paper, improving the method for removing the adversarial perturbations was mainly

concentrated. It was found that in traditional methods of adversarial perturbation removal,

the remaining adversarial noise often leads to misclassification by the classifier. To ad-

dress this issue, an effective adversarial defense approach named High-level representation

Guided Denoiser (HGD) was proposed. The essence of this method is the introduction of

a new loss function that minimizes the distance between the output features of the clean

image and the restored image, rather than directly computing the pixel distance between
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the clean and restored images.

Reference [64]

In this paper, the authors constructed a kind of low-dimensional image space that resembles

the space of clean images. This kind of low-dimensional space is designed based on the

theory of convolutional sparse coding. By mapping both clean and adversarial images to

this low-dimensional space, adversarial perturbations can be effectively removed, thereby

significantly enhancing the adversarial robustness of the model.

Reference [69]

In this paper, the authors introduced the matrix estimation theory to the adversarial defense

task for the first time. Specifically, they began by randomly deleting pixels from the image

with a certain probability and then employed the matrix estimation for reconstruction. The

authors believed that their proposed method can disrupt the structure of adversarial noise

while preserving the global structure of the original image. Furthermore, they pointed out

that as a preprocessing approach, this strategy can be easily integrated into other architec-

tures and enhance the generalization of the model.

2.2.2.4 Regularization

Reference [71]

In this paper, the authors observed a decrease in both the curvature of the decision boundary

and the loss surface as the adversarial robustness of the model improved. Consequently,

they introduced a novel curvature regularization approach. Specifically, they devised a

novel regularization term that effectively constrains the curvature of the decision boundary

and promotes the local linearity, aiming to enhance the adversarial robustness of the model.

And this regularization term can make the gradients around the data points the same.

Reference [74]

In this paper, the author believed that the local flatness of the loss surface is highly corre-

lated with the adversarial robustness of the model. The authors defined the regularization

term of local flatness as the maximum norm of the gradient in the vicinity of clean images.

26



Specifically, during the training process, the authors combined the local flatness regular-

ization term with the classical loss function and minimized them.

Reference [76]

In this paper, the authors introduced the theory of information geometry into the adversar-

ial defense task and extended the classical classification cross-entropy. Specifically, they

added a regularization term to the classification cross-entropy, which is crafted utilizing

the principles of the Fisher-Rao distance theory, and it ensures that the predictions of clean

images and adversarial examples are close to each other.

2.3 Adversarial Attack for Image Captioning

Reference [93]

In this paper, in order to investigate whether the visual and language models represented

by the image captioning system really mine the connotative relationship between the text

and image modalities, the authors expanded the existing MS-COCO dataset [94] by adding

well-designed erroneous image captions, thus creating a dataset with the name of FOIL-

COCO. Based on this dataset, the authors verified the performance of the image captioning

system on three tasks: caption classification, abnormal word detection, and abnormal word

correction. They concluded that the image captioning system fails to adequately mine

the relationships between the texts and images. This study is a pioneering work on the

robustness of the image captioning system and provides a strong foundation for subsequent

research on adversarial attack methods for the image captioning system.

Reference [41]

In this paper, a novel method, which was designed for generating adversarial examples

for the image captioning system, was proposed for the first time. Specifically, the authors

proposed an approach named Show-and-Fool, which is an optimization-based adversarial

example generation method and is specifically implemented through the carefully designed

powerful loss functions. This approach effectively misguides the image captioning system

into generating captions or keywords chosen at random. Furthermore, the authors have
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also uncovered that the adversarial examples crafted using the Show-and-Fool method ex-

hibit a certain degree of transferability. Specifically, the authors found that the adversarial

examples generated for the generation-based image captioning system Show-and-Tell can

also deceive other image captioning systems.

Reference [42]

In this paper, a kind of precise adversarial attack strategy, which was designed for the

partial image captions, was proposed for the first time. In the generation-based image

captioning system, the outputs are often structured sequences. Therefore, the authors be-

lieved that it is necessary to design the adversarial attack approach specifically tailored

for the generation-based image captioning system. Specifically, they described the pre-

cision adversarial attack as the structured output learning model that incorporates latent

variables. Furthermore, two structured optimization methods, namely the generalized ex-

pectation maximization and the structural support vector machines with latent variables,

were proposed.

Reference [95]

In this paper, a novel adversarial example generation strategy called Show, Mask and Tell

for the image captioning system was proposed. This method primarily involves adding

meticulously crafted adversarial noises to the input image, leading to the removal of target

words from image captions. Remarkably, the accuracy of the remaining captions is well

preserved. This method is mainly implemented by optimizing a loss function, which con-

tains three regularization terms, namely word removal regularization term used to limit the

frequency of target words, captioning accuracy regularization term used to ensure the ac-

curacy of captions, and noise filtering regularization term used to remove noises generated

by adversarial perturbations. In addition, the authors also proposed a metric called “Attack

Quality” to comprehensively evaluate the success rate of the attack and the accuracy of the

captions, thereby more comprehensively evaluating the performance of the attack.

Reference [96]

In this paper, the construction of adversarial examples for the image captioning system in

the complex domain was pioneered. Then an adversarial attack method called Fooled-by-
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Imagination was proposed. Specifically, they designed a loss function mainly based on the

complex domain, in which the semantic features corresponding to the adversarial examples

and the semantic features corresponding to the original images are used as the imaginary

part and the real part of the loss function respectively, and this loss function is the mod-

ulus of the complex formed by the semantic features of the adversarial examples and the

semantic features of the original images. In addition, the author also designed an ℓ2-norm

loss function to maintain the similarity between the generated adversarial examples and

the original images.

Reference [97]

In this paper, improving the generation speed and attack capabilities of adversarial exam-

ples for the image captioning system was mainly concentrated. Specifically, the authors

designed a generative model to generate adversarial examples. At the same time, the au-

thors also specially designed three loss functions for this generation model to ensure the

quality and transfer ability of the generated adversarial examples, namely the image feature

distortion loss, the local-global mismatching loss, and the language diversity loss. Specif-

ically, the purpose of the image feature distortion loss is to make the distance between the

features of original images and the features of the corresponding adversarial examples in

the image domain as large as possible. The local-global mismatching loss is utilized to de-

crease the matching degree between the adversarial images and the corresponding ground

truth captions. Furthermore, the language diversity loss can ensure that the adversarial

captions generated from adversarial images have significant differences from the ground

truth captions.

Reference [98]

In this paper, the caption output efficiency of the Neural Image Caption Generation (NICG)

model was utilized as the target of the adversarial attack by the authors, who adopted a dif-

ferent approach. Specifically, the authors designed a novel strategy for the image caption-

ing system called NICGSlowDown. This method can generate adversarial perturbations

for the original input images that are imperceptible to the human eyes, causing the image

captioning system to consume significantly more computational resources, thereby greatly

reducing the operational efficiency of the NICG model. Additionally, the authors also
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constructed two evaluation metrics named I-Loop and I-Latency to measure the efficiency

robustness of the NICG model. The larger the values of I-Loop and I-Latency, the lower

the model’s efficiency, which indicates a more successful attack.

Reference [99]

In this paper, the security of the image captioning system in the physical world was con-

centrated for the first time. Specifically, the authors proposed a practical adversarial attack

algorithm named CAPatch, which can generate adversarial patches for the input images of

the image captioning system, leading the system to generate captions that either lack key

words or are entirely incorrect. CAPatch generates specific adversarial patches through

four main steps: detection assurance, attention enhancement, caption alteration, and ro-

bustness improvement.

2.4 Conclusions

In this chapter, the research progresses on the adversarial attack and defense for the image

classification system and the related works about the adversarial attack on the image captioning

system have been introduced. These studies are closely related to the proposition of this thesis.

Fig. 2.2 shows the research map of the related works presented in this chapter.
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Chapter 3

Integration of Robust
Regularization-based Enhanced
Multi-stage Fusion Features into Image
Classification System

3.1 Introduction

This chapter shows the Enhanced Multi-Stage Feature Fusion Network (EMSF2Net), a novel

CNN-based framework. This framework is built upon three fundamental components: MSFE

(multi-stage feature enhancement), MSF2 (multi-stage feature fusion), and regularization. Re-

garding the MSFE component, drawing inspiration from SENet [100], the global average pooling

(GAP) operation is initially applied to the features from each stage, thereby acquiring the global

features with channel level. Next, the global features with channel level are multiplied with the

initial features to yield the enhanced features. Regarding the MSF2 component, the multi-stage

features after enhancement are initially flattened into the features with one dimension. Subse-

quently, these features are directly subjected to the operation of concatenation. Despite its sim-

plicity, this operation shows high efficiency, as MSF2 is capable of maintaining the channel-wise

global information learned from MSFE. Lastly, in the training phase, the operation of regular-

ization is applied to both the fused features and the initial multi-stage features. In particular,

a loss function with regularization is employed as the means of regularization for the proposed

framework. Introducing the term of regularization into the enhanced multi-stage fusion features,
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as demonstrated by the proposed framework, can substantially bolster the capability of CNN

to defend against the adversarial attacks. The findings further indicate an increased suitability

of the enhanced multi-stage fusion features for regularization. Moreover, in contrast to current

adversarial defense methods that rely on global information, the technique of regularization is

incorporated into the fused global features. This integration operation shows that applying reg-

ularization to these fused global features enhances the capability of CNN to defend against the

adversarial attacks.

The key contributions in this chapter are outlined below,

• We propose EMSF2Net, a novel framework wherein the global information across all chan-

nels is effectively represented and kept through the enhanced multi-stage fusion features,

for the image classification system.

• This chapter demonstrates that the application of regularization to the enhanced multi-

stage fusion features notably boosts the adversarial robustness. In other words, the robust

regularization-based enhanced multi-stage fusion features are introduced into the image

classification system.

• The robustness and effectiveness of the proposed approach are demonstrated by the com-

prehensive experimental results conducted across the attacks of white-box scenarios.

3.2 Methodology

The framework of the EMSF2Net is shown in Fig. 3.1, while Table 3.1 depicts the structure

of the baseline. As illustrated in Fig 3.1, the output features of STAGEs 2 to 4 of the standard

ResNet50 [1], detailed in Table 3.1, are regarded as the multi-stage features. Three pivotal com-

ponents primarily compose EMSF2Net: MSFE, MSF2, and the operation of regularization, each

of which is introduced in the subsequent subsections.

3.2.1 Multi-Stage Features Enhancement (MSFE)

The MSFE component, with its specifics illustrated in the FE Block of Fig. 3.1, is explained

in this subsection. In STAGE m (m = 2, 3, 4), the output features of the Conv Block, denoted
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as Um =
[
u1

m,u2
m, · · · ,uCm

m

]
∈ RHm×Wm×Cm , corresponds to Feature m (m = 2, 3, 4) shown in

Fig. 3.1. The channel number, height, and width of Feature m are denoted as Cm, Hm, and Wm,

respectively. Additionally, for each channel l (where l = 1, · · · ,Cm), ul
m is indicative of the

corresponding sub-feature within Um.

We initially apply the operation of GAP to the input Um, resulting in the acquisition of the

global feature with channel level Zm = [z1
m, z

2
m, · · · , zCm

m ] ∈ R1×1×Cm . The specific operation for

each channel l (where l = 1, · · · ,Cm) is described below:

zl
m = GAP

(
ul

m

)
=

1
Hm ×Wm

Hm∑
i=1

Wm∑
j=1

ul
m (i, j) . (3.1)

Subsequently, the global feature Zm with channel level undergoes a multiplication process

with the initial input feature Um, serving as the operation of enhancement for the feature. And

U′m =
[
u′1m ,u′2m , · · · ,u′Cm

m

]
∈ RHm×Wm×Cm denotes the feature after enhancement. The following

equation shows the formulation for the operation on channel l (where l = 1, · · · ,Cm):

u′lm = zl
m · ul

m. (3.2)

After the GAP operation, the initial feature generates weights, which contain the receptive

field with globality. By channel-wise fusion of feature weights with the original feature, each

channel in the original feature acquires global information, thereby enhancing its richness and

augmenting its expressiveness for realization. Ultimately, the Conv Block processes U′m, yielding

Ũm ∈ RHm×Wm×Cm , which is the final enhanced feature, as depicted in Fig. 3.1.

3.2.2 Multi-Stage Features Fusion (MSF2)

After the feature after enhancing Ũm ∈ RHm×Wm×Cm (m = 2, 3, 4) for each stage is acquired,

these features are performed by the operation of fusion. Initially, through the following opera-

tions, the features Ũ2, Ũ3, and Ũ4 are flattened into v2, v3, and v4, respectively:

vm = F
(
AvgP

(
Ũm

))
∈ RCm . (3.3)
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Table 3.1: Details of the baseline architecture. Specifically, LPC denotes the regularization loss
function, whereas the classic cross-entropy loss is represented by LCE .

Layer ResNet-50

STAGE 0 Conv(64, 3 × 3), BN, ReLU

STAGE 1


Conv(64, 1 × 1),BN,ReLU
Conv(64, 3 × 3),BN,ReLU

Conv(256, 1 × 1),BN
shortcut,ReLU


×3

STAGE 2


Conv(128, 1 × 1),BN,ReLU
Conv(128, 3 × 3),BN,ReLU

Conv(512, 1 × 1),BN
shortcut,ReLU


×4

Max pooling→ LPC

STAGE 3


Conv(256, 1 × 1),BN,ReLU
Conv(256, 3 × 3),BN,ReLU

Conv(1024, 1 × 1),BN
shortcut,ReLU


×6

Max pooling→ LPC

STAGE 4


Conv(512, 1 × 1),BN,ReLU
Conv(512, 3 × 3),BN,ReLU

Conv(2048, 1 × 1),BN
shortcut,ReLU


×3

5 Average pooling→ LPC

6 FC(4096)→ LPC

7 FC(10)→ LCE
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As illustrated in Eq. 3.3, the process begins with the application of average pooling (AvgP) to

transform Ũm into the dimension of 1×1×Cm. This is followed by the operation of flattening (F)

which reshapes it into the dimension of Cm. Subsequently, the fusion operation is performed on

the vectors after flattening from each stage, with the corresponding operation detailed as follows:

ṽ = FC ([v2, v3, v4]) ∈ RC′ . (3.4)

The aforementioned equation illustrates that initially, a new vector is generated from the con-

catenation of v2, v3, and v4, followed by a fully connected layer (FC) for its mapping onto the

dimension of C′.

Despite the apparent simplicity of this fusion operation, the channel-wise information with

globality learned through the FE Block of each stage is effectively kept. Conversely, utilizing

alternative fusion approaches could potentially compromise the information of the global features

that have been learned.

3.2.3 Regularization

The prototype conformity loss LPC , proposed by Mustafa et al. [72], is chosen as the method

of regularization in this chapter. Considering a classification scenario with k distinct classes and

a set of images for training, we denote fp as the output feature for the input xp belonging to the

class of yp. The formulation of LPC is presented below:

LPC =
∑

p

{ ∥∥∥∥ fp − wc
yp

∥∥∥∥
2
− 1

k − 1

∑
q,yp

( ∥∥∥ fp − wc
q

∥∥∥
2 +

∥∥∥∥wc
yp
− wc

q

∥∥∥∥
2

)}
, (3.5)

in the above equation, the class centroid of the true class yp is denoted as wc
yp

, while the centroids

of all distinct classes excluding yp are represented as wc
q. The aforementioned equation demon-

strates that LPC serves to augment the inter-class distance, while the distance of fp and wc
yp

is

concurrently diminished, consequently leading to more pronounced boundaries between distinct

classes.

When the representational information of the features from each class is abundant, LPC more

effectively perceives the variations across the features from diverse classes. Furthermore, the

feature outputs from the proposed framework are characterized by global channel features rich
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in information. Consequently, EMSF2Net incorporates LPC as the approach of regularization.

Hence, the overall loss, Lall, employed to train the proposed framework, is formulated below:

Lall = LCE +

4∑
k=1

Lk
PC , (3.6)

in the given formula, the cross-entropy loss, denoted asLCE , serves to limit the outputs of classifi-

cation of the proposed framework, while LPC is introduced to regularize features across multiple

stages, and features with enhanced multi-stage fusion. The sum of all items of LPC in the pro-

posed framework is denoted as
∑4

k=1Lk
PC . Lall exhibits its strength in augmenting the inter-class

distances while concurrently reducing intra-class distances within the space of output.

3.3 Dataset & Attack Methods

The widely used dataset and the approaches of adversarial attack employed in this chapter for

evaluating the robustness of the proposed framework are presented in this section.

3.3.1 Dataset: CIFAR-10

In this chapter, the CIFAR-10 dataset [79], one of the popular datasets in assessing adversarial

defense strategies, served as the dataset for comparing the proposed framework with other meth-

ods with state-of-the-art approaches and conducting ablation analysis. The CIFAR-10 dataset

is composed of 60,000 images, each measuring the pixels 32 by 32, split into a training set of

50,000 images and a test set comprising 10,000 images. CIFAR-10 comprises distinct classes

with the number ten, namely “airplane”, “automobile”, “bird”, “cat”, “deer”, “dog”, “frog”,

“horse”, “ship”, and “truck”. Fig. 3.2 shows the representative instances for each class within

this dataset.

3.3.2 Adversarial Attacks

In this paper, seven popular adversarial attack methods were employed to evaluate the adver-

sarial robustness and effectiveness of the proposed approach. These adversarial attack approaches

can be classified into two distinct categories: those based on the ℓ∞-norm and the ℓ2-norm. The

ℓ∞-norm attack methods include FGSM [81], PGD-ℓ∞ [82], MI-FGSM [83], DI2-FGSM [85],
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and EOTPGD [87]. It should be emphasized that the DI2-FGSM attack utilized in this chap-

ter is a kind of momentum-based DI2-FGSM attack, and the formulations of this DI2-FGSM

attack utilized in this chapter have been presented in Eq. 2.7. Additionally, the ℓ2-norm attack

approaches used in this chapter comprise PGD-ℓ2 [82] and CW [89]. It should be clarified that in

the PGD-ℓ2 attack used in this chapter, no slight perturbations are added to the initial value. This

means that in this context, the initial value I(0)
adv in Eq. 2.4 of PGD-ℓ2 attack becomes Iori rather

than Iori + U(−ε, ε). Additionally, in the experiments, the toolbox employed for performing

adversarial attacks is Torchattacks [101].

3.4 Comparison Experiments

3.4.1 Comparison Methods

Three state-of-the-art defense approaches were chosen for comparison to comprehensively

validate the adversarial robustness and performance of the proposed framework.

MART [102]

This approach introduces a new loss function designed for adversarial defense, focusing

more effectively on the data that is incorrectly classified to enhance the adversarial robust-

ness of the model.

RobNet [103]

The authors of RobNet concentrated on the architecture of the network, employing the

neural architecture search (NAS) technique for the adversarial defense task, enabling the

discovery and design of the structures of the robust networks.

BPFC [104]

To mimic the process of human visual perception, a kind of novel regularizer, which en-

sures the representation with consistency across the features learned from images with var-

ious quantization, was introduced, thereby substantially enhancing the model robustness

against adversarial attacks.
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3.4.2 Experimental Results under ℓ∞-norm Attacks

In this subsection, our focus is to present the results about the robust accuracy of EMSF2Net

compared to the three comparison methods when facing the ℓ∞-norm adversarial attacks, based

on the CIFAR-10 dataset. A variety of attack methodologies were employed to demonstrate

the effectiveness of our proposed approach, including FGSM, PGD, MI-FGSM, DI2-FGSM, and

EOTPGD, each with varying levels of attack strengths. We configured these ℓ∞-norm attacks in

a white-box setting. The attack strength parameters, denoted as ε, were selected as the values of

2/255, 4/255, 8/255, and 16/255.

Initially, the clean accuracy results and the robust accuracy results under FGSM with single

step on CIFAR-10 are presented, with the accuracies detailed in Table 3.2. Table 3.2 illustrates

that, when subjected to the FGSM attack, the proposed EMSF2Net demonstrates superior per-

formance over the comparison methods while maintaining a high level of accuracy in classifying

clean images.

Subsequently, the robust accuracy results under ℓ∞-norm attacks based on less complex itera-

tions (iteration number = 10) are presented. For ease of differentiation, the attacks were denoted

as PGD10-ℓ∞, MI-FGSM10, DI2-FGSM10, and EOTPGD10, each being with the iteration value

10. ε/10 was selected as the step size, with ε representing the strength of attack. In the case of

MI-FGSM10 and DI2-FGSM10, 0.5 was adopted as the value of momentum factor parameter. In

addition, for EOTPGD10, we configured the mean gradient estimation parameter to a value of 5.

The accuracies are detailed in Table 3.3. As demonstrated in the table, the results indicate that,

even under the challenging conditions of the adversarial attacks based on iteration, our proposed

EMSF2Net continues to exhibit significant superiority over the comparison methods. Moreover,

as the attack strength denoted by ε progressively escalates, a widening disparity becomes evident

between EMSF2Net and comparison methodologies. This observation underscores the effective-

ness and adversarial robustness of the approach we proposed.

Lastly, the performance about the adversarial robustness among EMSF2Net and the compari-

son approaches under ℓ∞-norm attacks based on more complex iterations (iteration number = 20)

is shown. The attacks were denoted as PGD20-ℓ∞, MI-FGSM20, DI2-FGSM20, and EOTPGD20,

each being with the iteration value 20. Apart from the number of iterations, the remaining pa-

rameters in the more complex attacks remain consistent with those in the less complex ones.
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Table 3.4 displays the results regarding robust accuracy. The analysis of this table leads to the

inference that, in the case of more complex adversarial attacks, there is a clear inverse relation-

ship between ε and the results of the comparison methods. Conversely, EMSF2Net continues to

exhibit a high level of accuracy of classification.

3.4.3 Experimental Results under ℓ2-norm Attacks

In Subsection 3.4.2, the performance of our proposed EMSF2Net, alongside three advanced

comparison methods, was evaluated under ℓ∞-norm attacks employing white-box setting. The

classification accuracies have demonstrated that EMSF2Net possesses considerable robustness

to the adversarial attacks with ℓ∞-norm. In Subsection 3.4.3, a different yet prevalent form of

adversarial attacks, the attacks based on ℓ2-norm, are employed to more thoroughly and expan-

sively evaluate the effectiveness of the proposed EMSF2Net. We implemented PGD-ℓ2 attacks

with various iteration values, alongside CW attacks. Here, PGD10-ℓ2, PGD20-ℓ2, and PGD40-ℓ2

correspond to the PGD-ℓ2 attacks based on 10, 20, and 40 iterations, respectively. Table 3.5 dis-

plays the accuracies of the comparison methods and proposed EMSF2Net in terms of adversarial

robustness, when defending against attacks with ℓ2-norm varying in attack strengths denoted by ε

or differing iteration numbers. In the implementation of PGD-ℓ2 attacks, ε/10 was configured as

the number of step size. Concurrently, for the CW attacks, 1.0 and 0 were respectively assigned

as the values of box-constraint parameter c and confidence κ. The white-box setting was applied

to these adversarial attacks with ℓ2-norm.

Table 3.5 demonstrates that, in contrast to the comparison approaches, the proposed frame-

work consistently achieves superior accuracy across various ℓ2-norm attacks, varying in both

attack strengths and iteration numbers. Specifically, under PGD-ℓ2 attacks, the accuracy of com-

parison methods experiences a sharp decline, falling below 1.0% in certain instances, as the

value of ε increases. Conversely, the proposed framework demonstrates the capability to sustain

a considerably strong robustness against adversarial attacks. Furthermore, under the universally

acknowledged difficult CW attack, the EMSF2Net is also capable of sustaining the competitive

performance.
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Table 3.3: Results of robust accuracy under the less complex iteration-based adversarial attacks
with ℓ∞-norm on the dataset of CIFAR-10. The top-performing results are highlighted in bold.

Attack Strength
ε = 2/255 ε = 4/255 ε = 8/255 ε = 16/255

PGD10-ℓ∞

MART 79.7% 75.6% 65.5% 43.3%
RobNet 78.3% 73.4% 62.1% 38.6%
BPFC 75.7% 68.2% 52.0% 26.9%

EMSF2Net (Ours) 82.1% 80.6% 74.8% 53.8%

MI-FGSM10

MART 78.3% 72.4% 59.1% 32.9%
RobNet 76.8% 70.1% 55.7% 27.8%
BPFC 73.4% 63.2% 44.5% 20.5%

EMSF2Net (Ours) 82.1% 81.0% 77.5% 66.5%

DI2-FGSM10

MART 79.9% 76.1% 66.6% 45.8%
RobNet 78.6% 74.0% 63.3% 40.9%
BPFC 76.1% 69.4% 53.6% 29.1%

EMSF2Net (Ours) 81.2% 79.5% 73.8% 57.2%

EOTPGD10

MART 79.7% 75.6% 65.4% 43.5%
RobNet 78.3% 73.3% 62.1% 38.4%
BPFC 75.7% 68.3% 52.0% 26.9%

EMSF2Net (Ours) 82.1% 80.7% 74.7% 54.1%
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Table 3.4: Results of robust accuracy under the more complex iteration-based adversarial attacks
with ℓ∞-norm on the dataset of CIFAR-10. The top-performing results are highlighted in bold.

Attack Strength
ε = 2/255 ε = 4/255 ε = 8/255 ε = 16/255

PGD20-ℓ∞

MART 78.3% 72.2% 57.7% 27.7%
RobNet 76.7% 69.7% 53.9% 22.5%
BPFC 73.3% 61.9% 39.9% 13.0%

EMSF2Net (Ours) 81.4% 79.0% 70.2% 45.9%

MI-FGSM20

MART 78.3% 72.0% 57.3% 26.6%
RobNet 76.7% 69.6% 53.5% 21.8%
BPFC 73.2% 61.8% 39.7% 12.9%

EMSF2Net (Ours) 81.5% 79.0% 69.6% 50.5%

DI2-FGSM20

MART 78.6% 73.0% 59.1% 30.1%
RobNet 77.0% 70.5% 55.5% 24.5%
BPFC 73.8% 63.5% 41.9% 14.5%

EMSF2Net (Ours) 80.2% 76.9% 68.2% 45.1%

EOTPGD20

MART 78.3% 72.2% 57.9% 27.6%
RobNet 76.7% 69.7% 53.7% 22.5%
BPFC 73.3% 62.0% 39.8% 13.1%

EMSF2Net (Ours) 81.5% 79.4% 70.5% 45.4%
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3.5 Ablation Studies

A range of ablation studies was performed to more thoroughly demonstrate the adversarial

robustness and effectiveness of the proposed framework in this section.

For conducting the ablation studies, two distinct methodologies were employed. The baseline

method is the ResNet-50, as detailed in Table 3.1. To ensure an equitable comparison, three

LPC were integrated at the output of STAGEs 2 to 4. Additionally, to validate the effectiveness

of the FE Block, we also developed a novel framework, Multi-Stage Feature Fusion Network

(MSF2Net). Diverging from EMSF2Net, it excludes the FE Block at each stage but shares the

same remaining structures with EMSF2Net. During the training phase, the sum of LPC and LCE

are utilized as the total loss functions for the baseline and MSF2Net.

Initially, Subsection 3.5.1 distinctly presents the robust performance of the baseline, MSF2Net,

and EMSF2Net when subjected to various adversarial attacks, each with differing parameter con-

figurations, using line graphs for illustration. Subsequently, Subsection 3.5.2 aims to showcase,

through histograms, the classification accuracy per class within the CIFAR-10 dataset when sub-

jected to various attacks, using the three approaches. This subsection uncovers the susceptibility

of specific classes whithin the CIFAR-10 dataset to misclassification under these methods. Addi-

tionally, Subsection 3.5.3 employs the interpretability tool, grad-cam, for visualizing the distinct

stages (STAGEs 1–4) associated with these three approaches. This subsection also uncovers the

specific features that these methods concentrate when subjected to adversarial attacks. Conse-

quently, we can comprehend why the proposed framework maintains excellent robustness in the

face of adversarial attacks. Ultimately, the distributions of the features of the three methodolo-

gies when subjected to variously configured adversarial attacks are demonstrated using another

renowned interpretability method, t-SNE.

3.5.1 Performance on Baseline, MSF2Net, and EMSF2Net

Classification accuracies for the baseline, MSF2Net, and EMSF2Net are discussed in this sub-

section. The experiments regarding the dataset of CIFAR-10 were conducted under the adver-

sarial attacks with both ℓ∞-norm and ℓ2-norm, and these attacks were set to the configuration of

white box. Initially, Fig. 3.3 shows the accuracies against the adversarial attacks with ℓ∞-norm.
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For these attacks, 2/255, 4/255, 8/255, and 16/255 were respectively selected as the values of

the parameters of attack strength, which is denoted as ε. In addition, the remaining parameters

were consistent with those outlined in Subsection 3.4.2. Subsequently, Fig. 3.4 illustrates the

robust classification results of these three methodologies when subjected to white-box attacks

with the ℓ2-norm configuration. For the PGD-ℓ2 attacks, 1.0, 2.0, and 3.0 were selected as the

values of ε. Concurrently, for CW attacks, 100, 500, and 1000 were selected as the parameter of

iteration number. In addition, the remaining parameters were consistent with those outlined in

Subsection 3.4.3.

As illustrated in Fig. 3.3, the disparities among the three methodologies are subtle when sub-

jected to the FGSM attack; however, the superiority of the proposed framework becomes increas-

ingly apparent under the attacks based on iterations. Furthermore, the EMSF2Net, as proposed,

maintains superior performance compared to both the baseline and MSF2Net when subjected

to ℓ2-norm adversarial attacks with white-box setting. In particular, under the CW attack, both

the baseline and MSF²Net demonstrate robust accuracy results below 50%, in contrast to the

EMSF2Net, which maintains the robust accuracy still exceeding 60%. Consequently, Figs. 3.3

and 3.4 distinctly verify the effectiveness of FE Block.

3.5.2 Performance on Each Class of CIFAR-10

The accuracies corresponding to each class of CIFAR-10 of the baseline, MSF2Net, and

EMSF2Net were output to delve deeper into the effects of the attacks with white-box setting.

Figs. 3.5 and 3.6 depict these results. The accuracy per class without any attacks and the ac-

curacies per class under the ℓ∞-norm adversarial attacks with white-box setting are presented in

Fig. 3.5, while the accuracy results per class under the ℓ2-norm white-box attacks are shown in

Fig. 3.6. In Fig. 3.5, a uniform attack strength of ε = 0.04 was applied using various attack

methods: FGSM, PGD10-ℓ∞, MI-FGSM20, DI2-FGSM10, and EOTPGD20. Specifically, 0.004

was selected as the step size parameter of PGD10-ℓ∞. The step size of 0.004 and the momentum

factor of 0.5 were selected in the cases of MI-FGSM20 and DI2-FGSM10. In addition, 0.004 and

5 were respectively selected as the parameters of the step size and mean gradient estimation in

the case of EOTPGD20. The PGD-ℓ2 attacks, specifically PGD10-ℓ2, PGD20-ℓ2, and PGD40-ℓ2,

alongside the CW attack, were utilized in Fig. 3.6. The parameters were configured with the
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attack strength of 4.0 and the step size of 0.4 in the case of PGD-ℓ2 attacks. Regarding the CW

attack, the settings included the box-constraint parameter c at 1.0, the confidence κ set to 0, and

the iteration number fixed at 400.

The accuracies per class without any attacks in the upper left part of Fig. 3.5 are depicted. This

illustration reveals that, in the absence of any attacks, the accuracy per class remains virtually

identical for all three methods. Nonetheless, the emergence of accuracy discrepancies among the

three methodologies becomes evident when facing adversarial attacks. As depicted in Figs. 3.5

and 3.6, in the majority of cases, the proposed framework maintains comparable or superior ro-

bust performance. Particularly, while the performance of both baseline and MSF2Net in the “cat”

class is notably poor, the proposed framework consistently demonstrates high robust accuracy of

classification. As for the cause of this phenomenon, we posit that images labeled as “cat” en-

compass more intricate structural details compared to those in other classes. Furthermore, as

previously stated, the strong capability for information representation is exhibited in the features

after FE Block of proposed framework. Consequently, these features are more adept at repre-

senting the complex information inherent in images labeled with “cat”, in contrast to the baseline

and MSF2Net, which may not be as effective in representing such detailed information. Conse-

quently, following the application of regularization, both the baseline and MSF2Net exhibit poor

performance in terms of adversarial robustness for the “cat” class.

3.5.3 Visualization by Grad-CAM

In this subsection, the utilization of grad-cam was employed to visualize the output features

of STAGEs 1 to 4 across the trio of methods for comprehending the specific features that these

methods focuses on under adversarial attacks. Moreover, we can reveal the mechanism about

recognition of the trio of methods through this approach. In addition, the understanding can also

be gained regarding the reasons behind the sustained high robustness of the proposed framework.

Visualization outcomes for the attacks with ℓ∞-norm and attacks with ℓ2-norm are respectively

presented in Figs. 3.7 and 3.8, these attacks are both the white-box configuration. Additionally,

in Figs. 3.7 and 3.8, “BS” signifies the baseline approach. Two specific attack methods named

PGD10-ℓ∞ and EOTPGD20 were employed in the case of attacks with ℓ∞-norm. In these attack

approaches, 0.002 and 0.02 were respectively selected as the parameters of step size and attack
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strength ε. Furthermore, in the case of EOTPGD20, 5 was selected as the parameter of mean

gradient estimation. In the case of adversarial attacks with ℓ2-norm, the PGD-ℓ2 attacks with

various iterations (specifically PGD10-ℓ2, PGD20-ℓ2, and PGD40-ℓ2) and the CW attack renowned

for its challenging nature were employed. The parameters were configured with the step size of

0.2 and attack strength of 2.0 in the case of PGD-ℓ2 attacks. Regarding the CW attack, settings

included the iteration number fixed at 500, confidence parameter with 0, and the box-constraint

parameter at 1.0.

Analyzing Figs. 3.7 and 3.8, we observe that while the attention regions in STAGEs 1 to 3 are

confusing accross the trio of approaches, in STAGE 4, the differences in the attention regions of

these three methods can be readily observed. In particular, in STAGE 4, the regions of attention

of both the baseline and MSF2Net tend to be either misaligned from the target class or relatively

large. Conversely, the crucial features of the target are always focused by the proposed frame-

work. Our assertion is that in the case of larger attention regions in the non-denoising network,

the likelihood of misclassification increases when an adversarial image is input. The contami-

nation of texture features in adversarial images leads to the extraction of more incorrect features

when attention is given to more regions. Conversely, the model may enhance the classification

accuracy when the features with the highest importance in the adversarial example are always

focused and extracted by the model. This is attributable to the fact that these important features

are typically less contaminated by the adversarial noises.

Furthermore, in considering the significance of specific features within the CNN, observations

from Figs. 3.7 and 3.8 reveal that the focus areas of STAGEs 1 to 3 (shallow layers) do not align

with the target areas. However, the ultimate results of classification can be potentially influenced

by the output features produced by STAGE 4 (deep layers). Consequently, it is inferred that these

deeper layers hold greater importance and are more apt for regularization.

3.5.4 Visualization by t-SNE

In this subsection, visualization of the output features from the last layer of the three methods

is conducted using the t-SNE technique. Therefore, the examination of the feature distributions

within the baseline, MSF2Net, and EMSF2Net is facilitated. The results of visualization in vari-

ous scenarios, which include absence of attacks, ℓ∞-norm attacks with less complexity, ℓ∞-norm
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attacks with more complexity, adversarial attacks with ℓ2-norm, are respectively presented in

Figs. 3.9 – 3.12. In these figures, the baseline approach is signified as “BS”, while the white-

box configuration was applied to the employed adversarial attacks. The numbers 0 through 9 in

these figures correspond to the CIFAR-10 dataset classes, sequentially representing “airplane”,

“automobile”, “bird”, “cat”, “deer”, “dog”, “frog”, “horse”, “ship”, and “truck”.

In Fig. 3.10, various less complex attack methodologies, which include FGSM, PGD10-ℓ∞,

MI-FGSM10, DI2-FGSM10, and EOTPGD10, were utilized. An identical attack strength with the

value ε = 4/255 was applied to these attacks. 5, 0.5, and ε/10 were respectively configured

as the parameters of mean gradient estimation number, momentum factor, and step size. In

Fig. 3.11, PGD20-ℓ∞, MI-FGSM20, DI2-FGSM20, and EOTPGD20 were selected as the ℓ∞-norm

attacks with more complexity. Additionally, all parameters were consistent with those selected

in Fig. 3.10, with the exception of the number of iteration. Lastly, for the adversarial attacks with

ℓ2-norm in Fig. 3.12, we adopted the PGD-ℓ2 attack with varying iteration numbers, specifically

PGD10-ℓ2, PGD20-ℓ2, and PGD40-ℓ2, alongside the CW attack. In the case of PGD-ℓ2 attacks, 0.1

and 1.0 were respectively selected as the parameters of step size and attack strength. In addition,

regarding the CW attack, 50, 0, and 1.0 were respectively selected as its parameters of iteration

number, confidence, and box-constraint.

As we can see from Fig. 3.9, three methods have relatively distinct clustering boundaries for

each class of CIFAR-10. This suggests that in the absence of attacks, the CIFAR-10 dataset

can be effectively classified by these approaches. Under diverse adversarial attacks, distinctions

among the three methodologies become evident. Observations from Figs. 3.10 – 3.12 reveal

that, when subjected to attacks, the classification results of baseline are considerably disordered.

In contrast, the MSF2Net exhibits a marginally improved performance under these conditions.

Conversely, in a majority of scenarios, the clear classification boundaries can be consistently

maintained by the proposed framework, effectively showcasing its effectiveness and adversarial

robustness.

3.6 Conclusions

Our focus was on adversarial defense employing the regularization technique in this chapter.

It was noted that the current adversarial defense approaches based on regularization lack com-
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prehensive analysis regarding the specific features that would enhance the regularization effec-

tiveness, thereby bolstering the defense performance. In other words, sufficiently robust features

are not integrated into the image classification system in the current regularization-based defense

methods. Consequently, a novel CNN-based framework, EMSF2Net, has been proposed, char-

acterized by three foundational components: MSFE, MSF, and regularization. The demonstrated

effectiveness of the proposed framework suggests a notable enhancement in CNN robustness

through the regularization of enhanced multi-stage fusion features. Moreover, it can introduce

the robust regularization-based enhanced multi-stage fusion features. A comprehensive series of

comparative experiments and ablation studies, focusing on white-box adversarial attacks under

various configurations, have validated the adversarial robustness and effectiveness of EMSF2Net.

This is attributed to the similar mechanisms of visual information processing inherent in diverse

CNN-based architectures. We held the view that the operations like convolution are utilized in

the architectures based on CNNs to extract the local data correlations, thereby effectively learn-

ing the representation information per class. Consequently, it is our conviction that EMSF2Net

exhibits comparable performance in other structures based on CNNs.
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Chapter 4

Integration of Robust Caption Features
from Stable RNN into Image
Captioning System

4.1 Introduction

This chapter introduces our work on constructing the adversarially robust retrieval-based im-

age captioning system. The part of text feature processing within the retrieval-based image cap-

tioning system is our primary emphasis in this chapter. A kind of robust and novel structure of

the recurrent neural network (RNN), termed Lipschitz RNN (LRNN) [105], is incorporated into

the retrieval-based image captioning system. Specifically, LRNN is grounded in the continuous

dynamic system theory. It is widely acknowledged that the vanilla RNN is plagued by issues like

vanishing and exploding gradients, leading to a lack of robustness and stability in its performance.

In contrast, LRNN distinguishes itself from the vanilla RNN through its unique hidden-to-hidden

weight matrices, which endow it with an enhanced capacity for expression. Subsequently, the

approach proposed by Shi et al. [106] is employed to produce the attacked image captions with

noun type, which are then considered as the adversarial examples in our study. In the inference

phase, we integrate the adversarial examples with the clean captions to form the new retrieval

databases to validate the performance of the proposed method when facing adversarial attacks.

The experimental results conclusively demonstrate that, in the case of noun-type adversarial at-

tacks, the proposed approach exhibits greater robustness compared to the retrieval-based image

captioning system with the vanilla RNN.
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4.2 Proposed Approach

The implementation details of the proposed retrieval-based image captioning system are delved

into in this section. This encompasses an overview of the entire framework of the image caption-

ing network, followed by an in-depth discussion of the technical specifics of the LRNN.

4.2.1 Overall Framework

The framework of the proposed image captioning system based on retrieval, depicted in Fig. 4.1,

consists of two principal components: the image feature extraction and the caption feature ex-

traction parts. The process of obtaining the image embedding involves the utilization of the

part of image feature extraction. Specifically, the features extracted from the image embedding

part of VSE (Visual Semantic Embedding), proposed in the work [107], are used as the image

embedding in this chapter.

Regarding the part of the caption feature extraction, the method of adversarial attack with

noun type [106] is initially applied to perform the attack operation on the original captions from

MS-COCO dataset [94], thereby generating the adversarial (attacked) captions. Following this,

these attacked captions, along with the original embedding part that encompasses MS-COCO

caption features with pre-computation from the work [107], are fed into the module of LRNN.

Subsequently, the embeddings for both the attacked caption and the original caption are available.

Finally, two types of hinge loss functions are calculated: one between the image embedding Iemb

and the original caption embedding Cemb, designated as L1, and the other encompassing the

image embedding Iemb, original caption embedding Cemb, and attacked caption embedding C̃emb,

designated as L2. By integrating these hinge loss functions, the total loss function Ltotal for

the proposed framework can be derived. Therefore, the equations of Ltotal, L1, and L2 can be

expressed as follows:

Ltotal = L1(Iemb,Cemb) +L2(Iemb,Cemb, C̃emb), (4.1)

L1(Iemb,Cemb) = max
C′emb,Cemb

[
α + Sim(Iemb,C′emb) − Sim(Iemb,Cemb)

]
+

+ max
I′emb,Iemb

[
α + Sim(I′emb,Cemb) − Sim(Iemb,Cemb)

]
+
, (4.2)
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L2(Iemb,Cemb, C̃emb) = max
C̃emb

[
α + Sim(Iemb, C̃emb) − Sim(Iemb,Cemb)

]
+
, (4.3)

where α is a hyperparameter that controls the margin, and Sim(·, ·) represents the similarity mea-

sure function.

4.2.2 Details of LRNN

As previously mentioned, the LRNN module is developed from the theory of dynamic system.

The expressions of LRNN can be analytically described as follows in line with dynamical system

theory, 
ḣ = Aβ1,γ1 h + tanh

(
Wβ2,γ2 h + Ux + b

)
y = Dh

, (4.4)

where the input and output of the LRNN module are represented by x = x (t) ∈ Rn1 and y =

y (t) ∈ Rn2 , respectively. In Eq. 4.4, the hidden state at time t is denoted by h = h (t) ∈ RN ,

while the temporal derivative of h (t) is represented by ḣ = ∂h (t) /∂t. The encoder and decoder

matrices are respectively denoted by U ∈ RN×n1 and D ∈ RN×n2 , while the offset is represented by

b. The hidden-to-hidden weight matrices are represented by Aβ1,γ1 ∈ RN×N and Wβ2,γ2 ∈ RN×N .

Therefore, A and W are defined as follows:
A = (1 − β1)

(
M1 + M⊤1

)
+ β1

(
M1 − M⊤1

)
− γ1I

W = (1 − β2)
(
M2 + M⊤2

)
+ β2

(
M2 − M⊤2

)
− γ2I

, (4.5)

where β1 and β2 are hyperparameters within the range [0, 1], while γ1 and γ2 are positive hy-

perparameters exceeding zero. In addition, M1 and M2 denote the trainable matrices, and the

identity matrix is denoted by I.

Learning weights Aβ1,γ1 , Wβ2,γ2 , U and b constitutes the primary objective in LRNN training.

It is necessary to discretize the analytical expression to attain this objective. Let ht be the hidden

state at time t, and ∆t the interval of time, the analytical solution to the differential equation
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presented in Eq. 4.4 can be expressed as follows:

ht+1 = ht +

∫ t+∆t

t
Ah (s) + tanh (Wh (s) + Ux (s) + b) ds. (4.6)

Utilizing the forward Euler method allows for the rephrasing of the aforementioned equation as

follows:

ht+1 = ht + ∆t · Aht + ∆t · tanh (Wht + Uxt + b) . (4.7)

The aforementioned equation can be further streamlined as follows for facilitate training:

ht+1 = ht + α · ϵ · Aht + ϵ · tanh (Wht + Linear (xt)) , (4.8)

where the fully connected layer is denoted by Linear(·), while ϵ and α serve as hyperparameters.

4.2.3 Gate LRNN

In the part of LRNN module, the Gate LRNN, a member of the LRNN family, is utilized in

this chapter. The hidden state h̃t in the Gate LRNN is characterized by the following recurrence

relation:

h̃t+1 = h̃t + ϵ ·
(
α · Ah̃t + tanh (mt)

)
· Sigmoid (mt) , (4.9)

where mt =Wh̃t +Linear (xt). In contrast to the classic LRNN, the Gate LRNN demonstrates an

enhanced capability to perceive variations in the middle-layer subtle features, thereby improving

the feature identification ability of the network.

4.3 Experiments

4.3.1 Dataset & Attack Method

In the experiments, the popular public dataset MS-COCO [94] was used to validate the per-

formance of the proposed method. In addition, the adversarial example generation strategy used

in this chapter was the noun-type attack [106]. Key nouns within the clean captions are attacked

by the approach of noun-type attack. Table 4.1 presents the examples of clean captions and
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their corresponding adversarial captions generated through the noun-type attack method. The

clean captions were selected from the MS-COCO dataset. This table distinctly illustrates that,

following the noun-type attack, the key nouns in the original (clean) captions have undergone re-

placement. In the experiments, nearly all the caption retrieval databases contained the generated

adversarial examples, and the queries were the images.

4.3.2 Baseline

During the experiments, we found that training the retrieval-based image captioning system

with the vanilla RNN was difficult to converge, so we made improvements to it. Specifically, the

hidden state of the vanilla RNN was written as the residual form first. Subsequently, the weight

matrix W, as referenced in the LRNN, was introduced into the residual form of the vanilla RNN,

supplanting the linear layer of the hidden state ht in the vanilla RNN. The RNN with such hidden

state was referred to as the modified vanilla RNN in this chapter. In addition, we regarded the

retrieval-based image captioning system with the modified vanilla RNN as the baseline method

in the experiments.

4.3.3 Evaluation Metrics

In the experiments, Recall@K (R@K), a measurement benchmark commonly adopted for re-

trieval tasks, was employed. R@K is defined as the proportion of the number of relevant results

in the top K retrieved results to the total number of relevant results in the database. The recall rate

of the system can be measured by this metric. Specifically, the metrics R@1, R@5, and R@10,

along with the average of these three indicators, were calculated, with the computation of R@1,

R@5, and R@10 adhering to the paper [106].
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Table 4.1: Some original captions from the dataset of MS-COCO and some adversarial examples
(captions) generated using the noun-type attack method. The words in bold represent the original
key nouns in the original caption, while the words in both bold and italic indicate the adversarial
key nouns resulting from the noun-type attack on the original caption.

Original caption Black and white photograph of two men on motorcycles.

Adversarial captions Black and white greens of two men on motorcycles.
Black and white drink of two men on motorcycles.
Black and white photograph of two dresser on motorcycles.
Black and white cement of two men on motorcycles.
Black and white photograph of two grass on motorcycles.

Original caption A herd of sheep standing on top of snow covered field.

Adversarial captions A sauce of sheep standing on top of snow covered field.
A garage of sheep standing on top of snow covered field.
A donut of sheep standing on top of snow covered field.
A herd of steam standing on top of snow covered field.
A herd of surfer standing on top of snow covered field.

Original caption Two ducks floating together on a body of water.

Adversarial captions Two ducks floating together on a body of rock.
Two ducks floating together on a sheep of water.
Two ducks floating together on a sofa of water.
Two ducks floating together on a body of pipe.
Two ducks floating together on a body of telephone.

Original caption The small bathroom has wooden cabinets around the sink.

Adversarial captions The small machine has wooden cabinets around the sink.
The small stadium has wooden cabinets around the sink.
The small bathroom has wooden cabinets around the electronics.
The small pasta has wooden cabinets around the sink.
The small sun has wooden cabinets around the sink.
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Table 4.2: Experimental results of the proposed method (PM) and the baseline, where PM repre-
sents the retrieval-based image captioning system with the Gate LRNN, while baseline represents
the retrieval-based image captioning system with the modified vanilla RNN.

Method Baseline PM

R@1 25.0% 23.6%

R@5 50.9% 53.0%

R@10 62.2% 65.3%

Average 46.0% 47.3%

4.3.4 Experimental Results

In the experiments, values of 0.01 and 1 were respectively selected as the parameters of ϵ and

α. In the weight matrices A and W, parameters β1, β2 were assigned the value of 0.8, while

γ1, γ2 were set at 0.01. Table 4.2 shows the experimental results of the proposed approach, as

well as the baseline method. This table distinctly demonstrates that the proposed method can

achieve a broader range of retrieval results, which also shows the proposed method outperforms

the retrieval-based image captioning system with the modified vanilla RNN, thereby confirming

its effectiveness and robustness.

4.4 Conclusions

A novel method was proposed to realize the defense of retrieval-based image captioning sys-

tem against adversarial attacks in this chapter. Specifically, a kind of novel RNN with stability

and robustness, grounded in the theory of dynamic system, was integrated into the retrieval-based

image captioning system. The adversarially robust caption features generated from a kind of sta-

ble RNN structure can be introduced into the retrieval-based image captioning system, thereby

enhancing its robustness. The robustness and effectiveness of the proposed approach were con-

clusively affirmed by the results from the noun-type attack experiments on the image captions.
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Chapter 5

Integration of Robust Caption Features
from Pre-trained Models into Image
Classification System

5.1 Introduction

In most existing adversarial defense methods for image classification, only information within

the input images is utilized, meaning that no additional information is being employed. Con-

versely, the human visual system is inherently multimodal, meaning that prior heterogeneous

multimodal features are always employed by humans to facilitate object perception. This mech-

anism may contribute to preventing the human visual system from misclassifying adversarial ex-

amples. Image captioning features, encompassing the information with detailed descriptions of

an image, contain more details than classic image features. Hence, our hypothesis posits that cap-

tion features from pre-trained models exhibit greater robustness compared to conventional image

features when facing adversarial examples. In order to substantiate this hypothesis, our initial

step involves subjecting VGG-13 [3] to the Projected Gradient Descent (PGD) attack, thereby

producing adversarial examples. Subsequently, these examples are input into ResNet-50 [1] and

pre-trained ClipCap [108] for the extraction of image and caption features, respectively. We

chose the images from the CIFAR-10 [79] test dataset for performing the attack. Fig. 5.1 shows

some examples. As illustrated in this figure, ClipCap demonstrates the capability to the accu-

rate object perception of the adversarial example, which proves that caption features from the

pre-trained models are adversarially robust. Furthermore, we also have confirmed that the ro-
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bust caption features can improve the robustness of the retrieval-based image captioning system.

Hence, one can anticipate the enhancement in the adversarial robustness of the image classifi-

cation system with the integration of robust caption features. Furthermore, to the best of our

understanding, the integration of caption features into adversarial defenses within the realm of

image classification has not yet been realized by others.

In this chapter, a novel method, termed heterogeneous feature fusion network (HFFN), is pro-

posed. Specifically, HFFN is composed of a pair of sub-networks dedicated to image feature

extraction and caption feature extraction. Then the hetero-center loss (HC loss) [109] is intro-

duced, which plays the role in the “model gap” reduction between these image and caption fea-

tures, facilitating the acquisition of superior fused features. In addition, the class center distances

between image features and caption features can be limited by the HC loss, thereby enabling the

learning of modal alignment information between these heterogeneous features. Additionally, for

the purpose of adversarial defense, an effective loss function, which is called guided complement

entropy loss (GCE loss) [110], is utilized to enhance the robustness of the fusion heterogeneous

feature. The GCE loss method effectively defends against adversarial attacks, constraining the

model prediction probability of incorrect classes, without any computational overhead increase.

There is a more natural integration of caption features into the classic image features, thereby

enhancing the ability of CNNs to effectively “assimilate” their robustness. Moreover, the GCE

loss also exhibits the capability of suppressing the prediction probability for the classes that do

not align with the ground truth to a certain extent, thereby enhancing the robustness. The contri-

butions of this chapter can be categorized into the following three distinct aspects,

• Drawing inspiration from the human object perception process, we pioneer the integration

of robust heterogeneous features, such as robust caption features, into the image classifi-

cation system for adversarial defense. The name of the proposed method is HFFN.

• A kind of novel strategy for training termed multi-purpose loss calculation, which is de-

signed to more effectively integrate caption features into CNNs built from visual data and

fully leverage the robustness against adversarial attacks, is proposed.

• The effectiveness and robustness of the proposed HFFN are demonstrated by the compre-

hensive experimental results conducted across the attacks of black-box scenarios.
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5.2 Proposed Method

The domain of adversarial defense and the task of multimodality are concentrated by the pro-

posed HFFN. Fig. 5.2 shows the framework of the proposed HFFN. In this framework, the hetero-

geneous features are extracted and integrated smoothly and naturally. The specifics of implemen-

tation of the proposed framework are delineated in two key parts: extraction of heterogeneous

features and calculation of multi-purpose loss functions.

5.2.1 Extraction of Heterogeneous Features

Given that the previous study [111] has demonstrated the significant impact of highly expres-

sive visual features on the adversarial robustness enhancement for the CNNs, the extraction and

utilization of these features become crucial. Specifically, the ResNet-50 model is selected as

the image feature extraction sub-network, owing to its proficiency in extracting visual features

with expressive richness, as well as its widespread use as the backbone in the field of adversarial

defense. Consequently, the calculation of the extracted feature with image modality is as follows:

Fi = I (X) , (5.1)

where X represents the input image, while Fi and I (·) correspond to the extracted feature of

image modality and the image feature extraction sub-network.

Furthermore, the majority of current prevalent strategies for adversarial defense predominantly

concentrate on the image domain, developing solutions with customization. In addition, it differs

from the human visual system, which effectively utilizes information with multimodality. Conse-

quently, a kind of novel robust caption feature is introduced, extracted by the sub-network of cap-

tion feature extraction. This sub-network, a portion of ClipCap, is depicted in detail in Fig. 5.2.

This figure illustrates that two distinct components, which are the pre-trained CLIP [112] image

encoder and the pre-trained multi-layer perceptron (MLP), constitute the caption feature extrac-

tion sub-network.

Utilizing the contrastive loss, the CLIP model, through training on a vast corpus of image-

text pairs, aids the proposed HFFN in learning the common representation features that are not

only aligned with the perception of visual language but also rich in semantics. Additionally, the
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common representation features are mapped into the domain of text through the application of the

MLP model to acquire the robust caption features. A pair of fully-connected (FC) layers and an

activation function layer tanh (·) form this MLP model, and this MLP model has been trained the

dataset of Conceptual Captions [113], which is famous for its complexity. Our conviction is that

the utilization of the pre-trained model obtained by the training on the datasets with complexity,

can enhance the capability of HFFN to extract caption features that are not only more robust but

also demonstrate the superior performance of generalization. Consequently, the caption feature

after mapping, which is represented by Fc, is formulated below:

Fc =M (C (U (X))) , (5.2)

where the image encoder of CLIP model is denoted by C (·), while the MLP model is signfied

byM (·). Furthermore, due to the requirement of input size for the CLIP model, the operation of

upsamplingU (·) is utilized.

The concatenation operation is performed on the Fi and Fc to acquire the fused heterogeneous

features, which can be utilized for the loss calculation. Subsequently, a feature block, which

includes a single FC layer and a batch-norm layer, is employed for the fusion of the feature after

concatenation. Consequently, the calculation of the fused feature V ∈ Rb×d can be formulated

below:

V = BN (FC (F)) , (5.3)

where the feature after concatenation is represented by F =
[
Fi; Fc

]
, while the batch-norm layer

and FC layer are respectively denoted by BN (·) and FC (·). In addition, the sample number

within a mini-batch and the dimensions of feature are respectively represented by b and d.

5.2.2 Calculation of Multi-purpose Loss Functions

Generally, the ultimate performance of the model is also greatly influenced by the selection of

the suitable strategy of training. Therefore, a novel strategy of training, which is termed the cal-

culation of multi-purpose loss functions, is introduced for enhancing the adversarial robustness

of the proposed HFFN.
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Despite the initial acquisition of the heterogeneous fused feature V, the full potential of com-

plementarity between different modalities remains underutilized, as the image features and cap-

tion features are fused simply through the operation of concatenation. Furthermore, the model

exhibits limited adversarial robustness and generalization due to the inability of V to eliminate the

gap between different modalities. Through the tight common representation learning of different

modalities, the HC loss facilitates a more natural fusion of heterogeneous features and eliminates

the information with the redundancy between them. Consequently, the integration of the HC loss

into the HFFN framework is implemented to enhance the defense capabilities against adversarial

attacks. As illustrated in Fig. 5.2, to address the issue of possible degradation in model perfor-

mance, ℓ2 normalization is applied to V, resulting in the feature Ṽ ∈ Rb×d. Through the limitation

of the class center distances between the features, namely Ṽα and Ṽβ ∈ Rb× d
2 , which are divided

from Ṽ, the HC loss LHC effectively enhances the joint expressiveness and generalization of V.

Consequently, the calculation of LHC is expressed below:

LHC =

N∑
k=1

[
max

{
Dis

(
v̂αk , v̂βk

)
− φ, 0

}]
, (5.4)

where the class centers of Ṽα and Ṽβ on class k are represented by v̂αk and v̂βk . Through the

operation of average performed on the Ṽαk ∈ Rbk× d
2 (bk < b) in Ṽα, v̂αk can be acquired, and

v̂βk is acquired in the same procedure. The margin of LHC is denoted by φ, aiming to mitigate

the overfitting problem. The function of cosine similarity is denoted by Dis(·, ·). In addition,

throughout the training phase, there are continual updates of the weights of the class centers v̂αk

and v̂βk .

As the model tends to converge, the distances between class centers in LHC can narrow

smoothly due to ongoing updates to them. Consequently, information with meaningfulness can

be “distilled” by the model from the heterogeneous features, and the representation with common

generalization can also be learned. Therefore, through the optimization of LHC, enhancing the

defense capabilities of V can be achieved.

The strong correlation between the model output distribution and the model robustness has

been demonstrated by the previous works [63, 114]. Nevertheless, only the relationship between

features of different modalities is focused by LHC, rather than the optimization of the output

distribution of heterogeneous features. Consequently, the GCE loss, denoted as LGCE, is incor-
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porated into the HFFN framework. Through the suppression of the model output probability for

the classes of non-ground truth (non-GT), the distribution, which exhibits a significant disparity

between the confidence levels of the classes of GT and non-GT, can be output. Consequently, the

proposed model demonstrates robustness against adversarial attacks.

To perform the LGCE calculation, V is initially fed into the class block depicted in Fig. 5.2,

resulting in H ∈ Rb×N . Subsequently, H is processed through a softmax layer, resulting in the

output probability matrix Ĥ =
[
ĥ1; · · · ; ĥb

]
∈ Rb×N , where the probability vector is represented

by ĥr =
[
ĥr1, · · · , ĥrN

]
∈ RN (1 ≤ r ≤ b), which is corresponding to the input data. Therefore,

the calculation of LGCE is expressed below:

LGCE =
1
b

b∑
r=1

[
ĥθrt ×

1
log N

×
N∑

s=1,s,t

(
ĥrs

1 − ĥrt
× log

(
ĥrs

1 − ĥrt

)) ]
, (5.5)

where the prediction probability of ĥr about the GT class is represented by ĥrt, while θ serves

as a hyperparameter. Incorporating LGCE into the proposed HFFN enables the model to apply

penalties to the classes with non-GT, fostering the generation of distribution with higher distin-

guishability. This operation bolsters the model robustness against adversarial attacks without

incurring extra computational costs.

Through the combination of the aforementioned two loss functions, we can define the expres-

sion of the total loss Ltotal within the HFFN framework:

Ltotal = λ · LHC +LGCE, (5.6)

where the weight of the HC loss function is denoted by λ.

Through the joint optimization of LHC and LGCE , the proposed framework is capable of not

only yielding the representation with efficiency and robustness between the different modality

information but also enhancing the probability distribution disparity between the classes of GT

and non-GT. Consequently, both the robustness and effectiveness of CNNs can be simultaneously

improved in two aspects by the proposed HFFN.
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5.3 Experiments

5.3.1 Experimental Settings

5.3.1.1 Datasets

In this chapter, extensive experiments were conducted by two widely used public datasets:

CIFAR-10 and CIFAR-100 [79]. Color images, which are categorized into 10 distinct classes,

constitute the CIFAR-10 dataset. In addition, the CIFAR-100 dataset encompasses 100 distinct

classes, which can be additionally aggregated into 20 superclasses.

5.3.1.2 Attack Settings

In the CIFAR-10 experiments, a range of attack methods was employed, including FGSM [81],

PGD-ℓ∞ [82] with iteration 10 (PGD10-ℓ∞), PGD-ℓ∞ with iteration 20 (PGD20-ℓ∞), MI-FGSM [83]

with iteration 20 (MI-FGSM20), Jitter [115] with iteration 40 (Jitter40), PGD-ℓ2 [82] with iter-

ation 20 (PGD20-ℓ2), and PGD-ℓ2 with iteration 40 (PGD40-ℓ2). For the FGSM, PGD-ℓ∞, and

MI-FGSM20 attacks, values of 2/255, 4/255, 8/255, 16/255, and 32/255 were selected as their

parameter of attack strength ε. For the Jitter40 attack, values of 0.1, 0.2, 0.3, 0.4, and 0.5 were set

as its parameter of attack strength ε. For the PGD-ℓ2 attacks, values of 1.0, 2.0, 3.0, 4.0, and 5.0

were adopted as their parameter of attack strength ε. In the CIFAR-100 experiments, the attacks

of FGSM, PGD10-ℓ∞, PGD20-ℓ∞, MI-FGSM20, Jitter40, PGD20-ℓ2, and PGD40-ℓ2 were adopted.

Specifically, for the FGSM, PGD-ℓ∞, and MI-FGSM20 attacks, the values of 16/255 and 32/255

were selected as the attack strength parameter ε, while the values of 0.1 and 0.2 were set as the

ε parameter for the Jitter40 attack. For the PGD-ℓ2 attacks, the values of 3.0, 4.0, and 5.0 were

adopted as their ε parameter. Additionally, in the PGD-ℓ2 attacks used in this chapter, the slight

perturbations also were not added to the initial value, the same as in Chapter 3.

In this chapter, the setting of the black box was applied to the attack methods employed, as

we held the view that such a setting better reflects real-world attack scenarios. Specifically, the

adversarial examples for the CIFAR-10 and CIFAR-100 datasets were produced by conducting

adversarial attacks on a trained substitute VGG-13 model. In addition, the adversarial examples

were generated utilizing the toolbox of Torchattacks [101].
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5.3.1.3 Comparison Methods

For performing the comparison analysis with HFFN, the following state-of-the-art adversarial

defense approaches and robust framework were selected.

Guided complement entropy (GCE) [110]

While our proposed HFFN incorporates this loss, in this case, we utilized a classic CNN

and combined this loss for training, and we viewed this trained CNN model as the com-

parison method.

Probabilistically compact loss with logit constraints (PCLC) [116]

PCLC, a novel defense approach characterized by its low computation complexity, en-

hances the separation between correct and incorrect classes. Owing to the logit constraint

inherent in this approach, the subtle adversarial perturbations fail to negate the separation.

Hebbian/anti-Hebbian (HaH) [117, 118]

HaH, a robust framework inspired by neural mechanisms, focuses on searching a small

number of neurons with large activations, instead of the multitude of neurons with small

activations produced by the traditional CNN frameworks.

5.3.1.4 Ablation Methods

Additionally, an array of ablation approaches was also designed to comprehensively validate

the effectiveness of the components within the proposed HFFN.

Specifically, the method, which is the combination of the ResNet-50 backbone and the cross-

entropy loss LCE, was selected as Baseline. To investigate the impact of LHC, the loss LHC in

the HFFN framework was removed and only one loss LGCE was remained, and this method was

denoted as Ablation-I. Furthermore, the loss LGCE in the method Ablation-I was replaced by

LCE, and this method was denoted as II. Lastly, the loss LGCE in HFFN was substituted with the

loss LCE, and this approach was denoted as Ablation-III, λ and 1 were also respectively set to

the weight of LHC and LCE for comparing fairly with HFFN.
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5.3.1.5 Parameter Settings

In the experiments, value 0.1 was selected as the margin parameter φ in LHC. For the CIFAR-

10 dataset, value 10 was selected as the class number parameter N inLHC. In the case of CIFAR-

100, the value 20, which is the superclass number of CIFAR-100, was selected for the class

number parameter N in LHC due to the batch size limitation. Regarding the loss LGCE, the class

number parameter was assigned the value of 10 in the case of CIFAR-100 and 100 in the case of

CIFAR-100. Additionally, the hyperparameter of θ within LGCE was established at a value of

0.333, while the parameter of weight λ within the loss Ltotal was determined to be 0.5.

5.3.2 Results and Discussion

The adversarial attack experiment results about CIFAR-10 and CIFAR-100 of HFFN, along-

side three comparison approaches, and four ablation methods are presented in this subsection.

Table 5.1 presents the clean results and robust accuracy results under the FGSM attack of the

proposed framework and the comparison approaches for the CIFAR-10 dataset. Tables 5.2 –

5.4 show the more detailed robust accuracy results of HFFN and the comparison approaches

for the CIFAR-10 dataset. These tables reveal that, despite the lower clean accuracy of HFFN

compared to the comparison approaches, it consistently maintains a relatively high level of accu-

racy against adversarial examples. This performance stands in stark contrast to the significantly

reduced robust accuracy in the three comparison methods. Particularly, in the case of ε with

32/255, the robust accuracy results under the PGD10-ℓ∞, PGD20-ℓ∞, and MI-FGSM20 attacks are

all only around 1%. In contrast, our proposed HFFN method maintains exceptional robustness.

Subsequently, Fig. 5.3 depicts the ablation study results of the proposed HFFN and the abla-

tion approaches. This figure distinctly illustrates that, after the removal of different components

from HFFN, the reduction in the robustness of various ablation methods to differing extents com-

pared to HFFN. Consequently, it is demonstrable that each component of HFFN plays a role in

enhancing the adversarial robustness of HFFN.

Additionally, the effectiveness of HFFN was also assessed using the more complex and chal-

lenging CIFAR-100 dataset. Specifically, Tables 5.5 – 5.7 show the results of comparison and

ablation studies. From these tables, it is evident that HFFN surpasses both the comparison and
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ablation approaches, indicating the suitability of HFFN even in the case of the dataset with in-

creased complexity.

However, as we can see from the tables, the clean accuracy of our approach does not demon-

strate superiority when compared to other methods. Concerning the cause of this occurrence,

our argument is that LHC is effective in diminishing the modality gap, the gap is not entirely

eliminated.

5.4 Conclusions

An effective adversarial defense method has been proposed in this chapter. In the proposed

approach, the robust caption features were integrated with the classic image features, thereby

enhancing the robustness of the image classification system. Moreover, to the best of our knowl-

edge, this kind of operation has not been focused by existing adversarial defense methods. Ad-

ditionally, the hetero-center loss, which aims to diminish the modal disparity inherent in het-

erogeneous features, and the guided complement entropy loss, whose purpose is ensuring that

the fused heterogeneous features focus more intently on the true class, were introduced into the

proposed method. The adversarial robustness of HFFN and the effectiveness of the components

in HFFN were revealed by a comprehensive series of black-box setting adversarial attack exper-

iments among HFFN, comparison approaches, and ablation methods.

82



Ta
bl

e
5.

1:
A

cc
ur

ac
y

re
su

lts
of

H
FF

N
an

d
th

re
e

co
m

pa
ri

so
n

m
et

ho
ds

in
cl

ea
n

an
d

FG
SM

at
ta

ck
sc

en
ar

io
s

on
th

e
C

IF
A

R
-1

0
da

ta
se

t.

A
tt

ac
k

M
et

ho
d

Pa
ra

m
et

er
(ε

)
G

C
E

PC
L

C
H

aH
H

FF
N

(O
ur

s)

N
o

A
tt

ac
k

-
93

.4
3%

93
.9

4%
88

.6
5%

85
.1

4%

FG
SM

2/
25

5
82

.6
8%

82
.8

2%
77

.1
3%

81
.5

2%
4/

25
5

67
.9

5%
66

.8
2%

62
.9

0%
76

.2
5%

8/
25

5
47

.3
0%

46
.0

8%
44

.4
2%

64
.3

6%
16
/2

55
31

.7
2%

30
.4

9%
29

.4
6%

46
.5

0%
32
/2

55
17

.0
3%

15
.5

0%
20

.1
1%

30
.4

4%

83



Ta
bl

e
5.

2:
A

cc
ur

ac
y

re
su

lts
am

on
g

H
FF

N
an

d
co

m
pa

ri
so

n
m

et
ho

ds
in

th
e

sc
en

ar
io

s
of

PG
D

10
-ℓ
∞

an
d

PG
D

20
-ℓ
∞

at
ta

ck
s

on
th

e
C

IF
A

R
-1

0
da

ta
se

t.

PG
D

10
-ℓ
∞

M
et

ho
d

ε
=

2/
25

5
ε
=

4/
25

5
ε
=

8/
25

5
ε
=

16
/2

55
ε
=

32
/2

55

G
C

E
85

.2
5%

69
.3

9%
37

.2
1%

10
.5

4%
1.

47
%

PC
L

C
85

.1
7%

68
.8

6%
36

.3
4%

10
.8

6%
1.

79
%

H
aH

79
.4

0%
65

.2
8%

38
.1

1%
11

.8
1%

1.
56

%

H
FF

N
(O

ur
s)

82
.4

6%
78

.9
4%

70
.1

2%
53

.8
5%

34
.6

3%

PG
D

20
-ℓ
∞

M
et

ho
d

ε
=

2/
25

5
ε
=

4/
25

5
ε
=

8/
25

5
ε
=

16
/2

55
ε
=

32
/2

55

G
C

E
80

.5
1%

55
.9

0%
20

.7
4%

3.
83

%
0.

29
%

PC
L

C
80

.7
4%

55
.7

9%
20

.2
9%

4.
10

%
0.

54
%

H
aH

74
.7

7%
54

.8
8%

23
.7

7%
4.

83
%

0.
46

%

H
FF

N
(O

ur
s)

81
.4

5%
76

.6
2%

66
.0

9%
46

.6
1%

26
.6

6%

84



Ta
bl

e
5.

3:
A

cc
ur

ac
y

re
su

lts
am

on
g

H
FF

N
an

d
co

m
pa

ri
so

n
m

et
ho

ds
in

th
e

sc
en

ar
io

s
of

M
I-

FG
SM

20
an

d
Ji

tte
r40

at
ta

ck
s

on
th

e
da

ta
se

tC
IF

A
R

-1
0.

M
I-

FG
SM

20

M
et

ho
d

ε
=

2/
25

5
ε
=

4/
25

5
ε
=

8/
25

5
ε
=

16
/2

55
ε
=

32
/2

55

G
C

E
80

.1
2%

54
.6

5%
19

.3
8%

3.
60

%
0.

97
%

PC
L

C
80

.2
1%

54
.3

8%
18

.7
4%

3.
88

%
1.

07
%

H
aH

74
.2

4%
53

.2
9%

21
.8

7%
4.

24
%

1.
24

%

H
FF

N
(O

ur
s)

81
.1

8%
76

.4
0%

65
.3

3%
44

.5
6%

23
.0

7%

Ji
tt

er
40

M
et

ho
d

ε
=

0.
1

ε
=

0.
2

ε
=

0.
3

ε
=

0.
4

ε
=

0.
5

G
C

E
42

.8
4%

14
.8

1%
10

.5
4%

10
.0

8%
10

.0
0%

PC
L

C
36

.6
5%

12
.8

1%
11

.4
6%

11
.0

6%
10

.8
3%

H
aH

51
.4

2%
27

.1
9%

16
.2

0%
10

.9
0%

8.
31

%

H
FF

N
(O

ur
s)

60
.7

6%
45

.1
6%

29
.3

9%
18

.7
4%

14
.6

9%

85



Ta
bl

e
5.

4:
A

cc
ur

ac
y

re
su

lts
am

on
g

H
FF

N
an

d
co

m
pa

ri
so

n
m

et
ho

ds
in

th
e

sc
en

ar
io

s
of

PG
D

20
-ℓ

2
an

d
PG

D
40

-ℓ
2

at
ta

ck
s

on
th

e
da

ta
se

tC
IF

A
R

-1
0.

PG
D

20
-ℓ

2

M
et

ho
d

ε
=

1.
0
ε
=

2.
0
ε
=

3.
0
ε
=

4.
0
ε
=

5.
0

G
C

E
26

.3
3%

14
.0

4%
12

.3
3%

11
.6

3%
11

.3
1%

PC
L

C
27

.0
2%

14
.2

0%
12

.3
7%

11
.6

7%
11

.3
5%

H
aH

30
.0

5%
15

.2
0%

12
.7

1%
11

.7
6%

11
.4

6%

H
FF

N
(O

ur
s)

68
.6

0%
50

.0
7%

39
.2

4%
33

.3
0%

29
.6

9%

PG
D

40
-ℓ

2

M
et

ho
d

ε
=

1.
0
ε
=

2.
0
ε
=

3.
0
ε
=

4.
0
ε
=

5.
0

G
C

E
24

.3
0%

12
.1

6%
10

.8
1%

10
.1

9%
9.

88
%

PC
L

C
24

.9
0%

12
.3

3%
10

.7
8%

10
.2

0%
9.

90
%

H
aH

28
.7

7%
13

.3
2%

11
.1

7%
10

.2
9%

9.
97

%

H
FF

N
(O

ur
s)

68
.9

4%
49

.1
2%

35
.4

6%
28

.0
7%

23
.8

5%

86



Fi
gu

re
5.

3:
A

cc
ur

ac
y

re
su

lts
am

on
g

H
FF

N
an

d
fo

ur
ab

la
tio

n
m

et
ho

ds
on

th
e

C
IF

A
R

-1
0

da
ta

se
t.

87



Ta
bl

e
5.

5:
A

cc
ur

ac
y

re
su

lts
of

H
FF

N
,c

om
pa

ri
so

n
m

et
ho

ds
,a

nd
ab

la
tio

n
ap

pr
oa

ch
es

in
cl

ea
n

an
d

FG
SM

at
ta

ck
sc

en
ar

io
s

on
th

e
C

IF
A

R
-1

00
da

ta
se

t.

FG
SM

M
et

ho
d

C
le

an
ε
=

16
/2

55
ε
=

32
/2

55

G
C

E
75

.1
5%

19
.9

3%
6.

32
%

PC
L

C
71

.1
1%

18
.5

7%
4.

79
%

H
aH

50
.2

0%
21

.3
8%

9.
19

%

B
as

el
in

e
69

.4
1%

17
.2

1%
4.

92
%

A
bl

at
io

n-
I

64
.6

6%
22

.0
5%

7.
83

%
A

bl
at

io
n-

II
64

.8
4%

23
.9

6%
10

.9
1%

A
bl

at
io

n-
II

I
66

.2
4%

21
.0

6%
10

.0
9%

H
FF

N
(O

ur
s)

57
.2

8%
30

.6
6%

14
.0

9%

88



Ta
bl

e
5.

6:
A

cc
ur

ac
y

re
su

lts
of

H
FF

N
,c

om
pa

ri
so

n
m

et
ho

ds
,a

nd
ab

la
tio

n
ap

pr
oa

ch
es

in
th

e
sc

en
ar

io
s

of
th

e
PG

D
10

-ℓ
∞

,P
G

D
20

-ℓ
∞

,M
I-

FG
SM

20
,a

nd
Ji

tte
r40

at
ta

ck
s

on
th

e
C

IF
A

R
-1

00
da

ta
se

t.

PG
D

10
-ℓ
∞

PG
D

20
-ℓ
∞

M
I-

FG
SM

20
Ji

tt
er

40

M
et

ho
d

ε
=

16
/2

55
ε
=

32
/2

55
ε
=

16
/2

55
ε
=

32
/2

55
ε
=

16
/2

55
ε
=

32
/2

55
ε
=

0.
1
ε
=

0.
2

G
C

E
16

.0
1%

5.
18

%
9.

75
%

3.
20

%
10

.4
1%

4.
91

%
20

.4
1%

5.
74

%
PC

L
C

17
.9

6%
6.

80
%

12
.2

4%
4.

55
%

12
.3

1%
6.

14
%

21
.6

9%
7.

55
%

H
aH

29
.0

4%
14

.3
6%

24
.2

0%
10

.5
0%

23
.9

7%
12

.1
1%

31
.0

2%
16

.9
3%

B
as

el
in

e
18

.7
0%

6.
92

%
12

.8
5%

4.
57

%
12

.7
9%

6.
15

%
20

.9
2%

7.
07

%
A

bl
at

io
n-

I
29

.0
4%

12
.1

9%
22

.7
3%

8.
47

%
22

.2
9%

10
.0

2%
30

.7
3%

11
.5

0%
A

bl
at

io
n-

II
32

.5
5%

16
.8

8%
27

.6
3%

13
.6

5%
27

.0
1%

13
.8

8%
27

.2
2%

13
.9

4%
A

bl
at

io
n-

II
I

29
.3

1%
14

.1
2%

24
.7

4%
11

.6
0%

24
.7

1%
12

.1
2%

23
.7

9%
10

.5
1%

H
FF

N
(O

ur
s)

39
.2

4%
26

.0
1%

34
.5

3%
20

.6
4%

33
.0

7%
18

.5
3%

39
.2

6%
26

.4
6%

89



Ta
bl

e
5.

7:
A

cc
ur

ac
y

re
su

lts
of

H
FF

N
,c

om
pa

ri
so

n
m

et
ho

ds
,a

nd
ab

la
tio

n
ap

pr
oa

ch
es

in
th

e
sc

en
ar

io
s

of
th

e
PG

D
20

-ℓ
2

an
d

PG
D

40
-ℓ

2
at

ta
ck

s
on

th
e

C
IF

A
R

-1
00

da
ta

se
t.

PG
D

20
-ℓ

2
PG

D
40

-ℓ
2

M
et

ho
d

ε
=

3.
0
ε
=

4.
0
ε
=

5.
0
ε
=

3.
0
ε
=

4.
0
ε
=

5.
0

G
C

E
14

.8
5%

14
.1

3%
13

.7
4%

13
.5

6%
12

.8
4%

12
.5

1%
PC

L
C

16
.6

9%
15

.3
1%

14
.6

4%
14

.9
7%

13
.8

1%
13

.0
7%

H
aH

23
.7

6%
20

.9
6%

19
.3

8%
21

.8
8%

18
.4

8%
16

.2
8%

B
as

el
in

e
16

.8
8%

15
.4

8%
14

.7
3%

15
.3

2%
13

.9
6%

13
.2

8%
A

bl
at

io
n-

I
22

.3
1%

19
.8

2%
18

.3
5%

20
.4

3%
17

.4
6%

15
.4

7%
A

bl
at

io
n-

II
26

.9
3%

23
.2

3%
21

.3
0%

23
.7

4%
19

.6
3%

17
.4

9%
A

bl
at

io
n-

II
I

25
.5

0%
22

.0
3%

19
.9

9%
22

.3
4%

18
.7

6%
17

.0
3%

H
FF

N
(O

ur
s)

29
.7

7%
26

.4
4%

24
.0

3%
27

.5
9%

22
.5

6%
19

.9
7%

90



Chapter 6

Conclusions

As conclusions of this thesis, the summary of this thesis and the future research directions are

presented in this chapter.

6.1 Summary of This Thesis

In this thesis, adversarial defense research for deep learning-based architectures, as exem-

plified by the image classification and image captioning systems, was focused upon. To achieve

this goal, a novel method for the introduction of robust features has been proposed, encompassing

the following three directions: integrating the robust regularization-based enhanced multi-stage

features for the image classification system, incorporating the robust caption features generated

from the stable RNN structure for the retrieval-based image captioning system, and introduc-

ing the robust caption features generated by the pre-trained models for the image classification

system.

In Chapter 3, to address the issue in existing regularization-based adversarial defense ap-

proaches where there is no further discussion on which features are suitable for regularization

to enhance the adversarial robustness, we introduced the robust regularization-based enhanced

multi-stage features into the image classification system and proposed a novel framework com-

prising the following three core components: multi-stage feature enhancement, multi-stage fea-

ture fusion, and regularization.

In Chapter 4, to address the issue of vulnerability to adversarial attacks in the existing image

captioning system, which stems from the lack of robust feature incorporation, we introduced a
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kind of robust RNN features into the retrieval-based image captioning system to achieve the goal

of the adversarial defense. Specifically, the introduced stable RNN architecture was designed

based on the theory of dynamical systems.

In Chapter 5, to address the issue that most existing defense methods for image classification

rely solely on the information from input images and do not incorporate the robust multimodal

features, thereby limiting further robustness enhancements of the image classification system,

we drew inspiration from the human ability to adeptly utilize multimodal information for the

object perception. Consequently, we introduced the robust caption features from the pre-trained

models into the image classification system and fused them with the image features. In addition,

to maximize the robust performance of the introduced features, we also incorporated two novel

loss functions: the hetero-center loss, which was introduced to minimize the distances between

different modalities, and the guided complement entropy loss, which was introduced to further

enhance the robustness of the fused heterogeneous features.

In summary, the contribution of this thesis is the proposition of the adversarial defense meth-

ods for deep learning models represented by image classification and image captioning systems,

from a unified perspective. Specifically, we have introduced robust features into the image clas-

sification and image captioning systems. Additionally, extensive experiments on various datasets

have fully demonstrated the robustness and effectiveness of the proposed method.

6.2 Future Research Directions

In this section, the future research directions are shown. In this thesis, we have proposed an ad-

versarial defense approach by incorporating robust features, which has enhanced the adversarial

robustness of the deep learning models, as exemplified by the image captioning and image clas-

sification systems. We contend that there exists potential for refinement in the proposed method

in the following aspects:

• In the pursuit of constructing the adversarially robust image captioning system, this thesis

has specifically concentrated on the incorporation of the robust features into the retrieval-

based image captioning framework. Moving forward, we would like to contemplate ex-

tending our methodology to the popular generation-based image captioning system to bol-

ster its robustness.
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• Moreover, from a macroscopic perspective, this thesis concentrated on the adversarial ro-

bustness of two representative systems based on deep learning and the proposed adversar-

ial defense method that introduces robust features for these two systems. In the future, we

would like to extend our approach to other deep learning-based systems, such as image

segmentation and object detection.
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