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1
Introduction

The convergence of media formats, encompassing video, audio, text, and interactiv-

ity, has transformed multimedia into an inseparable element of our daily lives. Fueled

by rapid technological advancements, multimedia techniques have undergone signifi-

cant development in recent years. Movies and dramas, prime examples of multimedia

content, have captivated audiences for decades, typically combining video, audio, and
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sometimes subtitles.

Traditionally, physical media like Capacitance Electronic Discs (CEDs), VideoHigh

Density (VHD) tapes, Video Compact Discs (VCDs), Digital Versatile Discs (DVDs),

Blu-ray Discs (BDs), and Ultra HD Blu-ray Discs (UHD BDs) served as portable stor-

age solutions for multimedia content. DVDs and BDs currently reign supreme in the

physical storage realm, with UHD BDs poised to take center stage in the coming years

due to their support for 4K resolution videos.

On the other hand, online Video on Demand (VOD) services have emerged, housing

vast repositories of multimedia data. These services, along with streaming services,

deliver multimedia content directly to users in a compressed format, balancing quality

with bandwidth limitations.

1.1 DATA HIDING FOR COMPRESSED VIDEOS

Data hiding for videos, a burgeoning field of technology, has recently captured signif-

icant attention [1, 2]. Researchers have actively explored video and image data hiding

techniques, with some foundational methods established even before the recent surge

in interest [3–6]. These techniques can be broadly categorized based on their objec-

tives, including scrambling and watermarking for copyright protection, steganography

for covert communication, and multimedia enrichment to enhance content value.

In the digital age, information security and content manipulation are constant con-

cerns. Data hiding techniques offer a unique solution, allowing us to embed additional

information within existing data objects like images, audio, or video. These techniques

can serve various purposes, from copyright protection to covert communication. Here, I
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delve into four prominent data hiding techniques: scrambling, watermarking, steganog-

raphy, and enrichment.

1.1.1 SCRAMBLING: SHUFFLING THE PIECES

Imagine rearranging the pieces of a puzzle, making it difficult to understand the original

image without the key. Scrambling, in the context of data hiding, operates on a similar

principle. It involves modifying the original data in a reversible way, making it unin-

telligible without the proper decryption key. This technique is often used for real-time

applications where preserving data integrity is crucial.

There are two main types of scrambling techniques:

• Spatial Scrambling: This method involves rearranging the spatial location of data

elements within the host data. For example, pixels in an image might be shuffled

according to a specific algorithm.

• Frequency Scrambling: Here, the data is transformed into the frequency domain

(e.g., using techniques like Fourier Transform) and the frequency components are

rearranged. This method is commonly used for audio and video data.

However, scrambling has limitations:

• Security Concerns: Scrambling itself doesn’t provide strong security against unau-

thorized access. Without robust key management, the decryption key could be

intercepted, revealing the original data.

• Loss of Information: Depending on the scrambling technique, some information

might be lost during the process, potentially impacting the quality of the host data.
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Several scrambling techniques have been proposed in recent years [7–9].

1.1.2 WATERMARKING: A DIGITAL COPYRIGHT STAMP

Similar to a tiny, invisible copyright symbol embedded within a document, watermark-

ing involves imperceptibly embedding a signal, typically containing copyright infor-

mation or ownership details, into a host digital media file. This embedded data, called

the watermark, is robust enough to survive common manipulations like compression,

cropping, or format conversion.

There are two main types of watermarks:

• Visible Watermarking: This method intentionally leaves a visible mark on the

host data, deterring unauthorized use. Logos, copyright symbols, or even invisi-

ble patterns visible under specific lighting conditions are examples.

• Invisible Watermarking: This technique aims to embed the watermark impercep-

tibly, making it difficult to detect without specialized tools.

Watermarking serves several purposes:

• Copyright Protection: By embedding ownership information, watermarks help

identify and track copyrighted material.

• Authentication: Watermarks can verify the authenticity of digital media, ensuring

it hasn’t been tampered with.

• Authentication: Content Control: Watermarks can be used to restrict access or

control the distribution of digital content.
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However, there are limitations to consider. Watermarks can be fragile, potentially

destroyed by strong compression or malicious attacks. Additionally, extracting the wa-

termark often requires specific tools and knowledge. A number of watermarking ap-

proaches have been developed lately [10–12].

1.1.3 STEGANOGRAPHY: THE ART OF HIDDEN COMMUNICATION

Unlike watermarking, steganography prioritizes secrecy. The goal is to hide a message

within a host data object in a way that’s undetectable to the naked eye or standard anal-

ysis tools. Imagine hiding a secret message within the static of a noisy radio signal –

that’s the fundamental principle of steganography.

Steganography techniques exploit the inherent redundancy present in digital media.

For example, slight variations in pixel brightness in an image or inaudible changes in

audio volume can be used to encode a hidden message without affecting the overall

quality of the host data.

There are several applications of steganography:

• Covert Communication: This technique allows for secure communication by em-

bedding messages within seemingly innocuous data like images or audio files.

• Information Security: Steganography can be used to hide sensitive information

within digital media for secure storage or transmission.

• Forensic Applications: Law enforcement agencies sometimes utilize steganogra-

phy to embed tracking information within digital evidence.
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However, steganography can be ethically questionable when used for malicious pur-

poses. Additionally, detecting steganographic messages can be challenging, requiring

specialized software and expertise. Some prominent steganography techniques have

been proposed in the recent past [13–15].

1.1.4 ENRICHMENT: ADDING VALUE THROUGH DATA HIDING

While watermarking and steganography focus on embedding additional information,

enrichment takes a different approach. This technique aims to enhance the value of the

host data itself by incorporating additional information or functionalities.

For example, an image might be enriched by embedding captions or annotations

directly into the data file. An audio file could be enriched with additional sound effects

or synchronized lyrics. This embedded data can be accessed and utilized by compatible

devices or software, enriching the user experience.

Some applications of data enrichment include:

• Multimedia Description: Enrichment can be used to embed captions, descrip-

tions, or keywords within media files, improving accessibility for visually im-

paired or non-native speakers.

• Interactive Content: Embedded data can enable interactive experiences within

digital media. Imagine clicking on specific areas within an image to access addi-

tional information.

• Error Correction and Recovery: Redundant data embedded in the host file can be

used for error correction or recovery in case of data corruption.
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While enrichment offers valuable functionalities, it’s important to maintain a bal-

ance between the amount of additional data embedded and the file size. Excessive data

can lead to larger file sizes, impacting storage and transmission efficiency. The field

has seen a surge of interest in enrichment techniques, with some methods emerging in

recent years [16, 17].

1.1.5 TARGETING COMPRESSED VIDEOS

Scrambling, watermarking, steganography, and enrichment represent diverse data hid-

ing techniques, each serving distinct purposes. Scrambling offers real-time protection

but requires key management. Watermarking safeguards ownership and authenticity.

Steganography facilitates covert communication but raises ethical concerns. Enrich-

ment enhances the user experience through embedded information. As technology

evolves, these techniques will continue to play a significant role in information security,

copyright protection, and user experience in our increasingly digital world.

However, a critical challenge arises when dealing with compressed video data, com-

monly used in both physical discs and online services. Embedding additional data di-

rectly into raw, uncompressed video formats (e.g., YUV sequences) carries a high risk

of data loss during the compression process, particularly after quantization.

To circumvent this issue, embedding data within compressed video streams presents

a more viable solution. Common video compression formats employed in DVDs and

BDs includeMPEG-2 and H.264/AVC, while UHDBDs typically utilize H.265/MPEG-

H Part 2 (HEVC). These formats are also prevalent in online VOD and streaming ser-

vices. Within these formats, video data undergoes block-based orthogonal transforma-
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tions, such as Discrete Cosine Transform (DCT) and Discrete Sine Transform (DST), to

generate frequency domain coefficients. Subsequently, these coefficients are quantized

for compression purposes. Notably, all processes following quantization are entirely

lossless.

Therefore, quantized Transform Coefficients (qTCs) represent ideal targets for loss-

less data hiding within compressed videos. Several data hiding techniques leveraging

qTCs have been proposed [18–24].

1.2 DATA SIZE LIMITATION

In today’s world, video has become the dominant form of communication and entertain-

ment. From social media interactions to blockbuster movies, captivating visuals have

revolutionized the way I consume information and tell stories. However, behind the

scenes, a silent battle rages on – the battle for data capacity.

Data capacity refers to the amount of information a storage system can hold. In

the realm of video, it dictates the quality, resolution, and overall length of a video file.

Limited data capacity significantly impacts the final product. Lower resolutions, with

blocky pixels and blurry details, become the norm. Additionally, video lengths become

restricted, forcing creators to compromise on narrative or artistic vision.

The ever-increasing demand for high-quality video experiences further exacerbates

the data capacity challenge. Viewers crave sharper visuals, immersive experiences like

virtual reality, and seamless streaming without buffering interruptions. These advance-

ments all require a significant leap in data capacity.

Fortunately, technological advancements are constantly pushing the boundaries of
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data capacity. Higher storage densities in hard drives, faster data transfer speeds, and

efficient compression techniques all contribute to a better video experience. Cloud stor-

age solutions have also emerged, offering seemingly limitless data capacities, allowing

for the storage and distribution of massive video files.

However, the race between data capacity and video quality is a continuous one.

As creators push the boundaries of visual storytelling with higher resolutions, more

complex effects, and 360-degree experiences, the demand for even greater data capacity

persists.

The importance of data capacity extends beyond the technical aspects. It impacts ac-

cessibility and affordability. With limited data plans, viewers in developing regions or

those with restricted internet access may be excluded from the richness of high-quality

video experiences. Ensuring affordable and accessible high-capacity data plans is cru-

cial for bridging the digital divide.

In conclusion, data capacity plays an invisible yet critical role in the world of video.

It dictates the quality, length, and accessibility of the visual stories I share. As technol-

ogy continues to evolve, the quest for ever-increasing data capacity remains paramount,

ensuring that video continues to be a powerful tool for communication, entertainment,

and artistic expression.

As discussed above, all existing multimedia storage solutions have inherent capac-

ity limitations, fundamentally. Similarly, online VOD and streaming services priori-

tize maintaining an optimal compression rate. Nonetheless, conventional data hiding

techniques for compressed videos often result in an overall increase in file size. This

poses a significant challenge, potentially exceeding storage limitations and compromis-
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ing video streaming quality. Consequently, a portion of either the video data or the

additional embedded data may be irrevocably lost.

Another key aspect to consider is the reversibility of the cover data (i.e., the original

video), which has a great impact on data size change. Data hiding techniques can be

classified as either reversible or irreversible. Reversible techniques, while allowing for

the complete restoration of the original video data, often require significant redundancy,

leading to a substantial increase in file size. This characteristic proves detrimental for

video discs with strict storage limitations [25–28]. Conversely, irreversible techniques

operate without this high redundancy overhead, minimizing file size increases [29–32].

To preserve the integrity of both the original video content and the embedded data

while maintaining high-quality video streaming, the ideal data hiding technique would

demonstrably not increase the overall file size. Fortunately, a few such techniques have

been proposed in the past [30–34]. Notably, the Least Significant Bit (LSB) replacement

technique and its variants offer a solution for uncompressed video data, enabling data

size reduction [30–33]. Another technique involves losslessly embedding specific qTC

blocks within others for compressed images, but it is limited to manipulating the cover

image itself and cannot embed additional external data (essentially functioning as a

data-hiding-based compression technique).

1.3 STRUCTURE OF THIS THESIS

Here, I propose a novel partial scrambling technique embedding audio into video and a

novel data hiding technique for compressed videos enabling data size reduction.

Coding process of compressed videos will be explained in Chapter 2, basis and
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some relative data hiding techniques will be explained in Chapter 3, the proposed partial

scrambling technique embedding audio into video will be explained in Chapter 4 [35,

36], with the experimental results and discussion shown in Chapter 5, the proposed data

hiding technique for compressed videos enabling data size reduction will be explained

in Chapter 6 [37], with the experimental results and discussion shown in Chapter 7. The

last chapter, Chapter 8, is the conclusion of the thesis.
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2
Video data

2.1 OVERVIEW

Processing of the techniques in my study, such as AC component sign inversion pro-

cessing in video [38], is performed when uncompressed video is encoded to a format

using DCT such as MPEG-2 and MPEG-4. Therefore, it will be explained along with

the encoding process to MPEG-4, as an example.
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2.2 CODING PROCESS OF MPEG-4 VIDEO

MPEG-4 uses theYCbCr color system, just like JPEG compression. Y is the luminance

component, and Cb and Cr are the chrominance components. For uncompressed video

that uses the RGB color system, a color system conversion process must first be per-

formed. To convert the RGB color system to the YCbCr color system, the following

equation (2.1) is used.


Y

Cb

Cr

 =


0.299 0.587 0.114

−0.16874 0.33126 0.500

0.500 −0.41869 −0.08131



R

G

B

 . (2.1)

Next, all frames are divided into 16 × 16 MacroBlocks (MBs). MBs are further

divided into four 8 × 8 blocks. At this time, chroma subsampling is performed for the

chroma components, so that there are two Cb and Cr blocks in one MB. After subsam-

pling, all MBs are classified into intra-MBs and inter-MBs, and motion prediction is

performed for inter-MBs. The classification and motion prediction methods for MBs

are complex and do not affect the AC component sigh inversion process, so they will

be omitted here.

Then, DCT is performed on all MBs in 8 × 8 block units. DCT generates one DC

(Direct Current) component and 63AC (Alternating Current) components for one block.

The transformation equation for DCT is shown below.
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Table 2.1 DC coefficient nonlinear quantization step for MPEG-4

q DC scale for luminance DC scale for chrominance
1 to 4 8 8
5 to 8 2× q (q + 13)/2
9 to 24 q + 8 (q + 13)/2
25 to 31 2× q − 16 q − 6

F (u, v) =
1

4
kukv

7∑
x=0

7∑
y=0

f(x, y) cos
(2x+ 1)uπ

16
cos

(2y + 1)vπ

16
, (2.2)

where,

ku, kv =

 1/
√
2 (u, v = 0)

1 (otherwise) .

DCT is followed by quantization. Quantization is a process that increases the com-

pression rate by dividing the coefficients obtained by DCT and expressing them by co-

efficients with smaller values. When performing quantization, the compression rate can

be adjusted by setting a parameter called q (qscale). In MPEG-4, unlike conventional

MPEG and MPEG-2, the DC coefficient of the intra block is quantized by dividing it

by the DC scale obtained by calculating the DC scale with a nonlinear quantization step

determined by q, when performing DC coefficient quantization. The DC coefficient

nonlinear quantization step is shown in Table 2.1.

In addition to the DC coefficients of intra blocks, there are also AC coefficients of

intra blocks and DC and AC coefficients of inter blocks. For these coefficients, there

are two quantization methods. The first quantization method is the same as that of con-
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ventional MPEG and MPEG-2: the coefficients obtained by DCT are multiplied by 16

and then divided by the quantization coefficient values in the quantization table, and

then divided by the value of q to obtain smaller coefficients. Figure 2.1 shows an exam-

ple of a quantization table for the Y component in MPEG-4. The second quantization

method is defined by the following equation, whereC∗ is the quantized DCT coefficient

(qDCTC), C is the quantized DCT coefficient before quantization, and sign(x) is the

sign of x. The results of the quantization process are qDCTCs.

C∗ =

 sign(c)× |c|/2q (intra)

sign(c)× (|c| − q/2)/2q (inter) .
(2.3)

Once qDCTC is obtained, a proposed process is performed on qDCTC. For exam-

ple, if an AC component sign inversion process is performed, the positions to conduct

inversion in one block can be determined in advance using a pseudo-random number.

For the AC coefficients A at the predetermined sign inversion positions, sign inversion

processing is performed using the following equation, and a new AC coefficient A∗ is

obtained. AC coefficients other than the sign inversion positions are not processed and

their values are left unchanged. An example of AC coefficient sign inversion processing

is shown in Fig. 2.2.

A∗ = −A . (2.4)
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When generating pseudo-random numbers, PRNGs (pseudorandom number genera-

tors) such as theMersenne twister (commonly known asMT) [39] can be used. The gen-

eration method involves determining a seed in advance and generating pseudo-random

integers within a specified range as needed. The use of pseudo-random numbers im-

proves the resistance to decryption of the proposed processing. In addition, for the

reverse processing, the used seed must be saved in a key file.

After the proposed processing, VLC (Variable Length Coding) is performed. In

MPEG-4, for example, VLC is performed separately for the DC coefficients of intra

blocks and other coefficients. There is one DC coefficient for each intra block in the

DC coefficients of intra blocks. The DC coefficient of an intra block is calculated as the

difference between the DC coefficient of the reference block and the current block. The

absolute value of the difference is first used to classify the difference into a category.

Then, a code with a different code length is assigned according to the category, and

padding bits are added for coding. Table 2.2 shows the code table for Y component DC

coefficients.

For the remaining coefficients, the scanning order is first determined by the method

of AC coefficient prediction. There are three types of scanning order, which are called

zigzag scan order, vertical priority scan order, and horizontal priority scan order. As an

example, the zigzag scan order is shown in Fig. 2.3. Then, the 63 AC coefficients are

arranged block by block according to the scanning order and encoded using 3D variable

length coding.

When generating 3D variable-length codes, the number of consecutive zeros preced-

ing a non-zero coefficient in the scan order is called zerorun, the value of the non-zero
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8 17 18 19 21 23 25 27

17 18 19 21 23 25 27 28

20 21 22 23 24 26 28 30

21 22 23 24 26 28 30 32

22 23 24 26 28 30 32 35

23 24 26 28 30 32 35 38

25 26 28 30 32 35 38 41

27 28 30 32 35 38 41 45

Fig. 2.1 An example of a quantization table in MPEG-4 for Y component DC coefficients

Table 2.2 Code table for Y component DC coefficients

difference code padding bit
0 00 none

-1, 1 010 0, 1
-3, -2, 2, 3 011 00, 01, 10, 11
-7...-4, 4...7 100 000...011, 100...111
-15...-8, 8...15 101 0000...0111, 1000...1111
-31...-16, 16...31 110 00000...01111, 10000...11111
-63...-32, 32...63 1110 000000...011111, 100000...111111
-127...-64, 64...127 11110 0000000...0111111, 1000000...1111111
-255...-128, 128...255 111110 00000000...01111111, 10000000...11111111
-511...-256, 256...511 1111110 000000000...011111111, 100000000...111111111
-1023...-512, 512...1023 11111110 0000000000...0111111111, 1000000000...1111111111
-2047...-1024, 1024...2047 111111110 00000000000...01111111111, 10000000000...11111111111
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dc 4 -9

-5 -1

2

3 0

-1

dc -4 9

5 1

- 2

-3 0

1

Fig. 2.2 An example of AC coefficient sign inversion processing in an 8× 8 block
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Fig. 2.3 Zigzag-scan in an 8× 8 block

coefficient is called level, and whether the non-zero coefficient is the last one is called

last. (last, run, level) is considered as a pair, and a variable-length code is assigned to the

pair. After processing all non-zero coefficients, the processing related to the processing

of qDCTC is finished. After all other processing is finished, the encoding process for

MPEG-4 is finished, and a processed output video is obtained. At the same time, a key

file for restoration is also output. An example of the original video and output video by

the Y component AC coefficient sigh inversion processing is shown in Fig. 2.4.

The reverse process is performed when decoding from the output video to the un-

compressed video. Using the key file, the reverse procedure of the proposed process

is performed. During the decoding process, once qDCTC is obtained, the proposed

processing is removed for the AC coefficients in the same position as during the pro-

posed process. After the remaining decoding process, the restored uncompressed video

is output.
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Fig. 2.4 An example of the Y component AC coefficient sigh inversion processing (upper: the
original video, lower: the output video)
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3
Data hiding techniques

3.1 IMPACT ON DATA SIZE

Most natural (i.e., non-artificial) images exhibit a high degree of spatial redundancy.

Therefore, orthogonal transformations are applied to mitigate the effects of this redun-

dancy. Consequently, the values of the AC coefficients exhibit a tendency towards

a Laplacian distribution where the location parameter µ = 0, as illustrated in Fig.
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0

Fig. 3.1 Laplacian distribution of the AC coefficients.
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3.1 [40, 41]. Leveraging the characteristics of the Laplacian distribution, the quantized

transform coefficients (qTCs) will then be encoded by employing two entropy coding

techniques: CAVLC (Context Adaptive Variable Length Coding) or CABAC (Context

Adaptive Binary Arithmetic Coding). MPEG-2 solely supports CAVLC, HEVC exclu-

sively supports CABAC, while H.264/AVC accommodates both. In general, entropy

coding methods allocate shorter codes to more frequently occurring data.

In the case of CAVLC, qTCs are decomposed into level values and zero run-length

values prior to the application of CAVLC. Subsequently, the level values and the zero

run-length values are coded (as run-level pairs inMPEG-2; independently inH.264/AVC)

utilizing the VLC tables. According to these tables, as long as the quantity of zero coef-

ficients within a block remains constant, the data size will diminish when the absolute

values of the AC coefficients decrease.

In the case of CABAC, only the magnitudes and positions of the non-zero AC co-

efficients are coded. These values are decomposed into several syntax elements and

then binarized and coded. Analogous to the CAVLC case, as long as the quantity of

zero coefficients within a block remains constant, the data size will diminish when the

absolute values of the AC coefficients decrease.

Consequently, in order to reduce the data size, it is judicious to decrease the absolute

values of the non-zero AC coefficients without diminishing the quantity of zero AC

coefficients.
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0 1 0 1 0 1 1 0 0 1 0 1 0 1 1 1

Fig. 3.2 Example of classical LSB replacement technique while embedding 1.

3.2 CLASSICAL LSB REPLACEMENT TECHNIQUE

For a given data element, the bit planes can be organized in a sequence from the most

significant to the least significant bit, with the final bit in this arrangement being denoted

as the LSB (Least Significant Bit). As an illustration, the rightmost bit of an eight-bit

binary number represents the LSB of that number. In the classical LSB replacement

technique [42], the LSB of the target data intended for concealment will be substituted

with one bit of supplementary data, potentially altering the original value of the target

by a unit of one. The embedded single bit of data can be extracted by directly referenc-

ing the LSB of the target. A demonstrative example of the classical LSB replacement

technique is depicted in Fig. 3.2.

3.3 QUANTITATIVE DEGRADATION ADJUSTMENT METHOD BASED ON SQUARED ERROR

This section explains the principle of the quantitative degradation degree adjustment

method based on the mean squared error (MSE) [43, 44]. The MSE value is calculated

as follows:

MSE =
1

n

n∑
i=1

(bei − bi)
2 , (3.1)
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where bei indicates the i-th bit of the extracted data and bi indicates the i-th bit of S.

Thesemethods are for JPEG images, but since they process qDCTC, they can also be

applied to video formats such as MPEG-4 that use DCT like JPEG. One of the objective

image quality evaluation metrics is PSNR (Peak Signal-to-Noise Ratio) based on mean

squared error. PSNR is calculated by equation 3.2, where E [x] represents the average

value of x, and ePIX represents the error in pixel space.

PSNR = 10log10
2552

E[ePIX
2]
. (3.2)

Since DCT is an orthogonal transform, according to the law of conservation of en-

ergy, the energy before DCT and the energy after DCT are equal. In other words, the

squared error in the pixel space before DCT and the squared error in the frequency space

after DCT are equal. The user sets the value of TPSNR (Target PSNR) as an index for

quantitatively adjusting the degree of degradation. Since the setting of TPSNR makes

the squared errorN2 that should be caused to one 8× 8 block DCT coefficient equal to

the squared error
∑

ePIX
2 in the pixel space, it can be calculated by calculating back

from Equation (3.2) as follows:

TPSNR = 10log10
64× 2552∑

ePIX
2
, (3.3)
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∑
ePIX

2 =
64× 2552

10TPSNR/10
, (3.4)

N2 =
64× 2552

10TPSNR/10
. (3.5)

This N2 is called the necessary squared error. According to N2, the squared error

that occurs for one block is processed so that it reaches the necessary squared error.

For example, in the case of AC coefficient sign inversion, the squared error E2 caused

by sign inversion of one dequantized AC coefficient A is expressed by the following

equation.

E2 = 4× A2 . (3.6)

AC coefficient sign inversion processing is performed in a predetermined order until∑
E2 reachesN2 or all AC coefficients are processed. It is expected that this processing

will make the squared error
∑

E2 that occurs in a block close to N2, as long as the

TPSNR setting is appropriate. Therefore, it is expected that the PSNR value of the

entire JPEG image will be close to the user-specified TPSNR value after all blocks

have been processed.
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4
Proposed method 1: Scrambling

technique embedding audio into video

4.1 OVERVIEW

Popular video streaming services employ codecs such as MPEG-4 and H.264 for video

and AAC and MP3 for audio. These codecs utilize the Discrete Cosine Transform
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(DCT), similar to JPEG and MPEG/MPEG-2, allowing for processing in the DCT co-

efficient domain applicable to modern video streaming services.

Within MPEG-4 and H.264, macroblocks (MBs) are categorized into two types:

intra-MB and inter-MB. According to Nemoto et al.’s research [45], inter-MBs employ

frame-to-frame prediction, leading to the propagation of the scrambling effect from ref-

erenced intra-MBs. Consequently, scrambling only intra-MBs propagates this scram-

bling effect to inter-MBs. However, scrambling solely inter-MBs leaves intra-MBs un-

scrambled, and scrambling both intra-MBs and inter-MBs risks uncontrollable scram-

bling effects in inter-MBs, potentially resulting in varying degradation levels. There-

fore, this method proposes scrambling only intra-MBs.

Furthermore, MPEG-4 and H.264 employ three frame types: I (Intra) frames, P

(Predictive) frames, and B (Bidirectionally Predictive) frames. While I frames consist

entirely of intra-MBs, P and B frames comprise both intra-MBs and inter-MBs, with the

proportion of intra-MBs to inter-MBs varying significantly across videos. Since human

perception is more sensitive to luminance (Y) compared to chrominance (Cb, Cr), this

method applies partial scrambling to the Y component of intra-MBs. When embedding

audio data into DCT coefficients, full data embedding is necessary for reconstruction.

This requires calculating the minimum number of bits to embed in a single Y block,

necessitating analysis of the minimum number of Y blocks and audio data bitrate in

a video. Popular video streaming services typically employ video resolutions of 1280

× 720 and 1920 × 1080, frame rates of 24fps, 25fps, and 30fps, and audio bitrates of

128kbps and 192kbps. Additionally, MPEG-4 and H.264 employ the Group of Pictures

(GOP) frame structure. While the number of frames within a GOP is variable, 12 frames
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…… I B B P B B P B B P B B

An example of one GOP

I ……

Fig. 4.1 structure of a 12-frame GOP

Table 4.1 Minimum number of bits that can be embedded in a single Y block [bits]

PPPPPPPPPvideo
audio 128kbps 192kbps

720-24p 5 7
720-25p 5 7
720-30p 4 6
1080-24p 2 3
1080-25p 2 3
1080-30p 2 3

is the default. Figure 4.1 illustrates the structure of a 12-frame GOP.

Using the parameters described above, the number of bits that can be embedded in

a single Y block was calculated. The results are shown in Table 4.1. From these results,

it can be concluded that if at least 7 bits are embedded in a single Y block, all of the

audio data can be embedded. In this study, 8 bits (1 byte) of audio data are embedded

in a single Y block for simplicity of processing.

On the encoding side, the input file, which is an uncompressed audio-embedded

video, is first separated into audio and video data. The audio data is encoded into a
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input video

encoding process 

before VLC

intra

False

True

audio data embedding

AC sign inversion

DC shuffling

VLC

sample video

Fig. 4.2 Flowchart for encoding
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sample video

VL decoding

intra

False

True

DC de-shuffling

AC sign inversion

audio data extracting

decoding process 

after VL decoding

restored video

Fig. 4.3 Flowchart for decoding
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suitable format, such as PCM or MP3, as needed. The video data is encoded using the

MPEG-4 format, and the quantization DCT coefficients (qDCTC) are extracted. Partial

scrambling processing and audio data embedding processing are performed on the qD-

CTC. For partial scrambling processing, DC coefficient shuffling is performed within

the MB, and sign inversion is performed for AC coefficients. For embedding process-

ing, the newly proposed method is used to embed the encoded audio data into the AC

coefficients. The details of each process are explained in the following sections. Af-

ter partial scrambling processing and audio data embedding processing, the remaining

steps of the encoding process are performed to output the sample video. The flowchart

for the encoding side is shown in Fig. 4.2.

On the decoding side, the sample video is decoded using the normal MPEG-4 de-

coding process, and the qDCTC are extracted. Partial scrambling removal processing

and audio data extraction processing are performed on the qDCTC. After that, the re-

maining steps of the decoding process are performed to output the restored video. The

flowchart for the decoding side is shown in Fig. 4.3.

4.2 AUDIO DATA HIDING

4.2.1 TWICE-PLUS

In this technique, since it is necessary to embed 8 bits of data into one block, the AC

component after quantization in the DCT domain of the Y block is targeted for embed-

ding.

For the audio data embedding process, a new embedding method, the TP (Twice-

Plus) method, is proposed in consideration of the drawbacks of conventional methods
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[46, 47]. The TP method is a method that doubles an integer and adds the 1-bit data to

be embedded when embedding 1 bit of data for a certain integer.

Specifically, first, the 63 AC coefficients in one intra-Y block are represented by

Ak(k ∈ {1, 2, ..., 63}) in raster scan order. kmin and kmax (1 ⩽ kmax ⩽ 63, 1 ⩽ kmin ⩽

63, kmax−kmin ⩾ 7) are set in advance, and 8 different integers k1, k2, ..., k8 are selected

from the range of [kmin, kmax] using pseudo-random numbers as the embedding posi-

tions. Among the 63 AC components, the high-frequency part is difficult for humans

to perceive, while the low-frequency part is easy for humans to perceive. By utilizing

this property, the degree of degradation due to embedding can be adjusted to a certain

extent by adjusting kmin and kmax. In addition, by using pseudo-random numbers, the

secrecy of this method can be enhanced.

The TP method utilizes the parity of integers. Let the value of an AC coefficient be

A and the 1-bit audio data to be embedded be Sin. The 1-bit audio data Sin is embedded

in A according to the following equation to obtain a new AC coefficient value A∗.

A∗ = 2× A+ Sin . (4.1)

Since Sin is 1-bit data, it can only have a value of 1 or 0. If Sin is 0, the processed

A∗ becomes even, and if Sin is 1, the processed A∗ becomes odd. Therefore, based on

the parity of A∗, the embedded Sin value can be extracted by mod (modulo arithmetic).

The extracted 1-bit audio data Sout and the restored AC coefficient A∗∗ are calcu-

lated by the following equations. An example of audio data embedding and extraction

processing is shown in Fig. 3.4.
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Sout = A∗ mod 2 , (4.2)

A∗∗ = (A∗ − Sout)÷ 2 . (4.3)

Mathematically, it can be proven using equations (4.1) to (4.3) that A and A∗∗ are

equal and Sin and Sout are equal. Therefore, it can be proven that the audio data em-

bedding process in this study is reversible for both video and audio.

4.2.2 COUNTERMEASURE OF OVERFLOW

In video formats such as MPEG-4, there are upper and lower limits for the values of

qDCTC that can be encoded due to VLC, and increasing the absolute value of qDCTC

has the risk of overflow. In the TP method, the embedding method of this study, the AC

coefficient is doubled, so the absolute value of the AC coefficient increases. Therefore,

there is a possibility of overflow.

In order to ensure the reversibility of the proposed method, it is necessary to take

measures against overflow. Therefore, three types of overflow countermeasures are

proposed.

The first is to reduce the AC coefficient during the quantization step. Specifically,

when encoding to MPEG-4, q is set to a large value. By setting q to a large value, the

value of qDCTC becomes smaller overall and less than half of the upper limit, so there
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dc -4
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(a) embedding
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0 5
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6

While extracting 11111111

(b) extraction

Fig. 4.4 An example of audio data embedding and extraction processing
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is no risk of overflow even if it is doubled.

The second is to perform preprocessing on the input video. The specific content

of preprocessing is to manipulate the pixel values of the input video and make all the

AC coefficients of the embedding positions less than half of the upper limit after DCT.

This method is effective, but it has the disadvantage that the input video is slightly

deteriorated by preprocessing.

The third is to avoid low-frequency components and embed intermediate-frequency

and high-frequency components when embedding. In general, the low-frequency com-

ponents of AC coefficients have relatively large values, and the values become rela-

tively small as they become high-frequency components. By utilizing this property,

it is considered possible to greatly reduce the possibility of overflow by avoiding the

low-frequency components that are easy to overflow due to audio data embedding pro-

cessing, setting a threshold, and embedding processing only for certain high-frequency

components. However, even if the possibility of overflow can be reduced, it cannot be

reduced to 0, so it cannot be said to be a complete countermeasure against overflow.

The first method is the method that is actually used in the processing of this study

and is effective. On the other hand, it is also considered that a combination of the second

and third methods can be effective as an overflow countermeasure.

4.3 PARTIAL SCRAMBLING AND DESCRAMBLING

4.3.1 AC SIGN INVERSION

In this study, sign inversion is performed on the AC coefficients during partial scram-

bling processing. Compared to other methods, it has the advantage of having a small
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effect on the file size of the AC coefficients, but it also has the disadvantage of having a

relatively low level of secrecy. Therefore, in this method, pseudo-random numbers are

used to enhance the secrecy and compensate for this disadvantage.

When performing sign inversion of AC coefficients, the number of sign flipsN(1 ⩽

N ⩽ 63) and the range [imin, imax](1 ⩽ imax ⩽ 63, 1 ⩽ imin ⩽ 63, imax − imin ⩾

Ni − 1) are set as parameters to adjust the degradation. Then, N different integers

i1, i2, ..., iN are selected from the range [imin, imax] using pseudo-random numbers as

the sign inversion positions.

Once the sign inversion positions are determined, sign inversion is performed on the

AC coefficients. For the AC coefficient A to be sign-flipped, the following equation is

used to perform the sign inversion and obtain the sign-flipped AC coefficient A∗.

A∗ = −A . (4.4)

When sign inversion of the AC coefficients is removed, the sign-flipped AC coeffi-

cients are flipped again to restore the original AC coefficients. The following equation

is used to calculate the AC coefficients A∗∗ after sign inversion removal using the sign-

flipped AC coefficients A∗.

A∗∗ = −A∗ . (4.5)

Mathematically, it can be proven using equations (4.4) and (4.5) that A and A∗∗ are
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equal. Therefore, it can be proven that the sign inversion of AC coefficients in this study

is reversible.

4.3.2 DC SHUFFLING

In this study, DC coefficient shuffling withinMB is performed during partial scrambling

processing. In consideration of the drawbacks of conventional methods such as the

method of Takayama et al. [48], the range of DC component shuffling is limited to

within the MB, and shuffling processing is performed to suppress the increase in data

volume. In the YUV-420p color space commonly used in VOD services, the shuffle

table is contained in 6 integers, and the shuffle target is further limited to the Y block,

which is more perceptible to humans, so the shuffle table can be contained in 4 different

integers T0, T1, T2, T3(0 ⩽ T0, T1, T2, T3 ⩽ 3).

In the MB-internal DC shuffling process, the following equations are used to calcu-

late the shuffled four DC coefficients DT0

∗, DT1

∗, DT2

∗, DT3

∗ from the four DC coeffi-

cients D0, D1, D2, D3 in one intra-MB.

DT0

∗ = D0 , (4.6)

DT1

∗ = D1 , (4.7)
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DT2

∗ = D2 , (4.8)

DT3

∗ = D3 . (4.9)

When performing MB-internal DC de-shuffling, the following equations are used

to calculate the restored four DC coefficients D0
∗∗, D1

∗∗, D2
∗∗, D3

∗∗.

D0
∗∗ = DT0

∗ , (4.10)

D1
∗∗ = DT1

∗ , (4.11)

D2
∗∗ = DT2

∗ , (4.12)

D3
∗∗ = DT3

∗ . (4.13)
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Mathematically, it can be proven using equations (4.6) to (4.9) and equations (4.10)

to (4.13) that D0, D1, D2, D3 and D0
∗∗, D1

∗∗, D2
∗∗, D3

∗∗ are each equal, respectively.

Therefore, it can be proven that the MB-internal DC shuffling process in this study is

reversible. Figure 4.5 shows an example of a DC shuffle table and a DC shuffle process

using the DC shuffle table.

In this study, three processes of audio data embedding, AC coefficient sign inver-

sion, and MB-internal DC shuffling are performed in the process of creating a sample

video. All three of these processes have been mathematically proven to be reversible.

Therefore, the processing in this study is theoretically reversible, and it is possible to

restore the original video from the sample video.

4.4 ADJUSTABLE DEGRADATION DEGREES

This study aims to protect the copyright of digital content in VOD services. In actual

VOD services, various videos with audio are provided, so it is considered necessary to

adjust the video quality of sample videos as needed. If a method does not implement

degradation degree adjustment, it is likely that it will not be able to cope with different

application scenarios. Therefore, one of the goals of this method is to achieve degrada-

0 1

2 3

3 2

1 0

shuffling table

23 81

99 46

46 99

81 23

DC shuffling

Fig. 4.5 An example of a DC shuffle table and a DC shuffle process using the DC shuffle table
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tion degree adjustment.

There are two types of degradation degree adjustment: qualitative and quantitative,

each of which has its own application scenarios.

Qualitative degradation degree adjustment is generally realized by setting several

degradation degrees in advance using parameters and selecting one of the several degra-

dation degrees when applying it. Qualitative degradation degree adjustment has the

characteristics of being easy to understand, easy to set, and easy to apply, and is con-

venient for people who do not have much expertise. However, since qualitative degra-

dation degree adjustment can only set the degradation degree in a few steps, it has the

drawback that precise degradation degree adjustment cannot be performed.

Quantitative degradation degree adjustment adjusts the degradation degree by spec-

ifying a specific degradation degree scale. Therefore, the degradation degree can be

set arbitrarily within the range of the achievable degradation degree. Unlike qualita-

tive degradation degree adjustment, which can only set the degradation degree in a few

steps, it can achieve relatively precise degradation degree adjustment. By fine-tuning

the degradation degree after one adjustment, it is possible to achieve a degradation de-

gree closer to the ideal. On the other hand, the numerical value of the degradation degree

is difficult to understand intuitively compared to the qualitative phase setting such as

strong and weak, and it is considered that it may lack the convenience of use for people

who do not have a certain level of expertise.

Therefore, this study realizes both qualitative and quantitative degradation degree

adjustment to cope with different application scenarios. In qualitative degradation de-

gree adjustment, three-step qualitative degradation degree adjustment is realized by set-
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ting several parameters in audio embedding processing and partial scrambling process-

ing. In quantitative degradation degree adjustment, it is realized by setting TPSNR.

Figure 4.6 shows a comparison of the two.

4.4.1 QUALITATIVELY ADJUSTABLE DEGRADATION DEGREES

In this study, qualitative degradation degree adjustment is realized by setting parameters

for the three processes of audio data embedding, AC coefficient sign inversion, andMB-

internal DC shuffling.

In audio data embedding processing, there are two parameters, kmin and kmax, that

indicate the embedding range. If kmin and kmax are set small, the embedding range ap-

proaches the low-frequency component, and the degradation degree becomes stronger.

Conversely, if kmin and kmax are set large, the embedding range approaches the high-

frequency component, and the degradation degree becomes weaker. An example of the

range setting for audio data embedding processing is shown in Fig. 4.7.

In AC coefficient sign inversion processing, there are three parameters: the number

of sign flips N and the range kmin and kmax. If N is set large, the change in the AC

coefficient becomes larger, and the degradation degree becomes stronger. Conversely,

ifN is set small, the change in the AC coefficient becomes smaller, and the degradation

Weak Strong
Range of quantitative degradation degree adjustment

Three-step qualitative degradation degree adjustment

Fig. 4.6 Comparison of qualitative and quantitative degradation degree adjustment
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dc 1 5 6 14 15 27 28

2 4 7 13 16 26 29 42

3 8 12 17 25 30 41 43

9 11 18 24 31 40 44 53

10 19 23 32 39 45 52 54

20 22 33 38 46 51 55 60

21 34 37 47 50 56 59 61

35 36 48 49 57 58 62 63

Range 1

[1, 14]

Range 2

[15, 35]

Range 3

[36, 63]

Fig. 4.7 An example of the range setting for audio data embedding processing
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With

DC shuffling

Without

DC shuffling

Fig. 4.8 An example of MB-internal DC shuffling processing when D = 2

degree becomes weaker.

If imin and imax are set small, the range of AC coefficient sign inversion approaches

the low-frequency component, and the degradation degree becomes stronger. Con-

versely, if imin and imax are set large, the range of AC coefficient sign inversion ap-

proaches the high-frequency component, and the degradation degree becomes weaker.

In MB-internal DC shuffling processing, the shuffle table is fixed, and instead of

performing the processing on all intra-MBs in the video’s image data, the MB-internal

DC shuffling processing is performed only on a subset of intra-MBs. The proportion

of intra-MBs on which MB-internal DC shuffling processing is performed is set to

1/D(D ⩾ 1), and processing is performed only on 1/D of intra-MBs. Here, the in-

tegerD is manipulated to adjust the degradation degree. IfD is set small, the change in
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the DC coefficient becomes larger, and the degradation degree becomes stronger. If D

is set large, the change in the DC coefficient becomes smaller, and the degradation de-

gree becomes weaker. An example of MB-internal DC shuffling processing by setting

D is shown in Fig. 4.8.

In summary, to set the degradation degree to strong, set kmin, kmax and imin, imax

to small values, and set N and D to large values. Conversely, to set the degradation

degree to weak, set kmin, kmax and imin, imax to large values, and set N and D to small

values.

Here is the procedure for implementing qualitative degradation degree adjustment

in this study:

i. Preliminary Operations

Record the file size of the audio data as f (unit: bytes) and determine the shuffle

tables T0, T1, T2, T3 for each degradation level (use 3, 2, 1, 0 as defaults). Deter-

mine the parameters D, kmin, kmax and N, imin, imax.

ii. Random Number Generation and Parameter Calculation

Select one of the multiple degradation levels. Generate pseudo-random numbers

using PRNG with seed. Generate 8 different integers from the range [kmin, kmax]

using the generated pseudo-random numbers, and represent them as k1, k2, ..., k8.

GenerateN different integers from the range [imin, imax] using the generated pseudo-

random numbers, and represent them as i1, i2, ..., iN .

iii. Audio Data Reading

Read the audio data 8 bits at a time and store it as S1, S2, ..., S8.
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iv. Obtaining qDCTC

Obtain qDCTC for the first intra-MB of the video data.

v. DC Coefficient Shuffling

If this intra-MB is determined to be a DC shuffling processing MB byD, shuffle

the DC coefficients in the four Y blocks within the MB according to the shuffle

tables T0, T1, T2, T3 and equations (4.6) to (4.9).

vi. Embedding and Sign Inversion Operations

For each of the four Y blocks, perform the following operations: a. Embed Sn

intoAkn according to equation (4.1) for n = 1, 2, ..., 8. b. Perform sign inversion

processing on Ain according to equation (4.4) for n = 1, 2, ..., N . c. Read 8 bits

of audio data. If the data read is successful, store the read data as S1, S2, ..., S8. If

the data read is unsuccessful (all audio data has been embedded), set S1 = S2 =

... = S8 = 0.

vii. Intra-MB Search

Search for the next intra-MB. a. If found, proceed to viii. b. If not found, proceed

to ix.

viii. Repetition of Operations

Move to the found intra-MB and repeat v, vi, and vii.

ix. Completion and Data Recording

Record the data indicating the completion of the process, f, seed, and the selected

degradation level into a key file.
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By following the above procedure, an embedded audio sample video and a key file

can be generated. Depending on the operational format of the VOD service provider, it

is also possible to minimize the file size of the sample video by not including audio and

preview a portion of the audio data by leaving a portion of the audio data in the sample

video.

In addition, since the above operations are reversible, audio data extraction pro-

cessing and partial scrambling processing are possible. The specific procedures are as

follows:

i. Parameter Determination and Random Number Generation

Read the data values for f, seed, and the selected degradation level from the key

file. Based on the recorded degradation level, set the shuffle tables T0, T1, T2, T3

and the parametersD, kmin, kmax andN, imin, imax using the predetermined degra-

dation degree adjustment parameters. Generate pseudo-random numbers using

PRNG with seed. Generate 8 different integers from the range [kmin, kmax] using

the generated pseudo-random numbers, and represent them as k1, k2, ..., k8. Gen-

erate N different integers from the range [imin, imax] using the generated pseudo-

random numbers, and represent them as i1, i2, ..., iN .

ii. Obtaining qDCTC

Obtain qDCTC for the first intra-MB of the video data.

iii. DC Deshuffling Processing

Perform DC deshuffling processing on the four Y blocks within the MB using

equations (4.10) to (4.13) and the shuffle tables T0, T1, T2, T3.
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iv. Audio Data Extraction and AC Coefficient Restoration

For each of the four Y blocks, perform the following operations: a. Perform

sign inversion removal processing on Ain according to equation (4.5) for n =

1, 2, ..., N . b. Extract audio dataSn according to equation (4.18) forn = 1, 2, ..., 8

and restore AC coefficients Akn according to equation (4.3). c. If the file size of

the audio data is less than f, write S1, S2, ..., S8. If the file size of the audio data

is greater than or equal to f, do not write it.

v. Intra-MB Search

Search for the next intra-MB. a. If found, proceed to vi. b. If not found, proceed

to vii.

vi. Repetition of Operations

Move to the found intra-MB and repeat iii, iv, and v.

vii. Completion and Output

Complete the processing and output the restored video data and audio data.

By following the above procedures, VOD service users can view the original video

with audio.

4.4.2 QUANTITATIVE ADJUSTABLE DEGRADATION DEGREES

The quantitative degradation adjustmentmethod in this study is amethod that adjusts the

quantitative degradation based on the mean squared error using TPSNR. It is realized by

setting TPSNR and bringing PSNR closer to TPSNR. PSNR is calculated by Equation
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3.2. Unlike conventional methods [43, 44] that process on a block basis, this study

processes on an MB block basis. Therefore, after setting TPSNR, the mean squared

error EMB
2 that should be caused by one 16 × 16 MB is calculated by the following

equation:

EMB
2 =

256× 2552

10TPSNR/10
. (4.14)

Let the 64 qDCTs in a Y block of an intra-MB be D,A1, A2, ..., A63. Inverse quan-

tize this block and let the inverse quantized DCT coefficients be D′
, A1

′
, A2

′
, ..., A63

′ .

By dividingD′
, A1

′
, A2

′
, ..., A63

′ byD,A1, A2, ..., A63, I obtainQ0, Q1, Q2, ...Q63, which

is called the scale table. Here, one AC coefficient Aj that has been decided in advance

is also doubled. This Aj is an AC coefficient that determines whether or not DC shuf-

fle processing has been performed. The mean squared error Ej
2 caused by doubling

Aj is calculated using the following equation where Qj is the value of the scale table

corresponding to Aj:

Ej
2 = Aj

2 ×Qj
2 . (4.15)

The mean squared error Ek
2 caused by embedding one audio data S into the AC

coefficient A is calculated using the following equation using the value Q of the scale

table corresponding to A:
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Ek
2 = (A+ S)2 ×Q2 . (4.16)

The mean squared error Ei
2 caused by sign inversion processing of one AC coeffi-

cient A is calculated using the following equation using the value Q of the scale table

corresponding to A:

Ei
2 = A2 × 4×Q2 . (4.17)

The total valueE2 of the mean squared errors caused by doublingAj , all audio data

embedding processing, and all AC coefficient sign inversion processing in one intra-MB

is calculated from equations (4.15) to (4.17) by the following equation:

E2 = Ej
2 +

∑
Ek

2 +
∑

Ei
2 . (4.18)

If the shuffle tables are T0, T1, T2, T3, the mean squared error ED
2 caused by MB-

level DC shuffle processing in one MB is calculated by the following equation:

ED
2 =

3∑
n=0

(Dn −DTn)×Q0
2 + (2× Aj + 1)×Qj

2 . (4.19)

The processing procedure for achieving quantitative degradation adjustment in this
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study is shown below.

i. Preprocessing

As a preliminary step, the file size of the audio data is recorded as f (unit: bytes),

and a TPSNR step table is created to select the parameters to be used for each

degradation level according to the TPSNR value. For each degradation level, the

shuffle tables T0, T1, T2, T3 are determined (3, 2, 1, 0 are used as defaults). The

parameters D, kmin, kmax and N, imin, imax are determined.

ii. TPSNR Setting and Parameter Selection

Set the TPSNR value and calculate EMB
2 using equation (4.14). Also, using the

TPSNR step table, select the parameters to be used from each degradation level

according to the range of the TPSNR value.

iii. Random Number Generation

Generate pseudo-random numbers using a PRNG with a seed, and generate 9

different integers from the range [kmin, kmax] with the generated pseudo-random

numbers, represented by k1, k2, ..., k8, j, and generate N different integers from

the range [imin, imax], represented by i1, i2, ..., iN .

iv. Reading audio Data

Read the audio data 8 bits at a time and represent it as S1, S2, ..., S8.

v. Acquiring qDCTC

Obtain the qDCTC in the first intra-MB of the video data.
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vi. Processing of Four Y Blocks

Perform the following operations for each of the four Y blocks:

Double Aj . For n = 1, 2, ..., 8, embed Sn in Akn according to equation (4.1). For

n = 1, 2, ..., N , perform sign inversion processing on Ain according to equation

(4.4). Read the audio data 8 bits at a time. If the data read is successful, represent

the read data as S1, S2, ..., S8. If the data read is unsuccessful (all audio data has

already been embedded), set S1 = S2 = ... = S8 = 0.

vii. Calculation of E2

Calculate E2 using equation (4.18).

viii. Calculation of ED
2

Calculate ED
2 using equation (4.19).

ix. DC Shuffle Processing

Compare ED
2 and 2× (EMB

2 − E2), and only if ED
2 ⩽ 2× (EMB

2 − E2),

determine that this intra-MB is a DC shuffle processing MB. According to the

shuffle tables T0, T1, T2, T3, shuffle the DC coefficients in the four Y blocks of

the MB and add 1 to the doubled Aj according to equations (4.6) to (4.9).

x. Searching for the Next intra-MB

Search for the next intra-MB. If found, proceed to xi, and if not found, proceed

to xii.

xi. Processing of the Found intra-MB
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Move to the found intra-MB and repeat vi, vii, viii, ix, and x.

xii. Completion of Processing

Complete the processing and record f, seed, and TPSNR value to the key file.

By performing the above processing, as shown in Fig. 4.9, the mean squared error

caused by the intra-MB is centered on EMB
2 and fluctuates up and down, but since

the total number of intra-MBs in the video is large, the average mean squared error of

all intra-MBs is likely to be close to EMB
2. Furthermore, as the video time increases,

the number of intra-MBs also increases, so this possibility becomes higher and better

results can be expected.

The following procedure is used to restore the obtained sample videos.

i. Determining Parameters

Read f, seed, and TPSNR value from the key file. Determine D, kmin, kmax and

N, imin, imax using the TPSNR step table according to the TPSNR value and seed.

Generate pseudo-random numbers using a PRNG and generate 9 different in-

tegers from the range [kmin, kmax] with the generated pseudo-random numbers,

EMB
2

…… Average

Fig. 4.9 Mean squared error: expected vs. calculated
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represented by k1, k2, ..., k8, j, and generate N different integers from the range

[imin, imax], represented by i1, i2, ..., iN .

ii. Acquiring qDCTC

Obtain the qDCTC in the first intra-MB of the video data.

iii. Determining DC Shuffle

Determine whether DC shuffle has been performed based on the parity of Aj .

Here, Aj is also restored according to equation (4.3).

iv. DC Deshuffle Processing

Only if Aj is odd, perform DC deshuffle processing using equations (4.10) to

(4.13) for the fourY blocks in theMBaccording to the shuffle tablesT0, T1, T2, T3.

v. Processing of Four Y Blocks

Perform the following operations for each of the four Y blocks:

Perform sign inversion processing on Ain according to equation (4.5) for n =

1, 2, ..., N . Extract the audio data Sn according to equation (4.18) and restore

the AC coefficient Akn according to equation (4.3) for n = 1, 2, ..., 8. Write

S1, S2, ..., S8 if the file size of the audio data is less than f. Do not write if the file

size of the audio data is greater than or equal to f.

vi. Searching for the Next intra-MB

Search for the next intra-MB. If found, proceed to vii, and if not found, proceed

to viii.
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vii. Processing of the Found intra-MB

Move to the found intra-MB and repeat iii, iv, v, and vi.

viii. Outputting Restored Data

Complete the processing and output the restored video data and audio data.

By following the above procedure, the original video is restored from the sample

video. Once the restoration process is complete, VOD service billing users will be able

to watch videos with audio.
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5
Experiments and discussion of method 1

5.1 OVERVIEW

In order to verify the effectiveness of the method described in Chapter 4, verification

experiments were conducted.

Considering the genres and types of videos actually provided by VOD services,

three videos with audio were selected for the experiment: pv, mov, and news.
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Pv is a music promotion video with a lot of screen movement and human subjects.

Mov is a part of a movie with a lot of screen movement, but non-human objects are the

main subject. News is a part of a news program with little screen movement and mainly

text.

The length of each video is 30 seconds. The uncompressed experimental videos

were encoded to MPEG-4 and aac without processing, and used as the original videos

with audio. The video of the original video with audio is called the original video, and

the audio is called the original audio. The original videos are called pv_0,mov_0, news_0,

respectively. The specifications of the original video are 720-25p, which means the

resolution is 1280 × 720 and the frame rate is 25fps. The specifications of the original

audio are stereo/44100Hz/192kbps.

In addition to PSNR, the SSIM (Structural Similarity) index proposed in [49] is also

used as an objective measure of video degradation. SSIM is considered to be closer to

human vision than PSNR. For two images x and y, SSIM is calculated by the following

equation:

SSIM(x,y) = [l(x,y)]α[c(x,y)]β[s(x,y)]γ , (5.1)

where l(x,y) compares the brightness of images x and y, c(x,y) compares the contrast

of images x and y, and s(x,y) compares the structure of images x and y. α, β and γ

are parameters that define the importance of brightness, contrast, and structure, respec-

tively. l(x,y), c(x,y) and s(x,y) are defined by the following equations, respectively.
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l(x,y) =
2µxµy + C1

µ2
x + µ2

y + C1

, (5.2)

c(x,y) =
2σxσy + C2

σ2
x + σ2

y + C2

, (5.3)

s(x,y) =
σxy + C3

σxσy + C3

, (5.4)

where µx and µy mean the averages of x and y, respectively, σx and σy mean the standard

deviations of x and y, respectively, and σxy means the covariance of x and y. C1, C2

and C3 are parameters to maintain the stability of l(x,y), c(x,y) and s(x,y).

In practice, when using SSIM to objectively evaluate images and videos, α = β =

γ = 1 and C3 = C2/2 are often used. In this case, SSIM is calculated by the following

equation:

SSIM(x,y) =
(2µxµy + C1)(2σxy + C2)

(µ2
x + µ2

y + C1)(σ2
x + σ2

y + C2)
. (5.5)

By default, it is set that C1 = 6.5025 and C2 = 58.5225. The default parameters

are also used to calculate SSIM in this study. In order to eliminate the factor of image

quality degradation due toMPEG-4 compression, in the experiments of this study, when
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evaluating the image quality degradation of sample videos, instead of all uncompressed

videos, the original videos are compared.

5.2 EXPERIMENTS

5.2.1 EXPERIMENTS ON QUALITATIVELY ADJUSTABLE DEGRADATION DEGREE

The experiment on qualitatively adjustable degradation degree can be divided into two

categories: objective verification experiment and subjective evaluation experiment. The

objective verification experiment includes experiments on measuring the difference be-

tween restored video/audio and original video/audio, video quality measurement for

sample videos, and file size increase rate measurement for sample videos with orig-

inal audio. The subjective evaluation experiment includes experiments on subjective

evaluation of degradation degree and product value.

The purpose of each experiment is as follows: experiments 1 and 6 are to investigate

the reversibility of the proposed method, experiments 2, 4, and 7 are to investigate the

effectiveness of the degradation degree control in this study, experiment 5 is to inves-

tigate whether the proposed method can generate samples with no product value as a

partial scramble method, and experiment 3 is to investigate whether the file size of the

sample video is smaller than that of the original video with audio.

The shuffle table used in the processing is (3, 2, 1, 0), and the other parameter set-

tings are shown in Table 5.1. The MOS score settings for the subjective experiment are

shown in Tables 5.2 and 5.3. The number of subjects for the subjective experiment is

20, and the age range of the subjects is 20 to 55 years old.
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Table 5.1 Parameters for experiments on qualitatively adjustable degradation degree

degradation degree
parameter

data hiding AC sign inversion DC shuffle
(kmin, kmax) (N, imin, imax) (D)

weak 42, 49 8, 28, 35 4
medium 28, 35 8, 1, 8 2
strong 1, 8 63, 1, 63 1

Table 5.2 Degradation degree MOS of subjective evaluation experiment

MOS degradation degree
5 none
4 not annoying
3 a little annoying
2 annoying
1 very annoying

Table 5.3 Product value MOS of subjective evaluation experiment

MOS product value
5 exists
4 almost exists
3 partially exists
2 barely exists
1 does not exist
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Table 5.4 TPSNR step table

TPSNR strength of processing
(27dB, +∞) weak
(22dB, 27dB] medium
(0dB, 22dB] strong

5.2.2 EXPERIMENTS ON QUANTATIVELY ADJUSTABLE DEGRADATION DEGREE

The experiments conducted for quantitative degradation adjustment include Experiment

6: Measurement of the difference between the restored video and audio based on MSE

value and the original video and audio, and Experiment 7: Comparison of TPSNR and

PSNR values for sample videos. The shuffle table used was (3, 2, 1, 0), and the TPSNR

step table used to set other parameters is shown in Table 5.4, and the parameter settings

for each processing intensity are shown in Table 5.1. TPSNR was set to 20dB, 25dB,

and 30dB for each experimental video.

5.3 RESULTS AND DISCUSSION

5.3.1 RESULTS ANDDISCUSSION FOR EXPERIMENTS ON QUALITATIVELY ADJUSTABLE DEGRA-

DATION DEGREE

An objective verification experiment was conducted to compare the restored video and

audio to the original video and audio. The experiment found that the MSE value of both

audio and video was 0 for all three experimental videos. This indicates that the restored

video and audio were indistinguishable from the original video and audio.

In addition, two other experiments were conducted to evaluate the quality of the
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restored video and audio. The first experiment used PSNR and SSIM values to measure

the video quality of the sample videos. The second experiment measured the file size

increase rate of the sample videos with original audio. The results of these experiments

are shown in Table 5.5.

In Experiment 1, since all MSE values were 0, the proposed qualitative degradation

adjustment method is fully reversible for both video and audio.

In Experiment 2, for the three experimental videos, pv, mov, and news, the degra-

dation degree changes in the same trend with the processing intensity in three steps:

weak, medium, and strong. This shows that the proposed method achieves qualitative

degradation adjustment. In addition, for medium and strong processing, a PSNR value

of less than 25 dB was achieved for all three videos. This result shows that the proposed

method is effective as a partial scrambling method.

In Experiment 3, all sample videos, especially weak and medium sample videos,

have a smaller file size than the original videos with audio. This result shows that the

proposed method achieves one of the research goals of reducing the total file size.

In Experiment 4, the subjective evaluation results for the degree of degradation is

shown in Table 5.6, and the subjective evaluation experiment for the product value is

shown in Table 5.7.

To analyze the results of Experiments 4 and 5, I show the average (Fig. 5.1) and

variance (Fig. 5.2) of the MOS evaluation of the degree of degradation, as well as the

comparison of the MOS of commercial value for each video (pv: Fig. 5.3, mov: Fig.

5.4, news: Fig. 5.5) from the experimental data.

From the average and variance of theMOS of the degree of degradation, I performed
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Table 5.5 Results of Experiments 1 and 2

video PSNR SSIM file size
(dB) increase(%)

pv_weak 30.9 0.979 -8.90
pv_medium 24.0 0.893 -8.38
pv_strong 20.4 0.764 -4.84
mov_weak 30.2 0.987 -5.20

mov_medium 22.4 0.920 -4.77
mov_strong 19.5 0.843 -1.46
news_weak 24.8 0.965 -11.82

news_medium 17.0 0.781 -10.81
news_strong 13.7 0.561 -3.85
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Table 5.6 Results of Experiment 4

No.
video

pv mov news
weak med. strong weak med. strong weak med. strong

1 1.4 1.2 1.0 1.5 1.2 1.1 1.2 1.1 1.0
2 1.5 1.0 1.0 2.0 1.0 1.0 1.5 1.0 1.0
3 3.0 1.5 1.3 4.0 2.0 1.5 4.0 2.0 2.5
4 2.0 1.5 1.2 4.0 2.5 1.5 3.0 2.0 2.5
5 2.0 1.0 1.0 3.0 1.0 1.0 2.0 1.0 1.0
6 2.0 1.0 1.0 3.0 2.0 2.0 2.0 1.0 1.0
7 3.5 2.5 1.5 4.5 2.0 1.5 2.5 1.5 1.5
8 2.0 1.5 1.0 3.0 1.8 1.0 1.6 1.2 1.0
9 2.0 1.0 1.0 2.0 1.0 1.0 1.0 1.0 1.0
10 1.5 1.2 1.0 3.0 2.5 1.5 2.0 1.0 1.0
11 4.0 2.0 2.0 4.0 2.0 1.0 4.0 1.0 1.0
12 3.5 2.0 1.5 3.4 3.0 2.5 3.6 2.0 1.5
13 2.0 1.0 1.2 3.0 2.0 2.4 2.0 1.0 1.7
14 3.0 1.0 0.5 4.0 2.0 1.2 3.0 1.0 1.0
15 1.0 1.0 1.0 2.0 1.0 1.0 1.0 1.0 1.0
16 2.0 1.0 1.2 3.0 1.0 2.0 2.0 1.0 1.5
17 1.4 1.2 1.0 3.0 2.0 1.0 3.0 2.0 1.0
18 2.0 1.5 1.0 2.5 1.0 1.5 2.0 1.0 1.0
19 2.0 1.0 1.5 4.0 2.0 1.0 3.0 1.0 2.0
20 3.0 2.0 2.0 3.0 2.0 1.0 4.0 2.0 2.0
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Table 5.7 Results of Experiment 5

No.
video

pv mov news
weak med. strong weak med. strong weak med. strong

1 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0
2 2.0 1.0 1.0 2.0 1.0 1.0 2.0 1.0 1.0
3 2.0 1.5 1.5 4.0 2.5 2.3 5.0 2.0 3.0
4 2.0 1.5 1.0 3.5 2.5 2.0 4.0 1.2 3.1
5 2.0 1.0 1.0 3.0 1.0 1.0 2.0 1.0 1.0
6 3.0 2.0 2.0 4.0 3.0 2.0 3.0 1.0 2.0
7 2.8 1.5 1.3 4.5 2.5 1.5 3.0 1.8 2.0
8 2.0 2.0 1.0 3.5 1.5 1.0 4.0 1.5 1.0
9 2.0 1.0 1.0 4.0 3.0 2.0 3.0 1.0 1.0
10 2.5 1.3 1.0 4.0 3.0 2.0 2.5 1.5 2.0
11 4.0 2.0 2.0 4.0 3.0 2.0 4.0 1.0 4.0
12 3.0 1.5 2.0 4.0 3.4 2.8 4.2 2.5 2.5
13 2.0 1.0 1.0 4.0 3.0 3.0 2.0 1.0 1.7
14 4.0 1.0 0.5 4.0 2.0 1.2 2.0 1.0 1.3
15 2.0 1.0 1.0 4.0 1.0 1.0 3.0 1.0 1.0
16 2.0 1.0 1.0 3.0 1.0 2.0 2.0 1.0 1.5
17 4.0 3.0 2.0 4.0 3.0 2.0 5.0 3.0 1.0
18 2.0 1.0 1.5 4.0 1.0 2.0 3.0 2.0 2.0
19 2.0 1.0 1.0 5.0 2.0 1.0 3.0 1.0 2.0
20 4.0 3.0 3.0 4.0 4.0 3.0 5.0 3.0 4.0
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(a) medium

(b) strong

Fig. 5.6 Comparison for characters in medium vs. strong
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a significance test for each experimental video and found that the subjective evaluation

experiment achieved a certain degree of control over a wide range of degrees of degra-

dation.

In the experimental video news, the objective experimental results showed that

news_strong had lower PSNR and SSIM values than news_medium, indicating that

it was more degraded. However, the subjective experiment showed that news_medium

was more degraded than news_strong and had no commercial value. The reason for the

contradiction between the results of the objective experiment and the subjective experi-

ment is considered to be that news is a video mainly composed of text, and as shown in

Fig. 5.6, the strong parameter is not suitable for videos mainly composed of text, and

in that case, the text is more visible than the medium parameter.

Also, in pv, more than 90% of the subjects evaluated the medium and strong degra-

dation as “no commercial value” or “somewhat no commercial value”, and 0% of the

subjects evaluated them as “commercial value” or “somewhat commercial value” .

In mov, 85% of the subjects evaluated the strong degradation as “no commercial

value” or “somewhat no commercial value”, and 0% of the subjects evaluated it as

“commercial value” or “somewhat commercial value”.

In news, more than 80% of the subjects evaluated the medium and strong degra-

dation as “no commercial value” or “somewhat no commercial value”, and 0% of the

subjects evaluated it as “commercial value” or “somewhat commercial value”.

From these results, it can be said that samples with no commercial value were gen-

erated at the medium and strong processing strengths.

The sample videos of each processing strength and the original videos generated are
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shown in pv: Fig. 5.7, mov: Fig. 5.8, news: Fig. 5.9.

5.3.2 RESULTS ANDDISCUSSION FOR EXPERIMENTS ON QUANTATIVELY ADJUSTABLE DEGRA-

DATION DEGREE

In Experiment 6, as a result of the experiment measuring the difference between the

reconstructed video and audio and the original video and audio based on MSE values,

the MSE values for both audio and video were all 0 in the 3 experimental videos.

In Experiment 7, the results of the experiment comparing the TPSNR and PSNR

values of the sample videos are shown in Table 5.8.

In Experiment 6, it was found that the proposed quantitative degradation adjustment

method in this study is perfectly reversible for both video and audio since all MSE

measurement results were 0.

In Experiment 7, it was proven that the proposed quantitative degradation adjust-

ment method in this study is effective within a certain TPSNR setting range, as the

TPSNR and PSNR values of the other experimental videos are close, while the TPSNR

Table 5.8 Results of Experiment 7

video TPSNR(dB) PSNR(dB)
pv_30 30 29.9
pv_25 25 25.2
pv_20 20 21.8
mov_30 30 30.0
mov_25 25 25.3
mov_20 20 22.5
news_30 30 29.0
news_25 25 24.7
news_20 20 19.9
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(a) original (b) weak

(c)medium (d) strong

Fig. 5.7 Comparison of degradation degree of pv
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(a) original (b) weak

(c)medium (d) strong

Fig. 5.8 Comparison of degradation degree of mov
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(a) original (b) weak

(c)medium (d) strong

Fig. 5.9 Comparison of degradation degree of news
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and PSNR values of pv_20, mov_20, and news_30 are different.

On the other hand, it was also found that the proposed quantitative degradation ad-

justment method in this study has an upper and lower limit for the TPSNR value setting

range. The reason for this is that the qDCTC coefficients of videos have characteristics

depending on the video genre, etc., and it is not possible to correspond to all genres of

videos with the same TPSNR value setting range.

Sample videos and original videos generated for each TPSNR value are shown in

the following figures: pv in Fig. 5.10, mov in Fig. 5.11 news in Fig. 5.12.
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(a) original (b) TPSNR=30dB

(c) TPSNR=25dB (d) TPSNR=20dB

Fig. 5.10 Comparison of degradation degree of pv
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(a) original (b) TPSNR=30dB

(c) TPSNR=25dB (d) TPSNR=20dB

Fig. 5.11 Comparison of degradation degree of mov
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(a) original (b) TPSNR=30dB

(c) TPSNR=25dB (d) TPSNR=20dB

Fig. 5.12 Comparison of degradation degree of news
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6
Proposed method 2: Data hiding

technique enabling data size reduction

6.1 OVERVIEW

In the video coding standards MPEG-2, H.264/AVC, and HEVC, frames (pictures) are

categorized into I (Intra) pictures, P (Predictive) pictures, and B (Bidirectionally pre-
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dictive) pictures. Each frame is segmented into blocks, which are broadly classified as

intra-blocks and inter-blocks of luminance and chrominance components. Orthogonal

transformations and quantization are subsequently applied within each block, yielding

qTCs. As discussed in Section 4.1, since inter-blocks are fundamentally derived from

intra-blocks, any impairment in the intra-blocks will propagate to inter-blocks and ac-

cumulate. Concurrently, the human visual system exhibits heightened sensitivity to DC

coefficients in comparison to AC coefficients. Consequently, it is conceivable that the

AC components of qTCs in intra-blocks constitute suitable targets for the data hiding

process. The flowcharts illustrating the proposed processes are depicted in Figs. 6.1

and 6.2.

input video

encoding process 

until quantization

intra

False

True

data hiding

entropy coding

output video

additional data

Fig. 6.1 Flowchart for embedding
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output video

entropy decoding

intra

False

True

data extracting

decoding process 

since then

decoded video extracted data

Fig. 6.2 Flowchart for extracting

6.2 MODULO ADDITION TECHNIQUE

For a given integer data element, let its value be denoted as V . The process of embed-

ding one bit of supplementary data with a value of A will modify V to Ve as follows:

Ve = ⌊V
2
⌋ × 2 + A , (6.1)

where ⌊⌋ indicates the rounding down operation.

The embedded data bit A could be extracted as follows:
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A = Ve mod 2 , (6.2)

where mod indicates the modulo operation.

In essence, the modulo addition technique can be regarded as a variant of the clas-

sical LSB replacement technique, with the two techniques being potentially identical,

contingent upon the bit-plane representation method employed for negative numbers.

As elucidated in Chapter 2, in the MPEG-2, H.264/AVC, and HEVC formats, akin to

other image and video formats utilizing orthogonal transformations such as JPEG, trans-

forming an AC coefficient with a value of zero into a non-zero quantity will directly

augment the data size. Evidently, both the classical LSB replacement technique and the

modulo addition technique will inevitably escalate the number of non-zero AC coeffi-

cients. Furthermore, according to Eq. (6.1), if V is positive and an even multiple, the

absolute magnitude of Ve will surpass that of V whenA = 1. These characteristics pose

a risk of substantial data size inflation, which is undesirable in most data hiding scenar-

ios, such as when the remaining capacity of the video disc is insufficient. Henceforth,

this technique will be referenced as “MA”.

6.3 MODIFIED MODULO ADDITION TECHNIQUE

As a modified variant of the modulo addition technique, an alternative approach has

been previously proposed [50]. In this approach, to circumvent the risk of augment-

ing the absolute value of an AC coefficient, the embedding algorithm was modified as
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follows:

Ve = int(
V − A

2
)× 2 + A , (6.3)

where int(x) indicates the integer part of x and can be defined as:

int(x) =


⌊x⌋ (x > 0)

⌈x⌉ (otherwise) ,

(6.4)

where ⌈⌉ indicates the rounding up operation.

The embedded data bit A could be extracted with Eq. (6.2) as well.

This technique effectively mitigates the risk of escalating the absolute value of non-

zero AC coefficients. However, it alters the value of certain AC coefficients from zero

to one. Consequently, the data size of the video may experience an increase following

the data hiding process. Henceforth, this technique will be referred to as “’mMA’.

6.4 OTHER RELATED TECHNIQUES

A number of other data hiding techniques tailored for compressed images and videos

have also been proposed [51–54]. Mobasseri et al. introduced a data hiding technique

for MPEG-2 videos utilizing VLC mapping [51], which does not lead to an increase

in the data size of the videos. However, it is solely compatible with CAVLC and ne-

cessitates a prior detection process. Furthermore, the maximum payload capacity is
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contingent upon the cover video. Chaumont et al. proposed a DCT-based data hiding

technique that disseminates the payload data across a group of DCT coefficients [52].

This technique can realize an enhanced image quality, but it also results in an increase

in data size. Hartung et al. demonstrated the capability to embed additional data into

MPEG-2 videos without data size augmentation [53], yet it carries the risk of losing the

embedded data because it embeds the additional data into the inverse quantized DCT co-

efficients and quantizes them again (the quantization process being lossy). While these

techniques are effective in their respective scenarios, each of them exhibits evident de-

ficiencies in other scenarios, particularly in cases of data hiding into capacity-limited

multimedia storage media. F4, the foundation of F5 [54], is a technique that embeds

data into non-zero AC coefficients of cover data while simultaneously reducing the

cover data size. However, this technique inevitably transforms certain 1 and -1 AC co-

efficients into zeros, thus necessitating a unique key for each cover data to record which

zeros remain unchanged, which are modified from 1, and which are modified from -1.

To facilitate data extraction from each cover data, this key must be merged with any

other keys, and the key-sharing process is costly in most data hiding scenarios. F5 is an

improved version of F4 and also exhibits this characteristic.

The optimal positions for embedding supplementary data within a block have been

the subject of prior investigations [55]. The qTCs of an 8× 8 block can be partitioned

into three distinct frequency regions: FL (low frequencies), FM (medium frequencies),

and FH (high frequencies), as illustrated in Fig. 6.3. The frequency band deemed suit-

able for embedding purposes is FM [55]. However, the mMA technique primarily per-

forms data hiding within FL. To refine this technique, AC coefficients residing in FM
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Fig. 6.3 Various frequency regions in a 8× 8 block.

should be selected for embedding when the payload is relatively modest.

6.5 DETAILS OF THE PROPOSED DATA HIDING TECHNIQUE

In this subsection, the proposed polarized LSB replacement technique will be explained

and discussed.

The preceding discussion has elucidated that the video data size may experience an

escalation subsequent to the data hiding process in MA and mMA, and the key-sharing

procedure is costly in F5. In this context, I propose a novel technique, termed polarized

LSB replacement, to circumvent data size augmentation and key-sharing requirements.

Henceforth, this technique will be referred to as “PLSB-r”. Before delving into the

algorithm’s explication, a partial lookup table encompassing several original qTCs and

their corresponding modified counterparts for MA, mMA, and PLSB-r is presented in
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Table 6.1 Modified qTC lookup table

Additional data 0 1
Original qTC MA mMA F5 PLSB-r MA mMA F5 PLSB-r

4 4 4 4 4 5 3 3 3
3 2 2 2 2 3 3 3 3
2 2 2 2 2 3 1 1 1
1 0 0 0 -1 1 1 1 1
0 0 0 – – 1 1 – –
-1 -2 0 -1 -1 -1 -1 0 1
-2 -2 -2 -1 -1 -1 -1 -2 -2
-3 -4 -2 -3 -3 -3 -3 -2 -2
-4 -4 -4 -3 -3 -3 -3 -4 -4

Table 6.1.

The modifications to the qTC values are depicted in Fig. 6.4, where the red arrows

indicate changes that augment the absolute value of qTCs, green arrows signify changes

that diminish the absolute value of qTCs, and white arrows represent no alteration in

the absolute value. From Table 6.1 and Fig. 6.4, it can be deduced that in contrast to

MA and mMA, the proposed technique never escalates the absolute value of any qTC.

Furthermore, as long as any qTC with a value greater than 1 or less than -1 is present (a

condition essentially satisfied in all natural images and videos with sufficient quality),

the video data size decreases due to the reduction in the absolute value of those qTCs.

The algorithm of the proposed PLSB-r technique is elucidated below. First, only in

cases where V ̸= 0, Ve is acquired as follows:
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Fig. 6.4 Changes of qTC values in MA, mMA, F5 and PLSB-r
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Ve =


int(V−A

2
)× 2 + A (V > 0)

int(V−A+1
2

)× 2 + A (V < 0) .

(6.5)

Next, if Ve ≤ 0, it will be reduced by 1 as follows:

Ve
′
=


Ve (Ve > 0)

Ve − 1 (Ve ≤ 0) .

(6.6)

The value V of one qTC is changed to Ve
′ finally. Note that Ve

′ ̸= 0, the additional

data bit A could be extracted as follows:

A =


(Ve

′
) mod 2 (Ve

′
> 0)

(Ve
′
+ 1) mod 2 (Ve

′
< 0) .

(6.7)

In other words, akin to F5, 1 is extracted if the modified qTC exhibits a positive

odd value or a negative even value; 0 is extracted if the modified qTC exhibits a pos-

itive even value or a negative odd value. Through this approach, the original video is

not mandated for the extraction process. Diverging from F5, zero AC coefficients are

disregarded, thereby preserving the quantity of zero AC coefficients, eliminating the re-

quirement for a unique key for each cover data during data extraction. In the proposed

technique, the sign of a qTC with a value of 1 or -1 may undergo inversion, i.e., -1 be-
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comes 1, and 1 becomes -1. Additionally, the parity of the positive modified qTCs and

negative modified qTCs conflict when the same data bit is embedded. The histogram for

AC coefficients of the cover data remains symmetrical and nearly preserves a Laplacian

distribution, thereby rendering it arduous for attackers to detect whether the cover data

harbors concealed data. These characteristics differentiate the proposed technique en-

tirely from conventional LSB replacement and modulo addition techniques, wherein the

parity of the positivemodified qTCs and negativemodified qTCs is generally congruent.

Owing to this distinctive feature of the proposed technique, although its robustness is

relatively diminished, it proves more effective in steganography situations, where unde-

tectability is of paramount importance, or enrichment scenarios, wherein robustness can

be disregarded to a certain extent. The time-complexity of both the data hiding process

and the data extraction process is O(n). The processing time of the proposed technique

is generally negligible, amounting to less than 1/100 of the video coding or decoding

time in my experiments. Thus, the proposed technique is well-suited for real-time situ-

ations where information timeliness is critical. The scheme of the proposed technique

is straightforward, facilitating its combination with other data hiding techniques that

enhance security and other aspects. As a limitation of the proposed technique, the max-

imum payload will be inferior toMA andmMAbecause the embedding process is solely

performed on non-zero qTCs, and the quality will be slightly worse than F5 due to the

greater change in the absolute value of 1 and -1 AC coefficients. As illustrated in Table

6.1, when n = 1, the absolute value of an AC coefficient will never escalate after the

embedding process is performed.
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7
Experiments and discussion of method 2

7.1 OVERVIEW

To corroborate the efficacy of the proposed technique, I conducted several experiments

with the MPEG-2 format.

In the experiments, the 15 videos employed were uncompressed raw videos in YUV

format obtained from https://media.xiph.org/video/derf/. The starting frames
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Fig. 7.1 Starting frames of the experimental videos. Horizontally from top left: a=aspen,
co=controlled burn, cr=crowd run, d=ducks take off, f=factory, i=in to tree, l=life, o=old town

cross, pa=park joy, pe=pedestrian area, r=red kayak, sn=snow mnt, sp=speed bag,
t=touchdown pass, w=west wind easy.
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Fig. 7.2 Bit rates of the experimental videos. (Mbps)
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Table 7.1 Details of the experimental videos

Target DVD BD
Codec MPEG-2

Resolution 720 × 480 1920 × 1080
Aspect ratio 16:9
Frame rate 29.97fps

Number of frames 300
Number of frames in one GOP 18 12

Scan type Progressive
Color space YUV

Chroma subsampling 4:2:0
Average bit rate 4.69Mbps 19.78Mbps

Table 7.2 QP of the experimental videos

PPPPPPPPPtarget
video a co cr d f i l o pa pe r sn sp t w

DVD 6 11 12 13 2 5 3 5 12 13 8 8 1 3 9
BD 5 10 12 16 2 6 2 6 16 14 9 8 3 4 7

of the experimental videos are depicted in Fig. 7.1. These 15 raw videos were com-

pressed into common DVD and BD formats, which are also generally utilized in online

video services, with the specifications delineated in Table 7.1. The compressed videos

devoid of embedded data will be referred to as baseline videos henceforth. To facili-

tate an objective comparison between the videos with embedded data and the baseline

videos, fixed Quantization Parameter (QP) values were employed to maintain consis-

tency in the coding process for the comparison objects. The QP values varied across

different videos to maintain similar bit rates, as shown in Table 7.2. The bit rates of the

baseline videos and their average are illustrated in Fig. 7.2. The additional data to be
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embedded consisted of a randomly generated bit sequenceS, which remained consistent

across all experiments.

To compare the proposed techniquewith conventional ones, I performedMA,mMA,

and PLSB-r on the experimental videos. Two conventional techniques utilizing qTCs

were also implemented for the purpose of comparison [23, 24], henceforth referred to

as Adap and Psy, respectively. With the objective of comparing techniques with sim-

ilar payload values, in MA and mMA, four bits of additional data were embedded in

the FM of one block, while in PLSB-r, all non-zero quantized AC coefficients in intra-

blocks were utilized for embedding. In Adap, the payload was adjusted to be similar to

the proposed technique. However, Psy could not achieve a comparable payload to the

proposed technique, so the payload in Psy was maximized.

7.2 LOSSLESSNESS VERIFICATION EXPERIMENT

To validate the lossless nature of the proposed technique, I computed the MSE value

between the extracted data and the original bit sequence S. The resultant MSE values

were all 0, providing corroboration that the data hiding processes of the three techniques

are indeed lossless.

7.3 EFFECTIVENESS VERIFICATION EXPERIMENT

In order to validate the effectiveness of the proposed techniques, I conducted an assess-

ment of the cover videos based on criteria such as quality, payload, and file-size over-

head. Payload (P ) refers to the volume of concealed data within the video. File-size

overhead (O) denotes the increase in data size resulting from data embedding, computed
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Fig. 7.3 PSNR results of the experimental videos. (dB)

as O = F2 − F1, where F2 represents the data size post-embedding and F1 denotes the

data size pre-embedding.

Quality assessment entails the utilization of metrics such as PSNR and SSIM. These

metrics are computed by comparing the enriched videos against the baseline videos.

The PSNR and SSIM values for each video pair are determined by averaging across all

frames.

The payload and file-size overhead outcomes are expressed as payload per second
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(a) (b) (c) (d)

Fig. 7.6 Baseline video and data hiding results for “controlled burn”, “life”, “park joy”, “snow
mnt” and “speed bag”: (a) baseline, (b) Adap, (c) Psy, (d) PLSB-r, from top to bottom.
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Table 7.3 Average results of the comparison between conventional and proposed techniques

(a) DVD videos
PSNR payload per overhead per FR PR

technique [dB] SSIM second [Kbps] second [Kbps] ratio [%] [%]
MA 44.0 0.999 68.6 51.1 0.75 1.05 1.43
mMA 43.4 0.999 68.6 37.7 0.55 0.77 1.43
Adap 35.6 0.989 69.4 30.5 0.44 0.63 1.45
Psy 46.8 0.999 20.9 7.4 0.35 0.15 0.43

PLSB-r 35.1 0.990 66.6 -33.3 -0.50 -0.68 1.39

(b) BD videos
PSNR payload per overhead per FR PR

technique [dB] SSIM second [Kbps] second [Kbps] ratio [%] [%]
MA 43.7 0.999 676.1 580.3 0.86 2.92 3.34
mMA 43.6 0.999 676.1 497.0 0.74 2.49 3.34
Adap 37.0 0.992 432.8 285.0 0.66 1.42 2.14
Psy 45.8 0.999 120.6 90.4 0.75 0.43 0.60

PLSB-r 36.0 0.992 446.1 -170.3 -0.38 -0.85 2.20

and overhead per second, aiming to offer users of the proposed system a practical un-

derstanding.

The ratios of overhead to payload (ratio = O/P ) serve as an index for evaluating

payload efficiency in data hiding from the perspective of overhead. File-size increase

rates (FR = O/F ) and payload rates (PR = P/F ) are calculated, with F representing

the baseline video’s file size. Negative file-size increase rate values signify a reduction

in the cover video’s size following the data hiding process.

Average results from experiments on all 15 experimental videos, both for DVD and

BD, are depicted in Figs. 7.3, 7.4 and 7.5. Additionally, a comparison of the proposed

technique with MA, mMA, Adap, and Psy is presented in Table 7.3. For example, Fig.
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7.6 showcases the output videos of Adap, Psy, and PLSB-r for “controlled burn”, “life”,

“park joy”, “snow mnt” and “speed bag” post data hiding.

7.4 DISCUSSION

Analysis of Figs. 7.3, 7.4 and 7.6 reveals that the quality of output videos containing

hidden data is satisfactory. Moreover, Fig. 7.5 indicates a decrease in data sizes for all

videos post data hiding.

However, as illustrated in Fig. 7.7, it’s noteworthy that Psy exhibits significantly

smaller payload, suggesting it’s unsuitable for direct comparison. Relative to the other

three techniques with similar payloads (e.g., for DVD videos, 68.6 Kbps for MA and

mMA, 69.4Kbps for Adap, and 66.6Kbps for PLSB-r), the proposed technique achieves

data size reduction at the expense of some degradation in video quality. Nonetheless,

with PSNR values hovering around 35dB and SSIM values around 0.99, the video qual-

ity remains deemed sufficient. Moreover, Fig. 7.6 illustrates that the degradation in

video quality is visually imperceptible.
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Fig. 7.7 PSNR vs. file-size increase rate.
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8
Conclusion

In this study, two novel data hiding methods for video and audio data are proposed. The

first method embeds audio data of video into the video data using a novel embedding

technique, generate partial scrambling at the same time. The second method embeds

data into a cover video using a different embedding technique. Both methods were

evaluated using a variety of metrics, and it was shown that both methods can effectively
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reduce the amount of data while controlling the quality of the video well.

As Method 1, I propose a partial scrambling method that enables reversible embed-

ding between heterogeneous content. SinceDiscrete Cosine Transform is widely used in

codecs commonly used in video streaming services, processing in the DCT coefficient

domain can be applied to current video streaming services. In this study, for video with

audio, when video data is encoded to MPEG4 format, audio data is embedded in the

quantized DCT coefficients (AC and DC components) while generating partial scram-

ble. The embedding process uses the parity of integers. AC coefficients are doubled

and 1 bit of audio data is added. Partial scramble performs operations on DC and AC

components. In DC component operation, MacroBlock-inner DC shuffle is performed.

A shuffle table is prepared in advance, and the DC coefficients within the MacroBlock

are exchanged according to the shuffle table. In AC component operation, sign inver-

sion is performed to suppress the increase in file size. Experiments were conducted

to measure the difference between the reconstructed video and audio and the original

video and audio using MSE, and it was confirmed that both video and audio data could

be reconstructed. In addition, experiments were conducted to measure the degree of

degradation of the video of the sample video against the original video using PSNR and

SSIM, and it was confirmed that the degree of degradation was appropriate. Finally,

an experiment was conducted to measure the increase in file size of the sample video

against the original video, and it was shown that the file size was reduced.

As Method 2, I propose a data hiding method that reduces the size of video data.

From the video compression algorithm, it is known that an increase in the absolute

value of the AC coefficient leads directly to an increase in the size of the video file.
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Conventional data hiding methods that target AC coefficients cannot avoid increasing

the absolute value of AC coefficients without a composite key. However, this study has

realized a method that does not increase the absolute value of AC coefficients without

a composite key by performing reverse operations on positive and negative AC coef-

ficients based on the least significant bit replacement method, and further by avoiding

zero coefficients. In addition, it has resilience to embedding detection by maintaining

the Laplacian distribution of AC coefficients. Thismethod can be applied as steganogra-

phy, and multimedia enrichment. If combined with techniques that enhance robustness,

it also has the potential to be applied as electronic watermarking. Experiments were

conducted to measure the difference between the extracted data and the embedded data

using MSE, and it was confirmed that the embedded data could be fully reconstructed.

In addition, experiments were conducted to measure the degree of degradation of the

video using PSNR and SSIM, and it was shown that the quality of the video could be

maintained at a high level since the degree of degradation was 35 dB or more in PSNR

and 0.98 or more in SSIM. Finally, an experiment was conducted to measure the in-

crease in file size of the processed video against the original video, and it was shown

that the file size was reduced in all cases.

The two proposed methods have different purposes, but both have made new con-

tributions to data reduction in the field of data hiding.
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