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Abstract Recently, the number of malwares using abnormal DNS communication has been increasing. The PC infected in such
malware sends DNS queries non-via DNS full resolver (direct outbound DNS query) in organization network. In our previous
research, we analyzed NS records and the corresponding A records and stored them in DNS RPZ in order to detect and block
the direct outbound DNS queries. However, our system had difficulty in being deployed in a large-scale network environment,
since it took more than 40 minutes to register the NS records and the corresponding A records in the RPZ. Therefore, in this
paper, we focus on shortening the processing time of registration in the RPZ. We implement the method to analyze the DNS
traffic faster than the previous system, and construct the detection and blocking system using RPZ. Moreover, we consider the
deployment of our system in real network environment.

Keywords Abnormal communication, DNS, RPZ, SDN, Network management.
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