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Figure 1: Overview of the experiment examining effectiveness of a graph-based prompt expansion

Abstract

In this paper we present results of our experiments investigating
if an expert knowledge graph can improve Large Language Mod-
els accuracy in predicting correct answer labels and regulations
related to the topic of security export control. As the lack of re-
lated data prevents machine-learning or fine-tuning approaches,
we implement prompt expansion by searching most relevant nodes
of the graph and adding the expanded context to the prompt. Re-
sults of our experiments show that the addition improved answer
type selection but clearly hamper the capability of finding a correct
regulation category.

CCS Concepts

« Information systems — Information retrieval; Expert sys-
tems; « Applied computing — Law.
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1 Introduction

Export control regulations play a crucial role in international trade
and national security. These regulations govern the transfer of sen-
sitive goods, technologies, and information across borders, ensuring
that potentially dangerous items do not fall into the wrong hands.
However, navigating the complex landscape of security export
control regulations presents significant challenges for businesses,
researchers, and government agencies alike. One of the primary
difficulties in understanding and complying with export control
regulations stems from the distributed nature of controlled item
descriptions. Often, a single controlled item or technology may be
described across multiple paragraphs in different categories within
the regulatory documents. This fragmentation makes it challenging
for stakeholders to gain a comprehensive understanding of the regu-
lations applicable to their specific items or activities. Consequently,
there is a pressing need for more effective and efficient methods to
search, interpret, and apply these regulations.
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As we confirmed in our previous experiments [11] Large Lan-
guage Models (LLMs) are prone to various problems such as hallu-
cinations, also in very specific areas of expert knowledge. Retrieval
Augmented Generation (RAG)[2], originally proposed in 2001 [6], is
one of the methods which aims to mitigate these issues by ground-
ing LLM outputs in relevant, factual information. RAG combines the
power of large language models with information retrieval systems,
allowing for more accurate and contextually relevant responses.
In the context of export control regulations, RAG can significantly
enhance the search and interpretation process by retrieving perti-
nent regulatory information and using it to generate accurate and
comprehensive answers to specific queries.

To investigate if RAG can help in our task which tackles a narrow
domain and Japanese language, we created an ontology of over 7,000
nodes and performed a preliminary experiments to determine if a
graph-based addition could help in improving performance of our
security export control-related dialog system which algorithm could
be supported by LLMs without losing credibility due to incorrectly
generated information.

2 Related Work

As mentioned in the introduction, traditional RAG approaches have
became popular over last few years )[2] but may still struggle with
the interconnected and distributed nature of export control regu-
lations. This is where graph-based RAG systems come into play
[1, 3, 5,7, 12, 14]. By representing the regulatory information as
a graph, these systems can capture the complex relationships be-
tween different items, technologies, and regulatory categories. The
literature suggests that graph-based RAG offers several advantages
in this domain.

o Contextual understanding: Graphs can represent the hierar-
chical and cross-referential structure of regulations, allowing
for a more nuanced understanding of how different parts of
the regulations relate to each other.

e Improved retrieval: Graph-based retrieval can leverage the
connections between different regulatory elements to find
relevant information that might be missed by traditional
keyword-based searches.

o Holistic interpretation: By traversing the graph, these sys-
tems can provide a more comprehensive view of the reg-
ulations applicable to a specific item or technology, even
when the relevant information is scattered across multiple
sections.

e Dynamic updates: As regulations change, graph structures
can be easily updated to reflect new connections or modifica-
tions, ensuring that the system remains current and accurate.

When it comes to security export control as a topic of natural
language processing, our work is rather isolated [9-11]. However,
there is a vast range of studies dealing with RAGs, graph knowledge
and highly specialized domains like medicine [8] or law [13]. The
main difference between our task and others, is that the graph data
is relatively small and there is no data that could be used by classical
machine-learning data (especially in Japanese language).
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3 Graph Data Creation

To ensure the quality of our ontology, we have created the nodes
half manually by collecting data from openly available sources and
the following relation categories were used. Statistical information
about the graph are given in Table 1. and Figure 2.

e HasContent: This relation indicates that a regulation spec-
ified by number (subject) contains specific text (object) de-
scribing details related to certain controlled items or tech-
nologies. It is used to identify the contents or specifications
detailed in the regulatory text and linking knowledge via
connections to the same regulation. The regulation texts
are provided by Japanese government in XML format. An
example entry is “Article 8, Paragraph 1, Item 9 (iv) of the Or-
dinance on Cargo and Related Matters” HasContent “Shortest
vector or closest vector problem related to lattices” (trans-
lated from Japanese).

HasFullText: This relation indicates the main part of a given

regulation. Both HasFullText and HasSubText are combined

in the HasContent category. The division was made to al-
low more precise linking for cases when a broader or more
detailed explanations are required by our dialog system.

e HasSubText: This relation denotes the additional text or
supplementary information related to the main content. It
might include elaborations, explanations, or examples that
provide further context to the primary regulations.

¢ SynonymOf: This relation is used to link terms or phrases
that are considered equivalent in the context of export con-
trol regulations. It helps in mapping different terminologies
that refer to the same concept or item. The glossary we uti-
lized is provided by the government as well. An example is
“CPU”, SynonymOf, “Multi Chip Module (MCM)”.

e DefinedAs: This relation specifies that a term or item is
explicitly defined in the context of the regulations. It provides
a clarification as standard definitions are often different form
the ones in export control context. A translated example is
“Closure part” DefinedAs “A part that is movable to control
the fluid and functions as a closure during valve closure.”.
This part is not included into XML files and was extracted
from the official Excel file.

e MentionedIn: This relation shows that a particular term

from glossary is referenced within a regulation. It helps in

identifying where specific items or concepts are discussed
or cited across different regulatory texts.

BelongsToCategory: This relation categorizes a term or

item into a specific classification within security export con-

trol regulations. There are 15 topic categories under security
export control [9]: (1) Arms, (2) Nuclear Power, (3) Chemi-
cal Weapons, (3-2), Biological Weapons (4) Missiles, (5) Ad-
vanced Mate- rials, (6) Material Processing, (7) Electronics,

(8) High Performance Computers, (9) Telecommunication,

(10) Sensors, (11) Navigation Systems, (12) Oceanic Tech-

nologies, (13) Propulsion Devices, (14) Other Technologies

and (15) Sensitive Items. The glossary terms were searched
through the regulation text and the category was decided by
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the related regulation number provided by XML file. “Triiso-
propyl phosphite” BelongsToCategory “Chemical Weapons”
is an example entry.

It should be noted that BelongsToCategory numbers play impor-
tant role in the regulation category prediction task.

Relation Type Count Subjects Objects
HasContent 3,085 17.32 48.77
SynonymOf 720 7.85 7.85
DefinedAs 721 15.97 79.56
HasSubText 219 15.11 554.86
HasFullText 580 14.95 251.67
MentionedIn 1,712 14.85 12.01
BelongsToCategory 559 8.67 3.89

Table 1: Number of relations and average lengths of subjects
and objects of graph triples

4 Method Used in Experiments

We developed a simple graph-based Retrieval-Augmented Gener-
ation (RAG) algorithm inspired by GraphRAG to perform experi-
ments with classification of security export control questions from
a previously developed QA dataset [10]. This system combines a
knowledge graph representation of export control regulations with
state-of-the-art language models to provide accurate and context-
aware responses to classification queries.

4.1 Knowledge Graph Construction

The system begins by constructing a directed graph from a set of
triples representing export control concepts and their relationships
described in the previous section. Each triple consists of a subject,
predicate, and object. The graph is built using the NetworkX li-
brary!, with nodes representing concepts and edges representing
relationships between them. To ensure comprehensive coverage of
relationships, we implement bidirectional connections by adding
both the original edge and its inverse for each triple.

4.2 Semantic Embedding and Indexing

To enable efficient semantic search, we employ the Sentence Trans-
formers model all-MiniLM-L6-v2? to generate embeddings for each
node in the graph. These embeddings should capture the semantic
meaning of the concepts represented by the nodes. We then use the
FAISS [4] library to create an index of these embeddings, allowing
for rapid similarity-based retrieval.

4.3 Query Processing and Context Retrieval
When a query is received, the system performs the following steps:

(1) Encodes the query using the same Sentence Transformer
model.

(2) Uses the FAISS index to find the k most semantically similar
nodes to the query.

https://networkx.org
Zhttps://huggingface.co/sentence-transformers/all- MiniLM-L6-v2
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Figure 2: Statistical Data Visualization

(3) For each similar node, retrieves its neighbors and the rela-
tionships (edges) connecting them.

(4) Constructs a context string that includes the relevant nodes,
their neighbors, and the relationships between them.

4.4 Utilized Language Models

First, we have experimented with various open-source models>
but the lack of efficient GPUs or small size of some of the models
prevented us from achieving comparable results. For that reason,
before further experiments with free models, we integrated three

3elyza/Llama-3-ELYZA-JP-8B, cyberagent/open-calm-small, tokyotech-1lm/Swallow-
7b-instruct-hf, matsuo-lab/weblab-10b-instruction-sft, stabilityai/japanese-stablelm-
instruct-alpha-7b, stabilityai/japanese-stablelm-instruct-gamma-7b, 1lm-jp/llm-jp-
13b-instruct-full-jaster-v1.0llm-jp/llm-jp-13b-v1.0, elyza/ELYZA-japanese-Llama-2-7b-
instruct, cyberagent/open-calm-7b, cyberagent/calm3-22b-chat
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advanced language models provided by OpenAl into our system
to generate responses based on the retrieved context (and without
it): gpt-3.5-turbo-0125, gpt-4-0125-preview and gpt-4o-mini. These
models are accessed via OpenAl AP, the code is written in Python.

4.5 Prompts and Question Answering

We investigate two capabilities of the models, given a question,
one is to guess a type of answer and second is to list all related
regulation categories. Two key prompts are used in the system,
translated here from Japanese to English:

(1) Answer Type Classification Prompt: "The following is a ques-
tion about export control. Please choose one of the following
options that best fits the answer: Applicable, Not Applicable,
Requires Confirmation, Other. Question: ’question’ Answer:"

(2) Regulation Identification Prompt: "The following is a ques-
tion about export control. Please display all relevant items
from the Combined Matrix* in Python list format. If not
directly related to the Combined Matrix, display "NA’. For
example, ['5°], ['1’, ’3-2’, ’15’], or 'NA’]. The Combined Ma-
trix table divides regulated goods and technologies into item
numbers (1-15) of the Export Trade Control Order Appendix
1 and Foreign Exchange Order Appendix. It is a list of provi-
sions from government ordinances, ministerial ordinances,
notices, etc.: 1 (Weapons), 2 (Nuclear), 3 (Chemical Weapons),
3-2 (Biological Weapons), 4 (Missiles), 5 (Advanced Materi-
als), 6 (Material Processing), 7 (Electronics), 8 (Computers),
9 (Communications), 10 (Sensors), 11 (Navigation Equip-
ment), 12 (Marine-related), 13 (Propulsion Devices), 14 (Mis-
cellaneous), 15 (Sensitive Items). Please create a list of item
numbers only. Using category name words is prohibited.
Question: 'question’ Answer:"

For each query, the system generates responses to both prompts
using the chosen language model. The responses are then processed
to extract the predicted answer type and the relevant regulation
items. There are two types of prompts — one is just a question, one
is a combination of context retrieved by SentenceBERT with the
question.

4.6 Evaluation Metrics

To assess the performance of our system, we implement two pri-
mary evaluation metrics:

(1) Answer Type Prediction Accuracy: This measures the per-
centage of correctly predicted answer types compared to
human-labeled gold standard answers.

(2) Regulation Prediction Agreement: We calculate an agree-
ment score based on the F1 score between the predicted
regulation items and the human-annotated gold standard.
This score considers both precision and recall in the pre-
diction of relevant regulation items. We have noticed that
prompting model to output a python list of regulation num-
bers not only simplifies the calculation but also forces it to
keep the required, mostly numeric, format.

4Combined Matrix (gattai matorikusu) is a popular expression describing the set of
security export control regulations in Japan.
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These metrics allow us to quantitatively compare the perfor-
mance of different language models and assess the overall effective-
ness of our graph-based RAG system.

5 Experiments and Results

We have used all for models to answer 116 questions from the
dataset. An example question is (translated) “There is a laser mod-
ule consisting of three stacked single semiconductor laser bars, each
with an oscillation wavelength of 680 nanometers and an average
output of 60 watts, resulting in a total average output of 180 watts
and an average output density of 600 watts per square centimeter.
According to Item 10, Paragraph (8) <Ordinance Article 9, Item 10,
Sub-item (ii) 3>, which regulates devices with an average output
exceeding 100 watts, does this laser module fall under the regula-
tion?”. All questions are labelled with all regulation numbers (if not
applicable "NA" label is given) and four answer types: Applicable,
Not Applicable, Requires Confirmation and Other. As mentioned be-
fore, all questions are repeated with graph-based knowledge and
without it. The results are shown in Tables 2 and 3.

Table 2: Answer Type Prediction (accuracy)

Model With Graph Without Graph
gpt-3.5-turbo-0125 33.62 11.21
gpt-40-mini 11.21 5.17
gpt-4-0125-preview 17.24 12.93

Table 3: Regulation Number Prediction (f-score)

Model With Graph  Without Graph
gpt-3.5-turbo-0125 26.14 36.77
gpt-40-mini 33.44 39.31
gpt-4-0125-preview 40.56 43.01

6 Discussion

Overall accuracy of all models was low for both models. Context
addition for Answer Type prediction task substantially improved
the results but it had an opposite effect on Regulation Number
prediction task. All models were confused by additional information
which raise a question about correctness of context generation,
which will be our future work.

We could not confirm higher scores achieved for Answer Type
by [11] - 31.0% for gpt-3.5 and 50.0% for gpt-4, however the direct
comparison cannot be made as we used slightly different versions
of both models and asked more questions. Nevertheless, this dis-
crepancy suggest a need for repeating experiments few times and
experimenting with parameters®.

Although BelongsToCategory should link the keyword terms to
the correct regulations, it is surprising that the knowledge is not
utilized well in this case suggesting that the conversion from the

5In our experiments we used max_tokens=62, n=1, stop=None, temperature=0.01, and
system role was set “you are an export control specialist”.
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regulation numbers to category numbers was difficult for all tested
models.

7 Conclusion and Future Work

Our study on graph-based Retrieval-Augmented Generation (RAG)
systems for export control classification revealed several key in-
sights. Overall accuracy for both Answer Type and Regulation
Number prediction tasks was lower than expected across all tested
models. Notably, context addition improved Answer Type predic-
tion but negatively impacted Regulation Number prediction, high-
lighting the complexity of knowledge integration in this domain.

We observed challenges in model utilization of structured knowl-
edge, particularly in converting regulation numbers to category
numbers. These findings, along with discrepancies from previous
studies, underscore the need for robust, reproducible experiments
in this field.

Future work should focus on a) optimizing context generation
and testing other knowledge integration techniques; b) enhancing
experimental robustness and reproducibility; c) developing task-
specific model adaptations and more nuanced evaluation metrics.
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Graph Visualization of Subjects and Objects
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Figure 3: Part of the created ontology (limited to 4-character words) in original Japanese
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