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Preface

This thesis aims to achieve comprehensive privacy protection for communica-
tions in the Domain Name System (DNS), an essential service in the modern

Internet environment.

While existing encryption protocols (DoT, DoH, and DoQ) have made great
progress in encrypting communications between end devices and DNS full-
service resolvers, current research has not adequately addressed the protection
of institutional privacy. The communication path between DNS full-service
resolvers and authoritative DNS servers remains unencrypted, leaving sig-
nificant vulnerabilities. This situation indicates that institutional privacy is

effectively unprotected in the current Internet infrastructure.

Institutional privacy may include query data about sensitive activities that
are kept private or political activities related to ideological or value-based
activities. If such sensitive activities were exposed through traffic analysis,
it could lead to a significant decline in public trust and serious reputational
damage. Furthermore, the leakage of such information could adversely affect

an institution’s strategic confidentiality and public image.

This study looks at a privacy problem: current standards (RFC 9461 and

RFC 9539) always have some unprotected data transfer when finding protocols

il



that can encrypt data.

To fix these related things, this study puts forward two ways to allow DNS
encryption across the entire path. First, it makes use of the DoH request path.
This creates a way for resolvers to show the privacy choice of devices, whether
they want privacy or compatibility more. Second, it introduces a way to put
encryption protocol details, which supported by authoritative DNS servers,
into NS records. This allows safe and quick protocol finding without using

unprotected data transfer.

Chapter 1 explains why this study was done and the problems it addresses.
It focuses on the continuing privacy risks on unprotected DNS routes. Chapter
2 provides an overview of studies on privacy for both end-users and orga-
nizations. It points out the limits of current standard specifications (RFC
9461 and RFC 9539), specifies that unencrypted data transfer happens when
finding protocols, and user choice is not reflected in protocol choice. Chapter
3 describes the design and test version of a Full-DoH setup. It shows that
good performance is possible and finds that checking certificates uses the
most performance resources. Chapter 4 proposes an extended framework
that shares protocol information through NS records, and shows that superior
name resolution performance can be achieved while maintaining privacy, in
comparison with RFC 9461. Chapter 5 concludes that the proposed setup
gets past the limits of present methods, allowing steady privacy protection
during the DNS resolution process. It also talks about problems for the future,

like protecting communication header details such as Server Name Indication

(SNII).
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The results of this study represent an important step toward realizing
comprehensive privacy protection in DNS communication, and are expected

to contribute to improving the security and reliability of the Internet.
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Chapter 1

Introduction

1.1 Background and Objective in this study

The Internet was not originally designed with the expectation that it would
evolve into a critical social infrastructure as it is today. Rather, it was conceived
as an experimental network that prioritized interoperability and availability
among a limited community of users. In its early design, the foremost objec-
tive was to enable flexible interconnection among multiple networks and to
support large-scale communication services. Consequently, security require-
ments such as the confidentiality of transmitted data and user authentication

were not incorporated into the fundamental design principles.

The suite of Internet protocols developed under this design philosophy
implicitly assumed that the nodes along the communication path were trust-
worthy and adopted an architecture that emphasized reachability and fault
tolerance. As a result, data were generally transmitted in plaintext, creating
conditions under which third parties positioned along the communication

path could technically obtain the contents of communications with relative



ease. While these characteristics did not pose significant concerns in restricted
usage environments such as research institutions and government agencies,
they became serious security challenges with the commercialization of the

Internet and the rapid expansion of its user base.

By approximately the year 2000, standards had been developed to provide
protection for the contents of web pages and electronic mail against inspection
by third parties located along the communication path. In contrast, DNS
communications used for domain name resolution were not protected by

encryption until relatively recently.

This state of affairs may be attributable to multiple factors. These include
the perception that DNS data functioned primarily as publicly accessible com-
munication metadata, as well as concerns that the application of encryption
could introduce additional communication latency, potentially leading to a

degradation in the user experience of Internet services.

However, this situation began to change in 2013, when large-scale surveil-
lance activities were revealed by a former National Security Agency (NSA)
contractor, Edward Snowden [1]. This revelation prompted the Internet Engi-
neering Task Force (IETF) to formally recognize the protection of communica-

tion privacy as an urgent and critical issue [2].

In this study, I focus on the Domain Name System (DNS), which constitutes
a fundamental component of privacy in Internet communications, and propose

a framework for protecting institutional privacy within DNS.

A significant degree of user activity on the Internet can be identified simply



by monitoring cleartext DNS traffic [2][3]. There is a risk that users” communi-
cation records may be collected without their informed consent for purposes
ranging from national security and commercial interests (e.g., advertising
and marketing) to the facilitation or preparation of cybercriminal activities
[4]. To mitigate these privacy risks, several encrypted DNS protocols have
been developed and standardized, such as DNS over TLS (DoT) [5] and DNS
over HTTPS (DoH) [6], collectively known as DNS over QUIC (DoQ) [7].
These protocols protect the communication between the end-user and the
DNS full-service resolver during DNS resolution using encryption; however,
communication between the DNS full-service resolver and the authoritative

DNS server remains unprotected.

This unencrypted segment exposes not only the traffic itself but also poses
a critical threat to “Institutional Privacy.” Since DNS full-service resolvers are
often deployed and operated within specific institutions (e.g., universities,
corporations, or ISPs), analyzing the aggregate queries from these resolvers
allows observers to infer the institution’s internal activities and interests.
If sensitive categories of information regarding an institution’s activities are
leaked through these unprotected channels, the institution may face significant
threats, including the loss of social trust. Therefore, a truly comprehensive
privacy solution requires protection for the entire DNS resolution path to

safeguard both end-user and institutional privacy.

Specifically, I aim to demonstrate the feasibility of extending encryption to
the communication channel between the DNS full-service resolver and the au-

thoritative DNS server. This will be achieved through the implementation and



subsequent performance evaluation of a prototype system, thereby proving
that the proposed architecture can secure the unsecured segment of the DNS
resolution. Furthermore, to achieve a flexible and optimized balance between
privacy, performance, and functionality, this architecture will integrate the

concept of end-user intent.

The architecture proposes a two-step approach to securing and optimiz-
ing DNS resolution. The initial step involves the extension of DoH to fully
encrypt the entire DNS resolution path, including the critical communication
channel between the DNS full-service resolver and the authoritative DNS
server. Furthermore, by integrating the concept of end-user intent, this design
will enable the flexible provision of services, achieving an optimized balance
between privacy and performance. The second step addresses the critical
need for compatibility and privacy by introducing a mechanism where the
encryption protocol supported by the delegated authoritative DNS server
is designated as a prefix within the NS record. This innovative signaling
method allows for the secure negotiation of communication protocols, thereby
ensuring the realization of both backward compatibility and comprehensive
privacy protection for the DNS communication without reliance on plaintext

signaling.

1.2 Overview of this thesis

This study focuses on the DNS, which serves as the entry point for Inter-
net use, and aims to realize a communication infrastructure that is resilient

to surveillance and censorship. While DNS is indispensable for identifying



Research Objective
To achieve resistance to surveillance and censorship in the Domain Name
System (DNS), which serves as the starting point for Internet use.

Traditional Design of Internet Communications

Privacy Protection Challengesin the Internet

< Chapter 2>

Existing Protection Standards for DNS

Comprehensive Protection of Web Access Communication Paths Including Name Resolution
Proposal and Evaluation of Name Resolution Methods Adaptable to Societal

f !

Chapter 4

Comprehensive Encryption of Maintaining Compatibility with Existing System¢
DNS Communications Discovery Mechanisms for the Proposed System|

Figure 1.1: The relationship between the objectives of this study and the individual
chapters.

communication endpoints, its traffic and operational behavior are particu-
larly susceptible to observation and control, making it a primary focal point
for privacy violations and information control. This study addresses these
structural challenges by examining comprehensive solutions from a technical

perspective.

Figure 1.1 illustrates the relationship between the objectives of this study
and the individual chapters. Chapter 1 provides an overview of the con-
ventional design of Internet communications, with particular emphasis on
privacy protection challenges in the name resolution process, including DNS.
In Chapter 2, I present an overview of DNS protocols designed for privacy
protection and summarize related studies from several perspectives relevant
to this dissertation. First, I survey prior research on privacy protection in DNS

communications and clarify the limitations inherent in existing approaches.
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In particular, I identify two research gaps addressed in this dissertation: (i) the
absence of an established method for appropriately reflecting user intent in
communications between DNS full-service resolvers and authoritative DNS
servers, and (ii) the insufficient exploration of methods for securely identify-
ing the encryption protocols supported by authoritative DNS servers without
relying on plaintext information. In Chapter 3, I address the first issue by
describing a query mechanism that conveys user intent to authoritative DNS
servers. Subsequently, in Chapter 4, I extend the method proposed in Chapter
3 and introduce a framework for securely determining the encryption scheme
supported by authoritative DNS servers while preserving compatibility with
existing DNS communication protocols. I then demonstrate the effectiveness
of the proposed framework through an evaluation using a prototype system.
Chapter 5 presents a summary of the study and discusses directions for future

work.

Through this overall structure, this study seeks to redesign the protection
of communication paths for web access as a whole, including DNS, and to
propose name resolution mechanisms that can be adapted to diverse societal
requirements. In doing so, it aims to provide foundational insights toward the
development of next-generation Internet infrastructure that reconciles privacy

protection with freedom of information access.



Chapter 2

Privacy Protection on the Internet
and Related Technologies

Lately, the focus on communication encryption and privacy has shifted from
a mere technical hurdle to a critical societal imperative. This transition was
largely catalyzed by Edward Snowden’s 2013 revelations, which exposed the
reality of state-sponsored mass surveillance [1]. These events fundamentally
shook global confidence in internet confidentiality and forced a re-evaluation

of user privacy.

This shift profoundly impacted the IETE. Moving beyond traditional mod-
els, the community reached a pivotal consensus in RFC 7258, formally classify-
ing pervasive monitoring as a protocol-level attack [2]. This mandate has since
accelerated the integration of encryption into core standards, most notably

within the DNS infrastructure.

In this chapter, Section 2.1 details end-user protections in DNS. Section 2.2
addresses institutional privacy. Section 2.3 introduces the issues in existing

standardization and the goals that this study aims to achieve.



2.1 End-User Privacy Protection

Encryption of communication is an effective measure to protect end-user

privacy. The IETF has standardized DoT, DoH, and DoQ.

However, from a privacy protection perspective, DoT, DoH, and DoQ,
which have been standardized by the IETF, still have unresolved issues. While
encryption conceals the domain names included in name resolution queries,
these protocols rely on Transport Layer Security (TLS) [8] for encryption. As a
result, Server Name Indication (SNI) [9], which contains information about
the destination server, is transmitted in plain text, making it susceptible to
eavesdropping along the communication path. To address this issue, the IETF
has published the Encrypted Client Hello (ECH) draft to protect against SNI
leakage [10].

Another privacy-related issue is the potential privacy infringement of
end-users by DNS full-service resolver administrators. While encryption
ensures privacy protection along the communication path, DNS full-service re-
solvers—such as those operated by ISPs or publicly available resolvers—receive
both the source IP address and the queried domain name together. This re-
quires end-users to trust that resolver administrators will not misuse their
privacy. To mitigate this issue, the IETF has standardized Oblivious DNS over
HTTPS (ODoH) [11]. ODoH enhances privacy by using an encrypted DNS
query and a proxy that prevents the DNS full-service resolver from seeing
the client’s IP address. The encrypted query is only readable by the DNS

tull-service resolver, not the proxy.



2.2 Institutional Privacy Protection

Communication between DNS full-service resolvers and authoritative DNS
servers uses the DNS full-service resolver’s IP address as the source IP, thereby
concealing the source IP address of the end-terminal. As a result, it may appear
that end-users have no privacy concerns. However, DNS full-service resolvers
are sometimes deployed and operated within institutions, posing a risk that an
observer could infer an institution’s activities based on its DNS queries. Imana
et al. defined this risk as institutional privacy risks [12]. To address the needs
of users seeking protection for institutional privacy, the IETF has standardized
methods for encrypting communication between DNS full-service resolvers

and authoritative DNS servers.

The IETF DNS PRIVate Exchange (DPRIVE) working group has standard-
ized DNS Query Name Minimisation to Improve Privacy (RFC7816) [13] and
RFC 9539.

RFC 7816 mitigates privacy leakage by narrowing down the fully qualified
domain name (FQDN), traditionally included in name resolution queries sent
by DNS full-service resolvers to authoritative DNS servers, to the minimum
necessary domain name. However, since this standard permits communica-
tion in plain text, an issue remains wherein privacy information may still be
exposed if a malicious third party exists along the communication path.

RFC 9539 addresses the issue in RFC 7816 by employing encryption to

secure the communication. In RFC 9539, a DNS full-service resolver simulta-

neously sends queries to an authoritative DNS server over both plain text and



either DoT or DoQ. If a response is received over DoT or DoQ, encryption is

maintained for the duration of the session.

The IETF Adaptive DNS Discovery (ADD) Working Group has standard-
ized the RFC 9461. RFC 9461 specifies a mechanism by which the end-terminal
and DNS full-service resolver can discover servers capable of encrypted com-
munication by querying DNS Service Bindings (SVCB) [14] records before
standard name resolution. This allows the end-terminal and DNS full-service
resolver to determine whether a server supports encrypted protocols such as

DoH, DoT, or DoQ and to select the appropriate protocol accordingly.

By adopting RFC 9461, end-terminals can automatically use an appropriate
encryption protocol even in environments such as public Wi-Fi or corporate
networks where DoH or DoT endpoints have not been pre-configured. Addi-
tionally, DNS full-service resolvers can verify the encryption protocols offered
by authoritative DNS servers and dynamically encrypt communications as

needed. Encrypting all DNS traffic enhances the protection of our privacy.

RFC 9539 and RFC 9461 enable DNS full-service resolvers to discover the
encryption protocols supported by authoritative DNS servers and initiate en-
crypted communication, thereby protecting the privacy information contained
in DNS messages. However, issues remain with these protocols.The following

section provides a detailed explanation of this issue.
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2.3 Issues in Standardized Specifications

RFC 9461 enables the retrieval of supported encryption protocols by resolving
SVCB records. One of the primary issues in applying RFC 9461 to commu-
nication between DNS full-service resolvers and authoritative DNS servers
is that the name resolution process for SVCB records, which are necessary
for discovering supported encryption protocols, is conducted in plaintext.
DNS full-service resolvers utilize the information obtained from these SVCB
records to identify the encryption protocols supported by authoritative DNS

servers, enabling the establishment of secure and encrypted communication.

Compared to encrypted communication, plaintext communication is in-
herently less secure; an attacker located along the communication path may
intercept the query and return a forged response. If a DNS full-service re-
solver fails to validate responses using DNSSEC and communicates with
an attacker-controlled endpoint specified in a forged SVCB record, sensitive

privacy information may be exposed.

RFC 9539 offers strong compatibility, enabling encrypted communication
between DNS full-service resolvers and authoritative DNS servers without re-
quiring significant modifications to existing infrastructure. However, in order
to discover whether encryption is supported, it is necessary to actually initiate
encrypted communication. As a result, requests sent to authoritative servers
that do not support encryption are counted as unnecessary traffic. Moreover,
if encrypted and plaintext communications are conducted simultaneously to

ensure compatibility, this may lead to the leakage of privacy information.

11



To address the challenges discussed above, this study realizes two key
components. First, encryption is implemented across all stages of the DNS
path. Second, new mechanisms are developed to discover encrypted-capable

servers without compromising compatibility with existing infrastructure.

By integrating these two aspects, the study ensures that communications
remain encrypted from the initial DNS resolution through to the final web
access. This approach establishes comprehensive full-path privacy protection.
Ultimately, it strengthens resilience against surveillance and censorship across

the entire communication process.

12



Chapter 3

A Framework for Institutional
Privacy Considered Full DNS over
HTTPS Architecture’

3.1 Introduction

Nowadays, most Internet access relies on DNS, which has become one of
the indispensable Internet services. As is well-known, DNS queries for do-
main name resolution contain the source IP address and the domain name of
the destination server, such as web and mail servers. The DNS communica-
tion mechanism standardized in the early days did not consider encryption
[16]. Moreover, DNS communications may cross multiple Internet Service
Providers and national borders so that it is technically possible to intercept
them along the way. Accordingly, the challenge is that user privacy may not

be adequately protected if DNS communication is monitored extensively [2].

To mitigate these immediate privacy risks on the end-user side, several

IThis chapter is based on “A Framework for Institutional Privacy Considered Full DNS
over HTTPS Architecture” [15], by the same author, © 2025 IEEE.
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www.example.com A ?
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End | mail.example.com MX ? | full-service » | authoritative
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< www.example.com A ?
mail.example.com MX 7: authoritative
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l J l J
Source client Source DNS full-service resolver
End user privacy Institutional privacy

Figure 3.1: End-user privacy and institutional privacy in DNS communication.

encrypted DNS protocols have been developed and standardized, such as DoT,
DoH and DoQ. These protocols successfully prevent on-path eavesdropping
on the DNS queries traveling between the end-terminal and the DNS full-

service resolver.

Figure 3.1 illustrates the difference between user privacy and institutional
privacy in DNS communication. User privacy is involved in the DNS com-
munication between the end-terminal and DNS full-service resolver because
the source IP address of the end-terminal can be disclosed. On the other hand,
the DNS queries from a DNS full-service resolver to an authoritative DNS
server have not been considered a privacy risk because the source IP address
of the DNS queries belongs to the DNS full-service resolver. However, in
recent years, there have been reports of specific techniques for identifying the
privacy of previously unknown institutions by analyzing the logs of authorita-
tive DNS servers [12]. If sensitive categories of information (such as religion,

political activities, etc.) are leaked from DNS communication, the institution

14



may be exposed to loss of confidence threats.

One of the countermeasures for institutional privacy leakage is Query
Name Minimization (Q-min), which has been standardized to mitigate the risk
of privacy leakage between DNS full-service resolver and authoritative DNS
servers [17]. Q-min enhances privacy protection by restricting domain name
information sent to authoritative DNS servers. However, Q-min has the risk of
privacy invasion by attackers and is insufficient as a countermeasure. Unilat-
eral Opportunistic Deployment of Encrypted Recursive-to-Authoritative DNS
(RFC 9539), are also incomplete in protecting privacy information since they
transmit plaintext. Therefore, to ensure complete DNS privacy protection, it is

necessary to encrypt all DNS traffic during the whole domain name resolution.

In what follows, I propose a domain name resolution framework for in-
stitutional privacy, which achieves encrypted communications entirely. In
the proposed framework, in addition to the communication between an end-
terminal and a DNS full-service resolver, the communication between a DNS
tull-service resolver and an authoritative DNS server will also be encrypted
using DoH. This complements the current standardized DNS protocols and

provides further privacy preservation for users.

3.2 Conceptual Design for the Full-DoH DNS Ar-
chitecture

This section will outline the conceptual design for the Full-DoH DNS Archi-
tecture and explain why I have chosen DoH as my method of encrypting

DNS.

15
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(3) Server fail Or Fallback to plaintext

Figure 3.2: Encrypt all DNS communication.

I aim to achieve the following two requirements.

¢ Protect all communications through encryption.

* Enable the incorporation of end-users’ preferences into Institutional

privacy protection.

In DNS, institutional privacy protection can be achieved by encrypting

communication between the DNS full-service resolver and authoritative DNS
servers. However, due to the incompatibility between encrypted DNS proto-

cols and plaintext protocols, design considerations that address both privacy

protection and compatibility are essential.

RFC 9539 addresses this issue by allowing the DNS full-service resolver

to send both encrypted (DoT, DoQ) and plaintext (UDP) protocols simulta-
neously to the authoritative DNS server, thereby resolving the compatibility
problem. However, this approach presents a significant issue, as it fails to

reflect the preferences of end-users who prioritize institutional privacy protec-

tion.

Consider an end-user who wishes to ensure privacy protection in their

16



communication from the end-terminal to the authoritative DNS server. In case
the DNS full-service resolver fails to establish encrypted communication with
the authoritative DNS server, they would prefer a different approach. Instead
of prioritizing name resolution and falling back to plaintext communication, a
server failure response should be sent to them. Figure 3.2 depicts the specific

communication scenarios.

(1) End-users who expect complete privacy protection engage in encrypted

communication with a DNS full-service resolver.

(2) The DNS full-service resolver attempted encrypted communication with

the authoritative DNS server, but the communication failed.

(3) At this point, the DNS full-service resolver must decide whether to notify
the end-terminal of the name resolution failure or make an inquiry to

the authoritative DNS server in plaintext communication.

In such a case, it should not be left to the DNS full-service resolver to
independently decide on falling back to plaintext communication. In a case
where end-users seek complete privacy protection, there is a risk of privacy
information being intercepted and leaked if the DNS full-service resolver
unilaterally falls back to plaintext communication. Conversely, if compatibility
is prioritized over privacy protection, the resolver should be able to fall back

to plaintext communication with the authoritative DNS server.

To address this issue, I have chosen DoH as my method to encrypt all DNS
communications while also reflecting the will of the end-users. DoH allows

for communication where the request path can instruct the behavior of the
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Figure 3.3: Switching behavior based on request path.

destination server software.

Figure 3.3 illustrates the concept of a DNS query using the request path of
DoH. Specifically, the resolver can offer two endpoints: dns-full-encryption,
which does not engage in plaintext communication at all, thus accommo-
dating the user’s preference, and dns-udp-compatibility, which prioritizes

compatibility and falls back to plaintext communication.

When the DNS full-service resolver uses DoH, it can receive the end-user’s
intent as part of the request path to the endpoint. In general, the string ‘dns-
query’ is used in the request path, but the RFC8484 for DoH is designed to

allow for changes in the request path to accommodate future extensions [6].

In the case of RFC 9539, multiple destination addresses are required to
reflect the preferences of end-users. For example, in the case of DoT or DoQ), a
DNS full-service resolver can provide two IP addresses: IP Address A, which
ensures complete privacy protection, and IP Address B, which prioritizes

compatibility. By allowing the end-user to select the destination address, the

18



DN full-service resolver can be configured to operate in accordance with the

end-user’s preferences.

However, since the headers of DoT and DoQ communications are not
encrypted, an attacker intercepting the communication path can infer the
user’s preference based on the requested address, which presents a privacy

issue.

One potential solution for enabling DoT or DoQ to capture user preferences
with a single address is to extend the DNS packet’s Operation Code. However,
extending the Operation Code would require development costs to update

end-terminals and stub resolvers.

In contrast to DoT or DoQ, with DoH, a DNS full-service resolver can
provide multiple request paths: request path ‘dns-full-encryption” in Fig. 3.3,
which ensures complete privacy protection, and request path ‘dns-udp-compati
bility” in Fig. 3.3, which prioritizes compatibility. By allowing the end-user
to select the request path, the DNS full-service resolver can be configured to
operate in accordance with the user’s preferences. Since the DoH request path
is encrypted, attackers along the communication route cannot eavesdrop on

the end-user’s preferences.

Hence, rather than DoT, which currently has an advantageous position in
terms of implementation and performance, I choose DoH with a focus on its
superior extensibility of request paths and the potential capabilities of DoH/3,
in order to achieve complete privacy protection capable of reflecting user
intentions. If prioritizing privacy protection in accordance with the intentions

of the end-users is paramount, my proposal presents a better option than that
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of the RFC9539.

3.3 Full-DoH DNS Architecture

Section 3.2 introduced the potential of DoH to reflect user preferences in DNS
name resolution systems.

Iname the DNS architecture, which encrypts all DNS communication using
DoH in the entire domain name resolution process from the end-terminal to
the authoritative DNS server, as Full-DoH DNS architecture(Full-DoH). Figure
3.4 shows an overview of the proposed architecture, and the communication

procedure is shown below.

label=(1) The end-terminal (stub resolver) sends DNS queries to the DNS

full-service resolver via DoH.

Ibbel=(2) If no cache hits, the DNS full-service resolver iteratively queries each

authoritative DNS server via DoH for the domain name resolution.

Icbel=(3) Each authoritative DNS server replies with the corresponding refer-
ral information to the DNS full-service resolver via DoH as well, and
this process continues until the DNS full-service resolver obtains

the target referral information.

ldbel=(4) The DNS full-service resolver queries the target authoritative DNS

server based on the referral information via DoH.

lebel=(5) The target authoritative DNS server replies with the final answer to

the DNS full-service resolver via DoH. In this example, I only use
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Figure 3.4: Proposed Full-DoH DNS architecture.

21D authoritative DNS servers.

lftbel=(6) The DNS full-service resolver replies to the final DNS response to

the end-terminal via DoH.

With the above procedure, stronger institutional privacy protection across
the entire domain name resolution process can be expected using the proposed
Full-DoH. In general, encrypted communication requires more processing
power than unencrypted communication, which results in slower response
time. Therefore, from the point of view of practical use, it is necessary to check

whether the Full-DoH can provide domain name resolution service with an

acceptable latency.

In addition to Full-DoH, in this paper, I name the method of domain name
resolution defined in RFC2181, which performs the whole DNS communica-
tion in plaintext, as “Do53”. This method offers the highest performance, but

it also poses a significant risk of privacy invasion since all communication is

21



Unencrypted
o root
E ted
End nerype Bind9 | authoritative
terminal Unencrypted | DNS full-service | —«— DNS server
or resolver
/etc /hosts Encrypted Unencrypted
> : DoH or TLD
b Proxy Encrypted Bind9 | authoritative
<_> DNS server
‘ 1 Unencrypted
Web server or JLD
Encrypted Bind9 | authoritative
<_> DNS server

Figure 3.5: Overview of the prototype system.

transmitted in plaintext. Moreover, I name the method which combines DoH
(communication between the end-terminal to the DNS full-service resolver)
and Do53 (communication between the DNS full-service resolver and the
authoritative DNS server) as “DoH-D053”. DoH-Do53 only protects end-user
privacy by providing an encrypted connection between the end-terminal and

DNS full-service resolver without considering institutional privacy.

3.4 Implementation

In order to confirm the feasibility of the proposed Full-DoH, I implemented
a prototype system whose basic topology and configuration are shown in
Fig. 3.5. The prototype system consists of several virtual machines constructed
in one physical machine. The proposed Full-DoH DNS architecture requires a
new functionality for sending DoH queries from the DNS full-service resolver
to authoritative DNS servers. I developed a DoH-Proxy that converts UDP-

based DNS queries forwarded from the DNS server software such as Bind9
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into DoH queries and sends them out. The DoH-Proxy was implemented by
combining Python dnslib library and Linux curl command. In the future, it
is desirable to incorporate the capability for sending DoH queries into DNS
server software such as Bind9 and Unbound. Moreover, it is also necessary to
have the root authoritative DNS servers support DoH. However, since it is im-
possible to use the real root authoritative DNS servers in the implementation,
I constructed an experimental root authoritative DNS server. Accordingly, the
Full-DoH can be realized in the local experimental environment by rewrit-
ing the DNS full-service resolver hint file to refer to my experimental root

authoritative DNS server.

I used Bind9 for the DNS full-service resolver and all authoritative DNS
servers. By listening to Do53 and DoH ports, Bind9 can compare the domain
name resolution latencies of non-encrypted and encrypted domain name reso-
lution. Moreover, a TLS server certificate is required for DoH communication
on each server. I created a root certificate authority on the prototype system
and installed the root certificate on the end-terminal and the DNS full-service
resolver. In the domain name resolution of the proposed Full-DoH, it is nec-
essary to obtain the IP address of the DNS full-service resolver to which the
domain name resolution is requested. I used the end-terminal’s hosts file
in my prototype system, assuming I had pre-specified a DNS full-service

resolver.

I prepared 1 zone with 1000 A resource records for the Top Level Domain

(TLD) authoritative DNS server in the prototype system and 200 zones with
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1000 A resource records for each in the Second Level Domain (2LD) authorita-
tive DNS server. The IP addresses of all A resource records are set to the IP

addresses of the web servers prepared in the experimental environment.

By using the prototype system described above, I performed feature and

performance evaluations for the proposed Full-DoH.

3.5 Evaluations and Results

This section describes the evaluations and results for the proposed Full-DoH.
In Section 3.5.1 introduces the local network experimental environment de-
signed for evaluation purposes. In this environment, I examined (i) the re-
lationship between domain name complexity and domain name resolution
time in Full-DoH, and (ii) the comparison of name resolution times between
Full-DoH and the existing DoH-Do53. Furthermore, I investigated and an-
alyzed the impact of the certificate validation process on the domain name
resolution time in Full-DoH. In Section 3.5.2, I present the results of deploy-
ing my implemented system on the real-world Internet and evaluating its

performance.

3.5.1 Local Network Experimental Environment

Evaluation Environment

I constructed a local experimental environment based on the prototype
system presented in Fig. 3.5 in order to conduct the feature and performance
evaluations. As described in the previous section, I built the experimental

environment using server virtualization technology, Linux KVM, on a single
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Figure 3.6: Feature evaluation scenario.

physical machine. Specifically, the prototype system consists of 6 virtual
machines, including an end-terminal, a DNS full-service resolver, one for
each of root, TLD, 2LD authoritative DNS servers, and a web server. The
host and all guest machines used Ubuntu22.04 as OS, and the software for
DN full-service resolver and authoritative DNS servers used Bind9. The
host machine has a 16-core, 32-thread CPU and 64GB of main memory. Each

virtual machine has been allocated 4 virtual CPUs and 8GB of memory.
Feature Evaluation

The purpose of the feature evaluation is to confirm that Full-DoH and
DoH-Do53 operate correctly in the prototype system. Figure 3.6 shows a

scenario for the feature evaluation, and the detailed procedures are as follows.

(1) The end-terminal sends an HTTP request to the web server using the

curl command by indicating the FQDN.
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(2) All the network traffic was monitored using the tcpdump command on
the end-terminal, DNS full-service resolver, and each authoritative DNS

server.

(3) Confirm that the web content is displayed correctly on the end-terminal.

As shown in Fig. 3.6, in order to use the Full-DoH, after enabling the
DoH-Proxy in the DNS full-service resolver, the end-terminal needs to specify
the “-doh-url” option in the curl command when accessing the web server.
The network traffic obtained by the tcpdump command confirmed that the
DNS communication used port 443 /TCP only, and DNS traffic was encrypted
using HTTPS.

Similarly, in order to use DoH-Do053, after disabling the DoH-Proxy in the
DNS full-service resolver, the end-terminal needs to specify the “-doh-url”
option in the curl command. The network traffic obtained by the tcpdump
command confirmed that the DNS communication between the end-terminal
and the DNS full-service resolver used port 443/ TCP and was encrypted by
HTTPS. I also confirmed that port53/UDP was used for the communication
between the DNS full-service resolver and each authoritative DNS server, and
the DNS traffic was not encrypted.

Finally, in order to use Do53, after disabling the DoH-Proxy in the DNS full-
service resolver, the end-terminal accessed the web server without specifying
the “~doh-url” option in the curl command. The network traffic obtained by
the tcpdump command confirmed that the port53/UDP was used for all DNS
communication on the DNS full-server resolver and each authoritative DNS

server, and the DNS traffic was not encrypted.
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Performance Evaluation: Analysis of Domain Name Resolution Time

In order to confirm the overhead of the domain name resolution in the pro-
posed Full-DoH, I conducted performance evaluations by analyzing the do-
main name resolution time and the certificate verification time. The following

subsection details the procedures.

Two things need to be clarified in the domain name resolution time analysis
for the Full-DoH. One is how the structure of the domain name affects the
domain name resolution time. The more complex the domain name to be
queried from the end-terminal to the DNS full-service resolver, the more
authoritative DNS servers the DNS full-service resolver has to query, which
results in longer domain name resolution time. The other is the difference
in domain name resolution time between the existing DoH-DoH53 method
and the proposed Full-DoH. The following sections detail the experimental

configuration, evaluation procedures, results, and analysis.

Experimental Configuration
Two experimental configurations, namely the TLD Experiment and the 2LD
Experiment, were designed to evaluate the domain name resolution time of

the existing method and the proposed Full-DoH approach.

TLD Experiment
The first configuration measures overhead involving a DNS full-service re-
solver, root, and TLD authoritative DNS servers. The configuration overview

is shown in Fig. 3.7, and the evaluation procedure is described in the following.
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(1) Initiation: Execute the curl command from an end-terminal to access a
web server, with a target domain resolution time of 2s and a timeout set

to 3s.

(2) Query Process: The end-terminal sends a DNS query to the DNS full-
service resolver, which queries authoritative servers until the response is
obtained. The resolver caches only the root server, while the TLD server

sets the Time To Live (TTL) to 0 to prevent caching.

(3) Response and Display: The resolver returns the query result to the
end-terminal, which displays the resolution time using the —write-out

time_namelookup option in curl.

(4) Cache Reset: Clear caches by restarting the stub resolver, DNS full-

service resolver, and authoritative servers.

(5) Workload Addition: Increase simultaneous connections using curl to

apply workload.

(6) Repetition: Repeat the steps until a timeout occurs.

To ensure accurate DNS performance evaluation, caches in the stub re-
solver and DNS full-service resolver were avoided by simultaneously access-
ing distinct fully qualified domain names (FQDNs). The evaluation confirmed

no reuse of DoH connections or caching of server certificates.

2LD Experiment

The second configuration extends the first by adding 2LD authoritative DNS
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Figure 3.8: Load test with DNS full-service resolver, root, TLD, 2LD.

servers, increasing the complexity of domain name resolution. The overview
of the configuration is shown in Fig. 3.8. The procedure is similar to that of the
TLD Experiment; however, it differs in that the end-terminal accesses URLs
ranging from http:/ /www1.examplel.test to http:/ /wwwN.exampleN.test,

where N represents the number of simultaneous curl connections.

Evaluation Results
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This section evaluates the impact of domain-level complexity on domain name

resolution times in the proposed Full-DoH architecture.

Figures 3.9 and 3.10 present results from the "TLD Experiment" and "2LD
Experiment,” showing average, median, maximum, minimum, 1st percentile,
and 99th percentile processing times under curl connection workloads. Time-
out connections are fixed at 3s for average time calculations, though the critical
metric is the number of concurrent connections without timeouts. As concur-
rent connections increase, the gap between the 1st and 99th percentiles widens,
and median values rise, indicating degraded user experience. In the "2LD
Experiment," median latency exceeds 2s with more than thirty concurrent

connections, highlighting potential user dissatisfaction.

Figure 3.11, an Empirical Cumulative Distribution Function for the "2LD
Experiment," shows increased variability and degraded DNS resolution times
as connection loads grow. To maintain resolution times below 2s in this
prototype, load balancing and scaling should target thresholds under thirty
concurrent connections.

Figure 3.12 compares average resolution times for the "TLD" and "2LD
Experiments," while Fig. 3.13 shows DNS timeout rates. The data indicate
that heavy DNS query loads increase timeout occurrences, particularly in the

"2LD Experiment."

Comparison with DoH-Do53
This section describes the difference in domain name resolution time between

the existing method DoH-DoH53 and the proposed Full-DoH. Figure 3.14 is a
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Figure 3.9: Full-DoH “TLD Experiment” : DNS lookup time.

77

bar graph comparing the average processing time of the “2LD Experiment
for DoH-Do53 and the proposed Full-DoH. Without a heavy workload (only
one connection) of DNS queries, the domain name resolution for up to 2LD
structure was about 0.11s in DoH-Do53 and 0.27s in the proposed Full-DoH
architecture. From a usability perspective, 0.27s is a sufficiently acceptable
latency for domain name resolution. On the other hand, the proposed Full-
DoH DNS architecture requires approximately 2.4 to 2.7 times longer than the
DoH-Do53 method, depending on the workload conditions. Therefore, load

distribution and performance improvement are necessary for a real operation.

Analysis Of Certificate Verifications
In the performance evaluation, I noticed that the higher the DNS query load,
the more CPU the DNS full-service resolver tended to consume. Therefore, in

the prototype system, I verified how much the server certificate verification in
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DoH connections affects the DNS domain name resolution time. Figure 3.15
shows an overview of the experimental environment for the analysis of server
certificate verification. In this experiment, the processing time of domain name
resolution was measured by disabling the server certificate verification for
only the DoH communication between the DNS full-service resolver and the
authoritative DNS servers. That is because, during the workload evaluation, I
noticed that the DNS full-service resolver tended to have higher CPU loads
than the authoritative DNS servers. Therefore, I measured how long the
certificate verification in the DoH connection process affects the processing
time when the certificate verification process is ignored in the DNS full-service

resolver.

Figure 3.16 shows the comparison of processing time with and without
certificate verification on the DNS full-service resolver in the Full-DoH archi-

tecture. In this environment, I measured the processing time for 2LD name
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resolution with certificate verification disabled. I confirmed that the process-
ing time was shortened by approximately 41% to 54.9%, depending on the

workload conditions.

3.5.2 Real-world Internet Experimental environment

Table 3.1: Authoritative DNS Servers and Supported Protocols

Authoritative DNS Server | Supported Protocol
root Do53
p Do53
ac.jp Do53
chitose.ac.jp Do53
slab.chitose.ac.jp DoH
sub.slab.chitose.ac.jp DoH
sub.sub.slab.chitose.ac.jp | DoH

I planned to construct an experimental environment to evaluate whether

the trends observed in the Full-DoH evaluation under a local environment
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Figure 3.12: Average DNS lookup time: TLD vs 2LD experiments.

would also be reproducible in a real-world Internet environment. However,
since many authoritative DNS servers in real-world Internet environments
do not support DoH connections, it was not possible to test Full-DoH directly.
Consequently, I conducted experiments using authoritative DNS servers under
my control. In this environment, I utilized the domain chitose.ac.jp, which is
actively used by a Japanese university. Table 3.1 presents the authoritative

servers used in the experiment and the protocols.

Figure 3.17 illustrates the experimental environment on the real-world
Internet. I deployed three authoritative DNS servers with varying domain
depths and distinct IPv4 addresses as virtual machines using Linux KVM on
a single physical server (Xeon(R) E5-2630 CPU, 64 GB memory). The end-
terminal and DNS full-service resolver were hosted on another physical server
(Xeon(R) E-2224 CPU, 16 GB memory). Certificates issued by Let’s Encrypt

were installed on each DNS server.
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Figure 3.13: Timeout error rate: TLD vs 2LD experiments.

Two dedicated lines were used: one between the end-terminal and the
DNS full-service resolver and another between the DNS full-service resolver
and the authoritative DNS servers. Traceroute confirmed that traffic from the
end-terminal in Chitose City, Hokkaido, passed through an Internet network
in Tokyo before returning to the servers in Chitose. Although Internet rout-
ing is not guaranteed to remain consistent, measurements taken during the
experiment conducted on January 14, 2025, indicated that the latency between
the end-terminal and authoritative DNS server slab.chitose.ac.jp was stable.

Based on 100 pings, the average round-trip delay was approximately 0.03s.

In the experiment, I conducted 100 cycles of web access using the curl com-
mand at 30s intervals to the authoritative DNS servers under slab.chitose.ac.jp,
which supports DoH. The time required for name resolution was measured
during each cycle. Since the DNS full-service resolver must always establish a

DoH connection with the authoritative DNS servers, the resolver’s cache was
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Figure 3.14: Average DNS lookuptime: DoH-Do53 vs Full-DoH experiments.

cleared before each web access. Domain name resolution and response times

were measured using the Linux curl command.

Figure 3.18 illustrates the average name resolution time for each authorita-
tive DNS server supporting DoH. When certificate verification was enabled,
the average name resolution time for www.slab.chitose.ac.jp, which requires a
single DoH connection, was approximately 0.2s. For www.sub.slab.chitose.ac.jp,
requiring two DoH connections, the average time was 0.4s. Similarly, for
www.sub.sub.slab.chitose.ac.jp, requiring three DoH connections, the average
was approximately 0.6s. These results indicate that each additional DoH con-
nection from the DNS full-service resolver to the authoritative DNS servers

incurred an average delay of approximately 0.2s.

When certificate verification was disabled, the response time for DoH
connections improved, reducing the additional delay per connection to ap-

proximately 0.1s.
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Figure 3.15: Load test with disabled certificate verification.

Based on the experimental results, I confirmed that the prototype system
I developed is suitable for use in real-world Internet environments. When
the load on the DNS full-service resolver and the authoritative DNS servers

is low, the response times are sufficiently practical for real-world Internet

applications.

3.6 Discussions

In this paper, I implemented a prototype system and conducted feature
and performance evaluations for the proposed Full-DoH involving the end-
terminal, DNS full-service resolver, root, TLD, and 2LD authoritative servers.
The evaluation results confirmed that the proposed Full-DoH obtained accept-
able domain name resolution time for the domain names up to 2LD structure.
In this section discusses the challenges and issues related to deployment on

the real real-world Internet. First, I discuss the trade-off between privacy
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and performance in Section 3.6.1, followed by an explanation of the fallback
mechanism in Section 3.6.2 and the limitations of certificate verification in

Section 3.6.3. Finally, the impact on existing security systems involved is
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3.6.1 Trade-off Between Privacy and Performance

Encrypted DNS communication significantly contributes to the protection
of user privacy; however, it also introduces overhead, which can impact

performance.

RFC 9539 addresses this trade-off in detail under the section titled Security
Considerations. Currently, measures against passive attackers are prioritized,
and certificate validation is treated as optional. Nevertheless, as discussed in
the section Defense against Active Attackers within RFC 9539, future advance-
ments are expected to incorporate certificate validation to counter threats

posed by active attackers.

Implementing certificate validation is crucial to safeguarding privacy
against active attackers. However, as illustrated in Section 3.5, Figures 3.16

and 3.18, the time required for name resolution increases by approximately
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35% to 40% when certificate validation is performed, compared to scenarios
where it is not. Therefore, to achieve a balance between secure DNS communi-
cation and user experience, it is essential to optimize the processing speed of

certificate validation.

One approach to acceleration is the use of faster hardware. For example,
offloading the certificate verification process from the server’s CPU to hard-
ware specialized for TLS connections could potentially speed up the process
[18]. This method can be highly effective in improving response speed, but it

requires acceptance of higher manufacturing costs.

Another approach is to reduce the frequency of certificate verification.
Specifically, methods such as maintaining established communication connec-
tions for a certain period instead of closing them immediately or caching the
server’s certificate at the DNS query source for a certain time can be consid-
ered [19]. When caching the server’s certificate is effective, caution is required
due to risks such as impersonation of the communication server or certificate

expiration.

3.6.2 Fallback Mechanism

The fallback mechanism of a DNS full-service resolver must account for
whether authoritative DNS servers support encrypted communication. For
servers that do, fallback to plaintext should be avoided to mitigate downgrade
attacks and protect privacy, as emphasized in RFC 9539’s "Authoritative Server
Authentication" section. To ensure the continuation of encrypted communi-

cation, accepting untrusted certificate authorities (CAs), fraudulent domain
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names, and even revoked certificates is essential.

For servers that do not support encryption, plaintext fallback may be
necessary for compatibility. However, the fallback mechanism for DNS full-
service resolvers described in RFC 9539 does not take into account the intent

of end-users.

My method, detailed in Section 3.2, allows end-terminals to decide whether

to permit fallback, addressing this limitation and enhancing privacy control.

3.6.3 Limitations of Certificate Verification Processes

The ideal approach to protecting DNS privacy is to rely exclusively on en-
crypted communication without using plaintext at all, while also performing
thorough certificate validation. However, practical limitations in certificate

validation must be considered.

The first concern relates to the operational management of certificates.
Maintaining valid certificates requires obtaining them from trusted CAs and
periodically renewing them to ensure continuous validity. However, the effort
involved in certificate renewal may lead to cases where certificates are not
updated in a timely manner. Indeed, studies on DNS full-service resolvers
have observed that, in the worst cases, 60.78% of DoT and 44.05% of DoH

implementations operate with invalid certificates [20].

One potential solution to this issue is the automation of certificate renewal
using the Automatic Certificate Management Environment (ACME) protocol
[21]. While ACME is limited to Domain Validation and does not support

Extended Validation, it can improve the reliability of certificates compared to
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operating with invalid certificates.

The second concern is certificate revocation checking. When Online Certifi-
cate Status Protocol (OCSP) is used for revocation checking, communication
with the OCSP responder typically occurs over HTTP(plaintext), leaking
privacy [22]. Alternatively, using Certificate Revocation Lists (CRLs) for revo-
cation checking can lead to degraded name resolution performance if the CRL
becomes excessively large [23] [24].

To address these concerns, the current best practice is to adopt OCSP
stapling, which balances privacy protection and performance in certificate

revocation checking [25].

While these challenges represent a long road ahead, it is imperative that I

continue my efforts to achieve secure DNS communication.

3.6.4 Impact on Existing Security Systems

Two major differences exist between the traditional DNS and DoH communi-
cation. The first is the shift from using UDP to a TCP-based HTTPS protocol.
The second is the encryption provided by TLS. Operators of DNS full-service
resolvers and authoritative DNS servers need to be fully aware of how these
differences could impact potential attack methods and existing security sys-

tems.

For example, one of the causes of DNS reflection, a type of DDoS attack,
was the relative vulnerability of UDP to IP spoofing [26]. However, TCP-based

communication requires a three-way handshake for connection establishment,
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making it difficult for attackers with spoofed IP addresses to continue commu-
nication after sending the initial SYN packet. Therefore, the resistance to DNS
reflection via IP spoofing is stronger in traditional UDP connections. Nev-
ertheless, it is necessary to consider countermeasures against DDoS attacks
originating from TCP, such as SYN flood attacks, which involve sending a
large number of SYN packets to consume server resources. For TCP-based
attacks, it is effective to block malicious communication through an Intrusion
Prevention System, which refers to unencrypted HTTPS headers and similar

elements as is common in general web systems.

Encryption via TLS safeguards privacy. However, it may complicate data
analysis for network administrators in ensuring security, potentially hindering
the detection of malware utilizing DoH. In particular, there is a concern that
identifying malware that connects to Command and Control servers using
malicious DNS tunneling tools may become increasingly challenging. It has
been reported that some approaches using machine learning were effective

for this issue [27] [28].

3.7 Conclusion

Conventional DNS communication is done in plaintext, which is insufficient
for privacy protection. I have proposed a Full-DoH DNS architecture. The
proposed Full-DoH DNS architecture encrypts all DNS communication dur-
ing the domain name resolution process, which involves end-terminals, DNS
tull-service resolver, and authoritative DNS servers so that it not only can

prevent eavesdropping in the communication links but also can protect the
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end-user privacy as well as the institutional privacy. Presently, a significant
number of authoritative DNS servers, including root authorities, do not sup-
port DoH. Consequently, it is not yet clear whether a practically viable level of
performance can be achieved if name resolution from end-terminals to these

authoritative DNS servers is entirely facilitated through DoH connections.

Accordingly, I implemented a prototype system in a local experimental
environment and real-world Internet to evaluate its features and performance.
The prototype includes a DoH-Proxy positioned between a DNS full-service
resolver and authoritative DNS servers, converting standard DNS traffic to
DoH traffic. Through experiments, I confirmed that the proposed method
functions correctly in both a local experimental environment and the real-
world Internet. Performance evaluation showed acceptable domain resolution
times under the same conditions. Further analysis revealed that the primary
overhead in the Full-DoH system stems from server certificate verification
on the DNS full-service resolver, and I proposed potential solutions for its

optimization.
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Chapter 4

A Privacy-Preserving Full DNS over
HTTPS Architecture via Compatible
NS Record Based Information
Sharing?

4.1 Introduction

In section 3, I have proposed a solution based on the Full DNS over HTTPS
Architecture (Full-DoH), which leverages the DoH request path to respect end-
user preferences. The Full-DoH assumes that all authoritative DNS servers
support DoH connections. However, considering the deployment in the real
Internet, it is expected that there will be a mix of authoritative DNS servers that
support encrypted communication and those that do not. Therefore, DNS full-

service resolvers have to first discover the encryption methods supported by

2This chapter is based on “A Privacy-Preserving Full DNS over HTTPS Architecture via
Compatible NS Record Based Information Sharing” [29], by the same author, © 2025 IEICE.
The material in this paper was presented in part at the Proceedings of IEICE Transactions on
Communications, and all the figures of this paper are reused from [29] under the permission
of the IEICE.
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the authoritative DNS servers, as different DNS protocols are not compatible

with one another.

The methods for resolving the compatibility issues in DNS communication
are different in two types of DNS communication, one between end-terminals
and DNS full-service resolvers and the other between DNS full-service re-

solvers and authoritative DNS servers.

When end-terminals want to protect their privacy through encrypted DNS
communication with DNS full-service resolvers, the standard practice for
the end-terminals is to manually configure their devices with public DNS

tull-service resolver services that support encryptions, such as Google Public

DNS [30], Quad9 [31], or Cloudflare [32].

Manual configuration between end-terminals and DNS full-service re-
solvers is considered acceptable because DNS communication typically re-
quires only a one-time setup of primary and secondary DNS servers in ad-

vance.

Communication between DNS full-service resolvers and authoritative DNS
servers typically follows a 1:N relationship, making it impractical for DNS
full-service resolvers to configure protocol information for each authoritative
DNS server manually. Therefore, when conducting encrypted DNS communi-
cation between DNS full-service resolvers and authoritative DNS servers, it
is necessary for the DNS full-service resolvers to automatically discover the

encryption methods supported by the authoritative DNS servers.

The IETF has standardized Service Binding Mapping for DNS Servers as a

method for DNS full-service resolvers to discover the encryption protocols
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supported by authoritative DNS servers (RFC9461) [14]. Figure 4.1 illustrates
an overview of the RFC 9461 method. A key issue with the RFC 9461 method
is that plain text is used until encrypted communication is established. Conse-
quently, this approach poses a risk of exposing privacy-related information

from DNS queries to third parties along the communication path.

In RFC 9539, the IETF has standardized a method that allows simultaneous
queries for both plain text and encrypted communication [33]. Figure 4.2
presents an overview of the RFC 9539 method. RFC 9539, when compatibil-
ity is prioritized, it becomes necessary to use both plaintext and encrypted

communication concurrently, which introduces a risk of privacy leakage.

To address these issues, in this paper, I propose a new approach in which
the parent authoritative DNS server indicates the encryption protocols sup-
ported by the child authoritative DNS server in the NS records during the
zone delegation without violating the conventional DNS name resolution.
Figure 4.3 presents an overview of the proposed method. In the proposed
method, the encryption method supported by an authoritative DNS server is
tirst discovered using the NS records in the root.hints file. Subsequently, the
encryption method supported by the delegated authoritative DNS server is
obtained through NS records from the delegating authoritative DNS server.
This approach enables encrypted communication without relying on plain

text transmission.

The main contributions of this paper are as follows:

* Design and implement a privacy-preserving full DNS over HTTPS (DoH)

architecture.
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Figure 4.2: Overview of the RFC9539 method

* Propose NS record based information sharing to provide a compatibility

with existing DNS architecture.

¢ The functionality and performance using the proposed method are eval-

uated using the prototype system.

* A discussion is provided on the proposed method and further enhance-

ments for DNS privacy protection.
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Figure 4.3: Overview of the proposed method

4.2 Proposed method

As described in Sect. 4.1, RFC 9461 and RFC 9539 still present challenges
regarding privacy protection. I propose leveraging the delegation relation-
ships within the DNS to ensure communication compatibility and discover

encryption protocols without relying on plain text communication.

The specific method involves embedding encryption protocol support
information as a message within the NS records of the parent-authoritative
server. An example of the embedded message is shown in Table 4.1. If DoH
is supported, the NS record includes “dh-e-", while if DoT is supported, it

includes “dt-e-".

Figure 4.4 shows an example of NS records in the proposed method. In
this example, there are two authoritative DNS servers (ns1.example. com and
ns2.example.com) in example.com domain. Among them, ns1.example.com
supports DoT and DoQ, while ns2.example.com supports DoH and Do53,

both of which are specified in the red text of NS record entries in the figure.
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With the proposed NS record entries, DNS full-service resolvers can recog-
nize the encryption protocols supported by each authoritative DNS server so
that they can initiate encrypted communication with the delegated authorita-

tive DNS server without relying on plain text communication.

Table 4.1: NS record expansion

String | Meaning of the string
dh-e- DoH Enable

dt-e- DoT-Enable

dg-e- DoQ-Enable

dh3-e- | DoH/3 Enable

do53-e- | UDP (Plain text) Enable
dh-d- DoH Disable

dt-d- DoT-Disable

dg-d- DoQ-Disable

dh3-d- | DoH/3 Disable

do53-d- | UDP (Plain text) Disable

Figure 4.5 illustrates the flow of the proposed method. The specific com-

munication steps are as follows:

Step (1): A fundamental assumption of the proposed method is that the
root.hints file of the DNS full-service resolver contains the latest infor-

mation of the encryption protocols supported by each root authoritative

example.com NS nsl.example.com
example.com NS ns2.example.com
example.com NS dt-e-dg-e-ns1.example.com
example.com NS dh-e-do53-e-ns2.example.com

nsl.example.com A 192.168.53.1
ns2.example.com A 192.168.53.2
dt-e-dg-e-nsl.example.com A 192.168.53.1
dh-e-do53-e-ns2.example.com A 192.168.53.2

Figure 4.4: Example of NS records in the Proposed Method
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com NS nsl.com.
com NS dh-e-nsl.com.

Step(l) Step(?’) www.example.com A?
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root.hints DoH communications authoritative DNS server
.3600000 NS aroot-servers.net.
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dt-e-b.root-servers.net. 3600000 A YYY.YYY.YYY.YYY <

www.example.com A ZZZ7.777.777.777.

Figure 4.5: Communication flow in the Proposed Method

DNS server. Generally, the root.hints file is obtained from InterNIC or
mirror sites. In the proposed method, it is necessary to manually get the

file [34].

Step (2): Since the DNS full-service resolver can obtain information on the
encryption protocols supported by root authoritative DNS servers from
the root.hints file, it can initiate encrypted communication with a root
authoritative DNS server from the beginning. When resolving names
through a root authoritative DNS server, the resolver receives NS records
that include information on the encryption protocols supported by the
delegated servers. The DNS full-service resolver identifies the encryp-
tion protocols supported by the delegated servers based on the strings

contained in the NS records.

Step (3): Since the root authoritative DNS server provides information on the
encryption protocols supported by the .com domain, encrypted commu-
nication can be established. Similar to Step (2), the resolver identifies

the encryption protocols supported by the delegated authoritative DNS
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servers from the NS records.

Step (4): Since the .com authoritative DNS server provides information on the
encryption protocols supported by example.com, encrypted communica-
tion can be established. The DNS full-service resolver then retrieves the
A record for www. example.com and returns the name resolution result to

the end-terminal.

Steps (1) to (4) represent the normal processing flow. My proposed method
assumes that the NS records of all authoritative DNS servers contain at least
one “enable” entry from Table 4.1 as a prerequisite. Moreover, unsupported

protocols are explicitly marked with “disable”.

Since DNS label sizes are limited to 63 bytes, it is desirable for prefixes to
be concise and, where appropriate, omittable [16]. Therefore, an operational
practice that authoritative DNS servers may adopt is to advertise a label such
as dh-e-ns1.example.com, indicating support for DoH while omitting Do53,

which may still be implicitly supported.

In my proposal, to accommodate such implicit support, the omission of
a protocol is interpreted not as an indication of non-support but rather as an
unknown state. To explicitly indicate that a protocol is not supported, the

“disable” prefix should be used.

For example, if a domain label is specified as dh-e-ns1.example.com, a
DN full-service resolver can detect that at least the DoH protocol is supported.
The support status of other protocols remains unknown; however, since Do53
is widely deployed, the DNS full-service may optimistically assume that it is

supported despite not being explicitly listed. If the server prioritizes privacy
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and discourages the use of plaintext, it may use dh-e-do53-d-ns1.example.com

to signal to the resolver that Do53 fallback is not available.

An alternative design would be to treat all unspecified protocols as un-
supported, thereby eliminating the need for the “disable” prefix. However,
in my proposal, I intentionally allow for the implicit support of unspecified

protocols by treating them as having an unknown support status.

When an authoritative DNS server supports multiple encryption proto-
cols, it is up to the DNS full-service resolver to determine which connection
to prioritize. However, as noted in RFC 9539 Section 4.6.11, Maintaining
Connections, it is recommended to give preference to a specific encrypted
DNS protocol when maintaining sessions after connection establishment, in
order to minimize the cost and latency associated with encrypted DNS connec-
tions [33]. For example, one possible operational strategy is to prioritize the
encrypted protocol listed first in the NS record, and if the connection attempt

tails, to fall back to the subsequent protocols in the order they are listed.

When operators of authoritative DNS servers choose to support mul-
tiple encrypted DNS protocols, they should be aware that the DNS full-
service resolver determines which protocol to use. For example, a resolver
may initiate connections using several protocols—such as DoT, DoH, and
DoQ—simultaneously, maintain all of them, and send queries over each, ulti-
mately selecting the response that arrives first. To prevent this behavior, opera-
tors are advised either to support only a single encrypted protocol or to deploy
separate servers for each protocol. For instance, _dns_dt_e_nsl.example.com

could be configured to support only DoT, while _dns_dh_e_ns2.example.com
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supports only DoH.

My proposed method requires adding a string to existing NS records,
making it subject to character length constraints. The maximum length of
an FQDN, including separators, is 255 octets, and the maximum length of a
single label is 63 octets [16]. When applying my proposed method to existing
NS records, adjustments must be made if the length exceeds these limits to
ensure compliance with the character constraints. In addition, if the existing
NS records already contain the proposed string (e.g., dh-e-), unintended

encrypted communication may occur.

I assessed the impact of these concerns using the Top 10 million domains
as of February 2025 and confirmed that the effect is minimal. Among the Top
10 million domains [35], the longest FQDN observed was 50 octets, while the
longest single label was 47 octets. This ensures that at least one instance of
the proposed string can be added without exceeding the length constraints.
Furthermore, none of the 10 million domains contained the proposed string,
indicating that the potential impact on existing NS records is relatively mini-
mal. However, if an NS record containing the string is already in operation, it

must be edited to avoid conflicts.

4.3 Experimental Environment

To show the feasibility of the proposed method, I perform a set of experiments.
In this section, I describe the experimental environment for evaluating the pro-
posed method. My goal for the experiments is to ensure that all authoritative

DNS servers support encryption.
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Among the authoritative DNS servers available on the real Internet, b. root-
servers.net supports DoT [36]. However, most other authoritative DNS
servers do not support encryption, making experiments in a real Internet
environment challenging. Therefore, I construct a verification environment us-
ing server virtualization to evaluate the proposed method. The experimental

environment must meet the following requirements:

Requirement 1: Experimental environment must support all DNS protocols,
including Do53, DoT, DoH, DoQ), and DoH/3, each of which is used for
communications involving end-terminal, DNS full-service resolver, and

authoritative DNS servers.

Requirement 2: The environment enables performance comparisons between
the proposed method and the method standardized in RFC 9461 using
SVCB records.

A challenge in meeting Requirement 1 is that no single DNS server software
fully supports all encryption protocols. The major DNS full-service resolvers,
Unbound and PowerDNS Recursor, currently support only DoT [37][38].
BIND 9 introduced DoT forwarding in its stable version 9.20 [39]. However,
this forwarding function simply transfers queries to another DNS full-service
resolver that supports DoT, rather than directly resolving names by querying

the appropriate authoritative DNS servers.

To overcome this limitation, I developed an experimental DNS full-service
resolver capable of issuing requests to authoritative DNS servers using Do53,

DoT, DoH, DoQ, and DoH/3. Figure 4.6 illustrates the architecture of my
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Experimental Resolver and its integration with the DNS full-service resolver.
I refer to the resolver implementing the proposed method as the “Proposed
Method Resolver.” The Proposed Method Resolver was implemented using q
(natesales-q) [40], a DNS client written in Go, combined with Python 3. To
handle incoming DoT, DoH, DoQ, and DoH /3 requests, I used dnsdist [41].
Although the communication between dnsdist and the Proposed Method
Resolver occurs over Do53, this is a local, intra-host connection, ensuring no
privacy leakage to external third parties. The program developed in Python
3 utilizes the socket library to implement both a UDP listener. Each listener
processes DNS requests in parallel using the asyncio library. The Proposed
Method Resolver leverages natesales-q to send DNS queries using Do53,
DoT, DoH, DoQ, and DoH/3. Additionally, it is equipped with a function
to inspect NS records received from authoritative DNS servers to determine

whether they contain the string specified by the proposed method.

A challenge in meeting Requirement 2, similar to Requirement 1, is that
existing DNS full-service resolver software does not support the functionality
to query SVCB records to determine the encryption protocols supported
by authoritative DNS servers and then establish encrypted communication
accordingly.

To address this limitation, I extended the Proposed Method Resolver de-
veloped for Requirement 1 by implementing a mechanism to query SVCB
records for the encryption protocols supported by authoritative DNS servers
and initiate encrypted communication based on the query results. I refer

to this extended resolver as the “RFC9461 Resolver”. Unlike the Proposed
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Figure 4.6: Resolver developed for the experiment

Method Resolver, the RFC 9461 Resolver does not include the functionality to

inspect NS records for the proposed method.

The overall configuration of the experimental environment that meets
the requirements is shown in Fig. 4.7. This experimental environment was
constructed within a single server. Ubuntu 24.04 was used for all operating
systems, including the host OS, end-terminals, DNS full-service resolver,
authoritative DNS servers, and the guest OS serving as the web server. The
DNS full-service resolver consists of dnsdist, a Proposed Method Resolver,
and an RFC 9461 Resolver. Each authoritative DNS server is configured with
dnsdist and BIND 9. A total of 1,000 zones, along with NS records, A records,
and SVCB records, were registered for each authoritative DNS server. Apache2

was used as the web server.
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Figure 4.7: Experimental environment
4.4 Experimental Result
4.4.1 Feature Evaluation

To confirm that the constructed experimental network is working correctly, I
describe the experimental results in this section. In standardized implementa-
tions, DoQ uses port 853/UDP, and HTTP/3 uses port 443 /UDP. However,
in the experimental environment, to facilitate recognition based on port num-
bers, I employ non-standard port numbers, i.e., DoQ was set to listen on port

8853/UDP, and DoH/3 was set to listen on port 8443 /UDP.

Encrypted Protocol Discovery by Proposed Method: For the first functional
evaluation, I confirmed that the Proposed Method Resolver establishes
encrypted communication with the child-authoritative DNS server ac-

cording to the NS records specified in the parent-authoritative DNS
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server. Figure 4.5 shows a partial result of the Wireshark capture during
this verification process. Based on the Wireshark results, I verified that
the communication occurs over different encrypted protocols depending
on the NS record content: DoT on port 853/TCP, DoH on port 443 /TCP,
DoQ on port 8853/UDP, and DoH/3 on port 8443 /UDP.

Encrypted Protocol Discovery by RFC9461 Method: For the second functional
evaluation, I conducted a functional evaluation of the RFC 9461 Method.
Figure 4.9 presents a partial result of the Wireshark capture during
this verification process. From the Wireshark results, I verified that
the RFC 9461 Resolver retrieves information on the encrypted proto-
cols supported by the authoritative DNS server via SVCB records and

communicates using the corresponding encrypted protocol accordingly.

Privacy Protection Through Full DNS Encryption: For the third functional
evaluation, I confirmed that all queries from the Proposed Method Re-
solver are encrypted. Figure 4.10 shows a partial result of the Wireshark
capture during this verification process. Based on the Wireshark re-
sults, I confirmed that DNS communications remain fully encrypted
throughout the name resolution process between the end-terminal, DNS

full-service resolver, and authoritative DNS server.
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DNS over TCP (port 853/TCP)

1 0.808080 172.26.153.10  172.26.153.30 TCP 74 51188 =+ 853 [SYN] Seq=0 Win=64248 Le
2 0.000033 172.26.153.30  172.26.153.10 TCP 74 853 » 51108 [SYN, ACK] Seq=@ Ack=1 W
3 @.eeeleec 172.26.153.10  172.26.153.30 TCP 66 51108 -+ 853 [ACK] Seq=1 Ack=1 Win=64

4 0.000294 172.26.153.18  172.26.153.38 TLSv1.3 33@ Client Hello

DNS over HTTP (port 443/TCP)

23 9.486737 172.26.153.1@  172.26.153.30 TCP 74 68970 + 443 [SYN] Seq=0 Win=64240 Le
24 ©.000032 172.26.153.30  172.26.153.10 TCP 74 443 > 60970 [SYN, ACK] Seq=0 Ack=1 W
25 ©.000195 172.26.153.10  172.26.153.30 TCP 66 68970 + 443 [ACK] Seg=1 Ack=1 Win=64

26 0.000298 172.26.153.10  172.26.153.30 TLSv1.3 339 (lient Hello

DNS over QUIC (port 8853/UDP)

50 5.762116 172.26.153.10  172.26.153.38  QUIC 1294 Initial, DCID-04d74fdf5167d2f955, PK
51 ©.800178 172.26.153.30 172.26.153.18 QUIC 138 Retry, SCID=a95ecfa®9221fdb8ed2edleb?
52 0.000736 172.26.153.10  172.26.153.30  QUIC 1294 Initial, DCID-a95ecfag221fdbGedledle
53 0.001346 172.26.153.30  172.26.153.18  QUIC 1242 Handshake, SCID-a95ecfad221fdb8edled
DNS over HTTP/3 (port 8443/UDP)

62 5.478802 172.26.153.10  172.26.153.30  QUIC 1294 Initial, DCID-087e2687974927315elac7e
63 ©.800201 172.26.153.30 172.26.153.18 QUIC 139 Retry, DCID=aeebl612, SCID=lcca3dd2t
64 8.800577 172.26.153.18 172.26.153.38 QUIC 1294 Initial, DCID=lcca3dd2b6@@0687c611d5
65 0.091370 172.26.153.30  172.26.153.16  OUIC 1242 Handshake, DCID-aee61612, SCID=lcca3

Figure 4.8: Wireshark trace of the Proposed Method Resolver
4.4.2 Performance Evaluation

In this section, I introduce a performance comparison between the proposed
method and SVCB-based method standardized in RFC 9461. The measure-
ments were conducted using the DNS testing tool dnsperf from the end-
terminal shown in Fig. 4.7. My proposed method supports DoT, DoH, DoQ,
and DoH/3. However, as my focus is on enhancing Full-DoH to respect user

preferences, I used DoH for the performance comparison.

Figure 4.11 presents the name resolution time measured over 100 queries,
each executed with an interval between them. While my proposed method
enables encrypted communication from the initial connection, the RFC 9461
method first queries the SVCB record using plain text communication before
transitioning to encrypted communication. As a result, the RFC 9461 method
requires more communication steps than my proposed method, leading to a

longer name resolution time.

Figure 4.12 compares the Queries Per Second (QPS) performance of the
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DNS over TCP (port 853/TCP)

1 ©.000000 172.26.153.10 172.26.153.30 DNS 73 Standard query @xeeB4 SVCB _dns.nsl.
2 9.000455 172.26.153.38  172.26.153.10 DNS 122 Standard query response @xee@d SVCB
3 9.01343@ 172.26.153.1@ 172.26.153.3@ TCP 74 56844 + 853 [SYN] Seq=0 Win=6424@8 Le
4 9.000028 172.26.153.30  172.26.153.18@ TCP 74 853 + 56044 [SYN, ACK] Seq=0 Ack=1 h
5 9.900230 172.26.153.10 172.26.153.30 TCP 66 56044 = 853 [ACK] Seq=1 Ack=1 Win=64

6 ©.000257 172.26.153.18  172.26.153.30 TLSv1.3 333 Client Hello

DNS over HTTP (port 443/TCP)

25 9.913604 172.26.153.18  172.26.153.30 DNS 73 Standard query 8xb95c SVCB _dns.ns2.
26 0.000255 172.26.153.38 172.26.153.18 DNS 141 Standard query response @xb95c SVCB
27 ©.813270 172.26.153.168  172.26.153.38 TCP 74 32952 + 443 [SYN] Seq=0 Win=64240 Le
28 ©.000020 172.26.153.38 172.26.153.18 TCcpP 74 443 » 32952 [SYN, ACK] Seq=8 Ack=1 W
29 9.008206 172.26.153.18  172.26.153.3@ TCP 66 32952 » 443 [ACK] Segq=1 Ack=1 Win=64

30 @.e00216 172.26.153.18  172.26.153.30 TLSv1.3 342 Client Hello

DNS over QUIC (port 8853/UDP)

54 8.013266 172.26.153.16 172.26.153.36 DNS 73 Standard query @xebca SVCB _dns.ns3.
55 ©.800206 172.26.153.30 172.26.153.18 DNS 122 Standard query response Bxebca SVCB

56 0.014084 172.26.153.10 172.26.153.30 QuIC 1294 Initial, DCID=612989¢133e@b@70430cd8
57 8.888125 172.26.153.30 172.26.153.18@ QUIC 136 Retry, SCID=273e21150d69498f7@815283
58 8.080e657 172.26.153.10 172.26.153.36 QuIC 1294 Initial, DCID=273e21150d69498F78652
59 9.801364 172.26.153.30 172.26.153.1@ QuIC 1242 Handshake, SCID=273e21158d69498f700f
DNS over HTTP/3 (port 8443/UDP)

69 ©.813662 172.26.153.18 172.26.153.30 DNS 73 Standard query ©x818f SVCB _dns.ns4.
70 ©.808218 172.26.153.30 172.26.153.10 DNS 136 Standard query response @x818f SVCB

71 ©.914495 172.26.153.18  172.26.153.30 QuIC 1294 Initial, DCID=blbdc55012e3da758b34dd
72 0.000108 172.26.153.30  172.26.153.1@ QuIC 138 Retry, DCID=ff@4f2b5, SCID=3daaBe5c7
73 ©.80808483 172.26.153.18 172.26.153.30 QUIC 1294 Initial, DCID=3daa@e5c778b16348268d8
74 ©.801350 172.26.153.380 172.26.153.10 QUIC 1242 Handshake, DCID=ff@4f2b5, SCID=3daab

Figure 4.9: Wireshark trace of the RFC 9461 Resolver

proposed and RFC9461 methods. The x-axis shows the number of concurrent
connections, and the y-axis indicates the QPS performance. In this experiment,
each end-user performed a single query to resolve a second-level domain (2LD)
per connection. Due to the limitations of dnsperf, the number of concurrent
connections cannot exceed 256. Therefore, the maximum value on the y-
axis is based on measurements conducted at 256 concurrent connections.
In the figure, both methods demonstrate stability regardless of the number
of concurrent connections. However, due to the additional SVCB record
queries occurring between the DNS full-service resolver and the authoritative
DNS server in the RFC 9461 method, compared to my proposed method,
a difference of approximately 20 QPS was observed in the communication

between the end-terminal and the DNS full-service resolver.

Figure 4.13 compares the performance of the average name resolution
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Src End Terminal Dist Full-Service Resolver

3 0.000179 172.26.153.5 172.26.153.10 TCP 66 37041 + 443 [ACK] Seg=
4 9.000628 172.26.153.5 172.26.153.18 TLSv1.3 372 Client Hello

5 ©.000659 172.26.153.1@ 172.26.153.5 TCP 66 443 » 37041 [ACK] Seg=
6 ©.002438 172.26.153.1@ 172.26.153.5 TLSvl.3 1688 Server Hello, Change C

Src Full-Service Resolver Dist root authoritative DNS

19 ©.025481 172.26.153.1@ 172.26.153.20 TCP 66 39630 » 443 [ACK] Seg=
20 9.925724 172.26.153.1@ 172.26.153.20 TLSv1.3 349 Client Hello (SNI=a.rc
21 8.025869 172.26.153.20 172.26.153.180 TCP 66 443 » 39630 [ACK] Seq=
22 8.027581 172.26.153.20 172.26.153.10 TLSv1.3 1727 Server Hello, Change C

Src Full-Service Resolver Dist TLD authoritative DNS

46 9.0951795 172.26.153.10 172.26.153.30@ TCP 66 56926 » 443 [ACK] Seg=1
47 0.052023 172.26.153.10 172.26.153.30@ TLSv1.3 339 Client Hello (SNI=nsi.t
48 9.052148 172.26.153.30 172.26.153.1@ TCP 66 443 + 56926 [ACK] Seq=1
49 2.953768 172.26.153.10 172.26.153.5 TCce 66 443 + 37041 [ACK] Seq=2
50 ©.853867 172.26.153.30 172.26.153.1@ TLSv1.3 1765 Server Hello, Change Ci

Src Full-Service Resolver Dist 2LD authoritative DNS

76 0.979205 172.26.153.10 172.26.153.5@ Tcp 66 59226 =+ 443 [ACK] Seq=1
77 ©.879362 172.26.153.10 172.26.153.50 TLSv1.3 348 Client Hello (SNI=nsl.c
78 ©.879487 172.26.153.5@ 172.26.153.1@ TCP 66 443 =+ 59226 [ACK] Seg=1
76 a ae110a 177 ac 1c2 ca 179 2c 1c2 1a TICu1 2 1002 Comunm Ualln  Fhome. £3

Figure 4.10: Wireshark trace of the secure NS-Based information Sharing

time between the proposed and RFC9461 methods. The x-axis represents
the number of concurrent connections, while the y-axis indicates the average
name resolution time. As the number of concurrent connections increases, the
average resolution time for both methods also increases. However, beyond
approximately 100 to 120 concurrent connections, the rate of increase becomes
more gradual. The RFC9461 method reaches an average name resolution
time of approximately 1 second at 200 concurrent connections, whereas the
proposed method remains below 1 second even at 256 concurrent connections.
This indicates that the proposed method demonstrates better performance in

terms of average name resolution time.

Figure 4.14 illustrates the comparison of the total execution time of dnsperf
between the proposed method and the RFC 9461 method as the number of
concurrent connections increases. My proposed method completes all name

resolutions for 200 concurrent connections (one query per connection) in
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Figure 4.11: Name resolution time in Root, TLD, and 2LD (Proposed versus RFC9461)

approximately 1.6s. In contrast, the RFC 9461 method reaches 2s at 160
concurrent connections, indicating that some end-terminals are unable to

complete name resolution within 2s.

Figure 4.15 compares the maximum and minimum name resolution time
between the proposed and RFC9461 methods. The minimum resolution time
remains nearly constant regardless of the number of concurrent connections,
with the proposed method achieving approximately 0.25s and the RFC9461
method around 0.5s. These results indicate that the proposed method exhibits
lower latency. Since dnsperf temporarily halts request transmissions once a
certain query volume is exceeded until responses are received or requests time
out, the maximum name resolution time per connection eventually stabilizes
at a certain point. The proposed method stabilizes at approximately 0.8s,

whereas the RFC9461 method reaches approximately 1.5s. In both minimum
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Figure 4.12: QPS performance (Proposed versus RFC9461)

and maximum name resolution times, the proposed method demonstrated

superior performance compared to the RFC9461 method.

Based on these experimental results, it was confirmed that in a Full-DoH
architecture, my proposed method outperforms the RFC 9461 method in terms
of name resolution time, average name resolution time, and overall query

processing performance.

4.5 Discussion

This chapter presents several discussions essential for the practical deploy-
ment of the proposed method. Section 4.5.1 provides a qualitative evaluation
of encrypted protocol discovery and privacy protection as defined in RFC
9461, RFC 9539, and the proposed method. Section 4.5.2 discusses the ad-
vantages of combining the proposed method with SVCB records. Section

4.5.3 examines strategies to avoid prefix collisions. Section 4.5.4 describes
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Figure 4.13: Average name resolution time performance (Proposed versus RFC9461)

a secure and reliable method for distributing root.hints, which is required
for the use of the proposed method. Section 4.5.5 discusses the impact of
message fragmentation caused by increased message size. Section 4.5.6 pro-
vides an in-depth discussion of potential attack vectors and challenges in the
operational deployment of encrypted protocols. Finally, Section 4.5.7 outlines
the limitations of the proposed method and future challenges in enhancing

privacy protection in DNS communications.

4.5.1 Method Characteristics and Qualitative Comparison

The standardized methods RFC9461, RFC9539, and my proposed approach
have distinct characteristics. Table 4.2 shows a qualitative evaluation of these
methods. Item (1) in Table 4.2 pertain to privacy-related assessments, items (2)

to (4) concern interoperability, and item (5) evaluate performance.

A detailed explanation of each item from Table 3 (1) to (5) is provided.

65



20 40 60 80 100 120 140 160 180 200 ... 256
Number of concurrent connections

Dnsperf total execution time (s)

—e—DProposed =—e=RFC 9461

Figure 4.14: Total execution time performance (Proposed versus RFC9461)

Table4.2 (1) : There are differences among the methods regarding whether
privacy information is exposed during the process leading up to the

initiation of encrypted communication.

In the case of RFC 9461, the DNS full-service resolver queries the author-
itative DNS server for SVCB records over plaintext communication. This
occurs because the resolver has not yet discovered which encryption

protocols are supported by the authoritative server.

Plaintext communication is inherently more vulnerable than encrypted
communication. An on-path attacker can intercept the query and return
a forged response. If the DNS full-service resolver does not validate the
response using DNSSEC and proceeds to initiate a connection based
on the forged SVCB record containing false connection information,

sensitive privacy-related data may be leaked to the attacker.

In contrast, whether privacy leakage occurs under RFC 9539 or my
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Figure 4.15: Maximum and minimum name resolution time performance (Proposed
versus RFC9461)
proposed approach depends on the chosen policy. If privacy protection
is prioritized and only encrypted protocols are used, no privacy leakage
occurs. Unlike RFC 9461, these methods are capable of discovering

encryption protocols without relying on plaintext communication.

However, when a policy prioritizes encrypted communication while
retaining Do53 compatibility, RFC 9539 sends both encrypted and Do53-
based DNS queries to prevent resolution failures. If encryption is sup-
ported, the client transitions to encrypted transport. Nevertheless, the

concurrent use of Do53 may lead to the exposure of privacy information.

In contrast, the proposed method utilizes information from the root hints
tile and NS records to determine whether encrypted communication is
supported by the authoritative DNS servers. When support is confirmed,

it initiates encrypted communication directly without using Do53.

In this context, the proposed method demonstrates a privacy advantage
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Table 4.2: Comparing encryption protocol discovery methods

RFC 9461 | REC 9539 | Troposed
method

(1) Reconciling encryption proto-
col discovery with privacy pro- + + + +
tection
(2) Coexistence with the Do53 ++ + + ++
(3) Supports a strict mode that iy i i
prohibits fallback to Do53
(4) Efficiency of encryption pro- N N -
tocol discovery
(5) Traffic increase - - -

over RFC 9539 by avoiding unnecessary exposure through Do53 when

encrypted options are available.

Table4.2 (2) : Regardless of the method chosen, if compatibility and response

speed are prioritized over privacy protection, Do53 can be used.

Table4.2 (3) : Regardless of the method chosen, when prioritizing privacy

protection, a strict mode is supported that prohibits fallback to Do53.

Table4.2 (4) : RFC 9461 requires the resolution of the same number of SVCB
records as the number of target authoritative servers, necessitating 2N
resolution queries when encrypted communication is to be established

with N authoritative DNS servers.

RFC 9539, on the other hand, may generate unnecessary traffic, as it
requires attempting communication for encrypted communication dis-

covery even when authoritative DNS servers do not support encryption
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protocols.

In contrast, the proposed method discovers the supported protocols of
authoritative DNS servers by utilizing the root.hints file and NS records,
completing name resolution with only N queries for N authoritative DNS
servers. This approach achieves encrypted name resolution more effi-
ciently than RFC 9461 while avoiding the superfluous traffic generated

by REC 9539’s approach to non-encryption-supporting servers.

Table4.2 (5) : All approaches generate more traffic than conventional Do53.
RFC 9461 requires additional SVCB record queries, the proposed method
adds NS, A, and AAAA records, while RFC 9539 attempts encrypted
communication even with non-supporting servers, creating unnecessary

traffic.

4.5.2 Functional Considerations Beyond Encrypted Protocol
Support

In this study, I focused on the discovery of encrypted protocols supported by
authoritative DNS servers and the protection of user privacy. I compared my
proposed method with RFC 9461 and confirmed that my approach achieves
superior performance in terms of name resolution time. However, SVCB
records are not limited to protocol discovery; they can also be used for other
purposes. For instance, they facilitate the selection of optimal edge servers
in Content Delivery Networks (CDNs), thereby reducing latency for end-

terminal [42].
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My proposed method is specifically designed to support encrypted proto-
col discovery and does not include information for optimizing CDN connec-
tions, as SVCB records do. If latency is to be considered not only in terms of
DNS response time but also in terms of the time required to retrieve actual

content, obtaining SVCB records is necessary.

Therefore, to enhance DNS privacy protection, I strongly recommend using
my proposed method to establish encrypted communication, while resolving

SVCB records only after encrypted communication has been initiated.

4.5.3 Considerations Regarding Prefix Names

According to RFC 952, valid domain name labels are limited to the use of
alphabetic characters (A-Z), digits (0-9), minus sign (-), and periods (.) [43]. In
my study, I followed this specification and defined a naming rule for prefixes,
as shown in Table 1. However, such prefixes may potentially conflict with
existing domain names. To evaluate this risk, I analyzed the Top 10 Million
Domains and confirmed that no conflicts occur with my proposed prefixes.
Nevertheless, this dataset does not cover all active domains, and therefore, 1

cannot completely rule out the possibility of name collisions.

One approach to address this issue is to employ underscore (_), which are
not permitted for use under RFC 952. For example, RFC 2782 uses underscore-
prefixed labels such as _ldap._tcp.example.com to indicate service records in
the DNS [44]. Similarly, RFC 7489 specifies the use of a special label _dmarc
in domain names to define DMARC policies [45]. As demonstrated in the

example below, my proposed method can also avoid conflicts with existing
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NS record strings by using underscores.

¢ example.com IN NS nsl.example.com

¢ example.com IN NS _dns_dt_e_nsl.example.com

However, at present, the use of underscores in NS records may cause valida-
tion errors during zone loading in some DNS server software. For instance, in
BIND 9, such records will not be loaded unless the check-names ignore option
is explicitly set.

In my experiments, I prioritized compliance with RFC 952 and therefore
did not use underscores in prefix names. However, for future standardiza-
tion, adopting underscore-prefixed labels can provide a practical solution for

avoiding naming conflicts.

4.54 Managing Updates to the root.hints File

My proposal relies on the root.hints file, and therefore requires a mechanism
for timely and accurate distribution across a wide range of DNS resolvers.
Historically, root authoritative DNS servers have undergone updates to their
root.hints file approximately once every few years, coinciding with changes
to their IP addresses. Table 4.3 shows a chronological timeline of root.hints

tile updates corresponding to IPv4 address changes [46][47][48][49][50][51].

Updates to the root.hints file have traditionally been disseminated through
various channels, beginning with announcements by Internet Assigned Num-
bers Authority (IANA) and individual root server operators via their official

websites. These updates are then propagated through DNS server software

71



Table 4.3: Updates to root.hints file due to IPv4 address changes

Year Root Server

2002 | j.root-servers.net
2004 | b.root-servers.net
2007 | 1.root-servers.net
2013 | d.root-servers.net
2015 | h.root-servers.net
2023 | b.root-servers.net

vendors, operational community mailing lists, and Regional Internet Reg-
istries. DNS server operators typically obtain updated root.hints file either by
accessing https://www.internic.net/ directly or through software updates

provided by DNS software maintainers.

The root.hints file updates required for my proposed method should fol-
low the traditional procedure. For security and reliability, root authoritative
DNS servers should include NS records with encryption protocol prefixes,
announce updates via trusted channels, and DNS server operators should

retrieve the root.hints file from https://www.internic.net/.

For operators who wish to update the file in a more timely manner, it is
appropriate to automate the retrieval of the latest root.hints file from https:
//www.internic.net on a daily basis using scheduled execution tools such as
Linux cron job.

In cases where “Running a Root Server Local to a Resolver” is already in
use, updates are applied directly to the local cache of the root zone rather
than to the root.hints file itself [52][53]. However, if the cached root zone data
expires due to a network disruption or a similar cause, the resolver must fall

back on the root.hints file to reestablish communication with the root servers.
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Therefore, even in such configurations, it is advisable to schedule regular

updates of the root.hints file via automated mechanisms such as cron job.

4.5.5 Concerns Regarding the Increase in Message Size

My proposed method requires the inclusion of additional NS, A, and AAAA
records, which increases the message size of the ANSWER and ADDITIONAL
SECTIONSs in DNS responses. When the size of a single DNS message trans-
mitted over UDP using Do53 exceeds the Ethernet Maximum Transmission
Unit (MTU), fragmentation occurs. UDP fragmentation should be avoided
whenever possible, as it can degrade network performance and reliability [54]
[55].

DNS Flag Day 2020 recommends limiting message sizes to 1232 bytes
or less as a guideline for avoiding fragmentation [56] [57]. This message
size is selected as the maximum value that avoids fragmentation, even when

including the IPv6 and UDP headers.
Equation (4.1) provides an approximate formula for estimating the size of

a typical UDP-based DNS response message. S represents the total message

size.

N
S=12+Lo+ Lo+ Z Compress(R;) 4.1)
i=1

First, 12 bytes are added for the DNS header. If options such as EDNS or
COOKIE are enabled, their sizes are also added to the overall message as an

OPT section(L().

The QUESTION SECTION(Lq) of a DNS response includes the query name.
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For example, when querying the name resolution of ‘www.example.com,’
approximately 18 bytes are added to the QUESTION SECTION. Additionally,

2 bytes each are added to represent the query type and class.

In the ANSWER and ADDITIONAL SECTIONSs(R;), name compression is
applied, so in most cases, the DNS suffix portion of the FQDN is represented
as a 2-byte pointer, with the length of the name server’s hostname added to the
overall size. Furthermore, each NS record contributes approximately 12 bytes,
each A record adds around 16 bytes, and each AAAA record approximately
28 bytes of data. R; represents the i-th record among all NS, A, and AAAA
records. N = nng + na + naaaa denotes the total number of records. The

function Compress() applies name compression to each record name.

Since the number of A and AAAA records does not necessarily match the
number of NS records, Equation (1) is used as an approximate estimate of the

message size.

Equation (4.2) represents the message size calculation for my proposed

method.

N
S=12+Lo+Lg+2)_ Compress(R;) (4.2)
i=1

In my approach, prefixed NS records are added alongside the conventional

NS records, and corresponding A and AAAA records are also added for those
NS records. As a result, R; is doubled.

Based on Equations (1) and (2), I evaluated the message size when applying
the proposed method to root authoritative DNS servers in the following two

cases.
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Case 1 Max NS Records for example.com : In the first case, I applied the
proposed method to seven NS records (ns1.example.comtons7.example.com),
along with their corresponding A and AAAA records, and measured

the resulting message size.

When the proposed method is applied, the number of NS, A, and AAAA
records each increases to 14. Since longer prefixes result in larger mes-
sage sizes, I used the longest prefix in the experiment: dt-e-dh-e-dg-e-
dh3-e-do53-e-. When a total of 14 NS records, including 7 modified by
the proposed method, along with their associated A and AAAA records,
are included, the total message size amounts to 1170 bytes. Based on this
result, I confirm that for a relatively short domain such as example.com,
applying the proposed method with up to seven NS records does not

cause UDP fragmentation.

Case 2 When using maximum-length labels : In the second case, I investi-
gated scenarios where FQDNs and labels are used at their maximum
lengths. The maximum length of a single label is 63 bytes, and the maxi-
mum length of a fully qualified domain name (FQDN) is 255 bytes [58].
Since the proposed method involves adding a prefix to the NS record,
when a label is already 63 bytes long, it becomes necessary to shorten

the label to allow space for the prefix.

I conducted an experiment to determine how many NS, A, and AAAA
records can be added without causing fragmentation when domain

names of maximum length, such as the example below, are used:

dt-e-dh-e-dg-e-dh3-e-do53-e-567890123456789012345.abc01234567
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8901234567890123456789012345678901234567890123456789.abc01234
5678901234567890123456789012345678901234567890123456789.abc01
2345678901234567890123456789012345678901234567890123456789. ex

ample.com.

As a result of the experiment, I confirmed that up to 8 records (8 A
records and 8 AAAA records) can be accommodated without fragmenta-
tion. With 8 records, the message size was 1150 bytes; with 9 records, it

increased to 1258 bytes.

Since my proposed method doubles the number of NS records, in cases
where domain names are used at their maximum length, the threshold
for avoiding fragmentation is up to 4 name servers prior to applying the

method.

my approach increases the number of NS, A, and AAAA records; however,
I confirmed that even in the case of the longest domain names, fragmentation
does not occur as long as the total number of NS records remains within eight
(i.e., four existing NS records and four additional ones introduced by the
proposed method). When fragmentation does not occur, the impact on name

resolution latency is minimal.

If fragmentation does occur, however, TCP fallback may lead to perfor-
mance degradation and a decrease in system efficiency. Therefore, when
applying the proposed method to authoritative DNS servers, it is important
to verify the message size. If fragmentation is likely, measures such as reduc-
ing the number of original NS records or shortening label names should be

considered to mitigate the issue.
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4.5.6 Analysis of Potential Attack Vectors

This section discusses the security considerations related to the proposed
method. When the communication between a DNS full-service resolver and
an authoritative DNS server is fully encrypted using the proposed approach,
an active attacker positioned along the communication path cannot read the
contents of DNS queries. As a result, the system offers strong resistance to

DNS cache poisoning attacks that rely on injecting forged responses.

A DNS full-service resolver that prioritizes compatibility with Do53 may
allow fallback to plaintext communication in the event of encrypted commu-
nication failure. However, permitting fallback to plaintext opens the door to
downgrade attacks, whereby an active adversary on the communication path
can deliberately cause the encrypted connection to fail and thereby force a
tallback to unencrypted transmission. Therefore, when privacy protection is a

priority, fallback to plaintext communication should be avoided.

While performing a man-in-the-middle attack between a DNS full-service
resolver and an authoritative DNS server is not trivial, an attacker capable of
executing a BGP hijack can technically impersonate an authoritative server.
To detect such impersonation, DNSSEC is effective in identifying tampering.
Additionally, verifying certificates during the establishment of encrypted
communication is another practical countermeasure. Nonetheless, in practice,
many servers are operated with invalid certificates [20]. Therefore, improving
certificate management and increasing the adoption rate of DNSSEC are both

essential for enhancing overall security.

77



4.5.7 Limitations of Privacy Protection in the Proposed Method

The proposed approach enables the secure discovery of encryption protocols
and achieves protection of DNS messages through encryption. However,
the DNS communication header remains unencrypted. This implies that
while the contents of queries can be concealed, it is not possible to hide
which name server the DNS full-service resolver is communicating with.
Specifically, information such as the destination IP address and the Server
Name Indication (SNI) is included in the header, and thus, the proposed
method cannot prevent leakage of such information to an active adversary

monitoring the communication path.

Therefore, if one aims to protect not only DNS messages but also privacy
information contained in DNS communication headers, it is necessary to
introduce additional mechanisms. One possible approach is to employ a
proxy, such as that used in ODoH, between the DNS full-service resolver and
the authoritative DNS server. Applying a proxy mechanism such as ODoH
to the communication between DNS full-service resolvers and authoritative
DNS servers has the potential to significantly hinder an on-path attacker’s
ability to extract privacy information from communication headers or Server

Name Indication (SNI).

However, this privacy assurance relies on two key assumptions: first, that
multiple DNS full-service resolvers make sufficient use of the proxy, and sec-
ond, that there is no collusion between the attacker and the proxy operator.
If the proxy is sparsely used, the attacker may be able to correlate communi-

cation timings between the client and the proxy and between the proxy and
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the authoritative server, thereby identifying the parties involved. Moreover,
if the attacker operates the proxy themselves or collaborates with the proxy
operator, they can observe the full communication flow, undermining the pri-
vacy guarantees. Thus, caution is required, as privacy cannot be fully ensured

under such conditions.

While ODoH can protect privacy information contained in communication
headers, it does not provide a mechanism for discovering whether authorita-
tive DNS servers support encryption. Therefore, combining ODoH with my

proposed method is expected to enable stronger privacy protection.

4.6 Conclusion

To protect DNS privacy, the IETF has standardized RFC 9539 and RFC 9461.
However, even within these standards, challenges remained in ensuring pri-
vacy protection. To address this issue, in this paper, I proposed and evaluated a
novel approach that leverages the characteristics of NS records, which provide
information about child-authoritative DNS servers from parent-authoritative

DNS servers.

Based on the functional evaluation results, it has been demonstrated that
the proposed method does not result in privacy leakage caused by plaintext
communication, which was a concern in RFC 9461 and RFC 9539. Additionally,
the performance evaluation results have shown that it enables communica-
tion with lower latency compared to the method described in RFC 9461. By
employing the proposed method, encrypted communication between DNS

full-service resolvers and authoritative DNS servers can be initiated without
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the use of plain text, thereby wholly preventing privacy leaks from DNS

queries.

However, standardized encryption protocols such as DoT, DoH, and DoQ
cannot protect the SNI in communication headers. Mechanisms such as ESNI
and ECH have been introduced to protect SNI; however, these approaches
rely on DNS and cannot be applied to communication between DNS full-
service resolvers and authoritative DNS servers. At present, protecting SNI in
communication between DNS full-service resolvers and authoritative DNS
servers remains challenging. In future research, I plan to address privacy

protection in DNS communication, including the communication headers.
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Chapter 5

Conclusion

The objective of this study is to achieve complete encryption of the communi-
cation path between DNS full-service resolvers and authoritative DNS servers,
which has remained unprotected in conventional encryption protocols, and
thereby provide comprehensive privacy protection across the entire DNS res-
olution path. Although RFC 9461 and RFC 9539 introduce mechanisms to
enhance DNS privacy, they still rely on plaintext communication during the

discovery phase.

To address these limitations, this study proposes an integrated two-phase
solution. The first phase establishes a mechanism for reflecting user intentions,
such as prioritizing either privacy or compatibility, by utilizing the DoH
Request Path. This mechanism enables DNS full-service resolvers to adapt
their behavior based on user requirements and provides the foundation for a
fully encrypted Full-DoH architecture. The second phase introduces a method
by which authoritative DNS servers can provide information on supported
encrypted protocols directly into the NS records. This eliminates the need for

additional plaintext queries during protocol discovery and enables secure and
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efficient identification of encryption capabilities.

By integrating these mechanisms, the proposed architecture eliminates
the privacy risks inherent in conventional approaches while maintaining
flexible controllability and practical performance. The effectiveness of the
proposed method has been validated through prototype implementation and
comparative performance evaluation against an existing standard, namely

RFC 9461.

From the perspective of privacy protection, the proposed method enables
DNS full-service resolvers to determine the appropriate encryption method
directly from root hints and delegation NS records. In contrast to RFC 9461,
no plaintext querying of SVCB records is necessary, and unlike RFC 9539,
redundant plaintext exchanges are not required. As a result, encryption can be
applied from the very beginning of communication, fundamentally prevent-
ing information leakage due to eavesdropping or active attacks. Moreover,
by combining this mechanism with the DoH Request Path framework, the
architecture enables users to explicitly choose their desired level of privacy

protection.

From a performance standpoint, the elimination of auxiliary plaintext
queries yields superior results in terms of resolution latency, average response
time, and queries per second when compared to RFC 9461. Fluctuations
between the minimum and maximum response times are reduced, resulting

in more stable operational characteristics.

This study is of importance because it presents a comprehensive encryp-

tion approach that addresses both protocol design and system architecture
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for communications between DNS full-service resolvers and authoritative
DNS servers. This segment of the DNS resolution process has traditionally
remained outside the scope of encryption. By introducing this approach, the
proposed method enables institutional privacy protection across the entire
DNS resolution path. At the same time, several important challenges remain
before the results of this research can be widely deployed in operational

environments and established as part of the Internet’s core infrastructure.

First, international adoption of the proposed approach critically depends
on standardization within the IETFE. The mechanisms proposed in this study,
including embedding encryption capability information into NS records and
reflecting user intent through the DoH Request Path, exhibit high compati-
bility with existing specifications. However, these mechanisms also directly
affect operational policies and interoperability. Consequently, they must be
formalized not merely as implementation proposals, but as standardized
specifications that clearly define their relationship with existing RFCs, ensure
backward compatibility, and support phased deployment scenarios. Achiev-
ing consensus through the standardization process among registries, author-
itative DNS operators, and resolver vendors is a prerequisite for practical

deployment on the global Internet.

Second, although the contents of DNS communications are encrypted,
metadata associated with the TLS handshake still poses a risk of informa-
tion leakage. Such metadata includes the Server Name Indication (SNI) and
Application-Layer Protocol Negotiation (ALPN) headers. Even in communi-

cations between DNS full-service resolvers and authoritative DNS servers,
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this information may allow inference of the queried zone or the protocol in
use. From the perspective of the complete resolution-path privacy targeted
by this research, this issue remains unresolved. Future work should therefore
consider integration with related technologies such as Encrypted Client Hello
(ECH) and examine approaches to metadata protection that are specifically

tailored to DNS communications.

Third, further optimization in terms of performance and operational effi-
ciency is also an important challenge. This study identifies certificate verifi-
cation as the primary source of encryption-related overhead. This finding si-
multaneously highlights clear opportunities for improvement. Enhancements
such as more sophisticated certificate caching mechanisms, more efficient
trust anchor management, or the exploration of lightweight authentication
schemes tailored to DNS operational models may enable implementations
that reconcile strong encryption with high performance. In addition, long-
term operational evaluations in high-load environments, such as large-scale
resolvers and root or TLD servers, remain an important subject for future

empirical validation.

Fourth, this research suggests the potential to redefine DNS not merely as
a name resolution infrastructure, but as a privacy-aware control plane capable
of reflecting user and organizational policies. The explicit expression of user
intent via the DoH Request Path could, in the future, evolve into a framework
that supports diverse requirements, such as prioritizing performance, maxi-
mizing confidentiality, or accommodating regional constraints, directly at the

DNS layer. Such extensions may also open up new application possibilities in
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conjunction with zero-trust networking models and secure communication

architectures for institutional environments.

This study provides concrete and experimentally validated solutions to a
long-standing unresolved area in DNS encryption, while also presenting a new
direction for the future evolution of Internet infrastructure. By addressing
the remaining challenges related to standardization, metadata protection,
performance optimization, and practical applications, the outcomes of this
research are expected to extend beyond academic contributions and become
widely established as effective privacy protection technologies in real-world

deployments.
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